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All too seldom system evolution is taken into consideration when software systems are 
developed, resulting in a need to redevelop systems when the system’s environment changes 
or new requirements to functionality are found. It is important that development processes 
support modifiability in order to provide cost-effective software evolution. The main aim is to 
propose a draft development process that put focus on architectural design for modifiability. 
This will be done through the development of a prototype for an existing security-safety critical 
system, which was designed without considering modifiability. We will impose requirements to 
modifiability, redesign the system, and analyse the two prototypes in terms of their ability to 
meet requirements to modifiability. This will be done in order to show that modifiability can be 
introduced without compromising security or safety, and to show that modifiability is not a 
quality attribute you get for free, but must be integrated as part of the development. 
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INTRODUCTION 
1.1 Motivation and background 
8QIRUWXQDWHO\ LW LV IDU WRRFRPPRQWRKHDUKRUURU VWRULHVRI VRIWZDUHSURMHFW IDLOXUHV
WKDW LQYROYH YDVW DPRXQWV RIPRQH\2QH VWXG\ VKRZHG WKDW RI VRIWZDUH SURMHFWV
ZKHUH QHYHU FRPSOHWHG WKDW  FRVW DOPRVW WZLFH DV PXFK DV RULJLQDOO\ SODQHG DQG
HVWLPDWHGWKDW$PHULFDQFRPSDQLHVDQGJRYHUQPHQWDJHQFLHVVSHQWELOOLRQGROODUVIRU
FDQFHOOHGVRIWZDUHSURMHFWVLQ>@
2YHU WKH \HDUVPHWKRGV DQG OLIH F\FOHV SURFHVVHV KDYH EHHQ GHYHORSHG WR DVVLVW WKH
GHYHORSPHQWRIV\VWHPV5DWLRQDO8QLILHG3URFHVV583>@LVDZHOONQRZQSURFHVVWKDW
JXLGHV WKHGHYHORSHUV WKURXJK WKHSKDVHVRI V\VWHPGHYHORSPHQWDQG WKH ,(&VWDQGDUG
,(&  )XQFWLRQDO VDIHW\ RI HOHFWULFDOHOHFWURQLFSURJUDPPDEOH HOHFWURQLF VDIHW\
UHODWHG V\VWHPV >@ LV D OLIHF\FOH SURFHVV IRFXVLQJ RQ VDIHW\ FRQFHUQVZKHQGHYHORSLQJ
V\VWHPV 7KHVH SURFHVVHV SURSRVHPHWKRGV WR RUJDQL]H WKH DFWLYLWLHV UHODWHG WR FUHDWLRQ
GHOLYHU\DQGPDLQWHQDQFHRIVRIWZDUHV\VWHPV/DWHO\WKHUHKDVEHHQDQLQFUHDVHGDWWHQWLRQ
RQ VRIWZDUH DUFKLWHFWXUH DFWLYLWLHV ZLWK WKH PDLQ IRFXV RQ HQVXULQJ WKDW WKH PRVW
LPSRUWDQWTXDOLW\UHTXLUHPHQWVWRWKHV\VWHPDUHPHW
7KH/RQGRQ$PEXODQFH6HUYLFH&RPSXWHU$LGHG'LVSDWFKLVDQH[DPSOHRIDV\VWHP
GHYHORSPHQWSURMHFWZKLFKHQGHGLQIDLOXUHEHFDXVHWKHTXDOLW\UHTXLUHPHQWVZHUHQRWPHW
>@7KLVV\VWHPZDVUHVSRQVLEOHIRUUHFHLYLQJFDOOVDQGGLVSDWFKLQJDPEXODQFHVEDVHGRQ
WKHW\SHRIFDOOVDQGDYDLODEOHUHFRXUVHV,PPHGLDWHO\DIWHUWKHV\VWHPEHFDPHRSHUDWLRQDO
LW ZDV HYLGHQW WKDW LW FRXOG QRW NHHS WUDFN RI WKH ORFDWLRQ RI XQLWV &RQVHTXHQWO\
DPEXODQFHV ZKHUH GLVSDWFKHG QRQRSWLPDO DQG HYHQ PXOWLSOH DPEXODQFHV ZKHUH
GLVSDWFKHGWRWKHVDPHORFDWLRQ,WVHHPVWKDWWKHKHDUWRIWKHIDLOXUHZDVEUHDNGRZQVLQ
VSHFLILFDWLRQDQGGHVLJQZKLFKLVFRPPRQIRUPDQ\VRIWZDUHGHYHORSPHQWSURMHFWV>@
$Q LQTXLU\ UHSRUW FRQGXFWHG E\ ,QWHUQDWLRQDO:RUNVKRS RQ 6RIWZDUH 6SHFLILFDWLRQ DQG
'HVLJQ,:66'RIWKH&RPSXWHU$LGHG'LVSDWFK>@IRXQGWKHIROORZLQJNH\SUREOHPV
7KHVRIWZDUHZDV LQFRPSOHWHDQGHIIHFWLYHO\XQWHVWHG WKH LPSOHPHQWDWLRQDSSURDFKZDV
KLJKULVNLQDSSURSULDWHDQGXQMXVWLILHGDVVXPSWLRQVZKHUHPDGHGXULQJWKHVSHFLILFDWLRQ
SURFHVV WKHUHZDV D ODFN RI FRQVXOWDWLRQZLWK WKH XVHUV DQG FOLHQWV LQ WKH GHYHORSPHQW
SURFHVVZLWKVHULRXVFRQVHTXHQFHVDQGSRRUILWRIWKHV\VWHPZLWKRUJDQLVDWLRQDOVWUXFWXUH
RIDPEXODQFHVHUYLFH)XUWKHUPRUHWKHXVHULQWHUIDFHZDVSRRUO\GHVLJQHGWKHV\VWHPKDG
 
SRRU SHUIRUPDQFH DQG UREXVWQHVV DQG LQFOXGHG RUGLQDU\ DQG FRPPRQ EXJV DQG HUURUV
>@ ,Q WKHLU UHSRUW ,:66' DOVR JLYH D VWURQJ RSLQLRQ DERXW WKH DWWHPSW WR FKDQJH
ZRUNLQJ SUDFWLFHV WKURXJK WKH VSHFLILFDWLRQ GHVLJQ DQG LPSOHPHQWDWLRQ RI D FRPSXWHU
V\VWHP
$IWHUDVRIWZDUHV\VWHPLVGHYHORSHGDQGGHSOR\HGLWXVXDOO\QHHGVWRHYROYHLQRUGHUWR
PHHWQHZXVHUUHTXLUHPHQWVDQGWRDGDSWWRHQYLURQPHQWDOFKDQJHV7KLVV\VWHPHYROXWLRQ
UHSUHVHQWVDODUJHFRVWLQVRIWZDUHV\VWHPV5HVHDUFKKDVVKRZQWKDWXSWRRIWKHWRWDO
OLIHF\FOHFRVW IRUVRIWZDUHV\VWHPVDUHVSHQWRQHYROYLQJV\VWHPV >@7KLV VXJJHVWV WKDW
IRFXVLQJRQPRGLILDELOLW\DOUHDG\IURPWKHLQLWLDOVWDJHVLQGHYHORSPHQWRIDV\VWHPVKRXOG
SD\ RII$OO WRR RIWHQ UHTXLUHPHQWV WRPRGLILDELOLW\ DUH DGGHG DV DQ DIWHUWKRXJKW DORQJ
ZLWKEHLQJLPSUHFLVH3KUDVHVOLNH´WKHV\VWHPVKDOOEHHDV\WRPRGLI\µGRQRWVSHFLI\LQ
ZKDWUHJDUGWKHV\VWHPVKRXOGEHDEOHWRHYROYH7KLVPD\UHVXOWLQDV\VWHPVXLWDEOHIRU
PRGLILFDWLRQ LQ SDUWV RI WKH V\VWHP WKDW QHYHU FKDQJHV ZKLOH WKH SDUWV RI WKH V\VWHP
H[SRVHGWRFKDQJHVDUHQRWGHVLJQHGIRUPRGLILDELOLW\,WLVKDUGWRDQWLFLSDWHFKDQJHVWKDW
ZLOOEHPDGHWRWKHV\VWHPVUHTXLUHPHQWVRUWKHV\VWHPVHQYLURQPHQW1HYHUWKHOHVV LW LV
LPSRUWDQW WR SXW HIIRUW LQ LGHQWLI\LQJ WKHPRVW OLNHO\ FKDQJHV DQG GHVLJQLQJ V\VWHPV LQ
RUGHUWRDGGUHVVWKHVHFRQFHUQV7KHEDVLVIRUFRQVWUXFWLQJDV\VWHPIRUPRGLILDELOLW\LVD
WDVNIRUWKHDUFKLWHFWXUHDQGGHVLJQSKDVHVEXWLWLVFUXFLDOWKDWWKHLPSOHPHQWDWLRQIROORZV
WKHFRQVWUDLQWODLGLQWKHHDUO\SKDVHV
7KHZRUN LQ WKLVPDVWHU WKHVLVZLOO EH EDVHG RQ D OLWHUDWXUH VWXG\ LQ RUGHU WR DVVHVV
SRVVLEOH DSSURDFKHV DQG PHWKRGV IRU GHYHORSLQJ VHFXULW\VDIHW\ FULWLFDO V\VWHPV WKDW
VXSSRUWDFKLHYHPHQWRIDKLJKOHYHORIPRGLILDELOLW\%DVHGRQRXUILQGLQJVLQWKHOLWHUDWXUH
VWXG\ZHZLOO SURSRVH D GHYHORSPHQW SURFHVV ZKLFKZLOO EH HYDOXDWHG E\ GHYHORSLQJ D
VHFXULW\VDIHW\FULWLFDOV\VWHPVXSSRUWLQJV\VWHPHYROXWLRQ)RUYDOLGDWLQJWKHGHYHORSPHQW
SURFHVV ZH ZLOO XVH DVVHUWLRQ PHDQLQJ WKDW WKH GHYHORSHU ZLOO SOD\ WKH UROH RI ERWK
H[SHULPHQWHUDQGVXEMHFWRIVWXG\:HXVHWKLVHYDOXDWLRQPHWKRGVLQFH LW LV LQH[SHQVLYH
DQGEHFDXVH WKLVYDOLGDWLRQ LV FRQGXFWHGDV DSUHOLPLQDU\ WHVWEHIRUHZHSHUIRUP IRUPDO
YDOLGDWLRQV
 
1.2 Problem Description 
$OOWRRVHOGRPV\VWHPHYROXWLRQLVWDNHQLQWRFRQVLGHUDWLRQZKHQVRIWZDUHV\VWHPVDUH
GHYHORSHG UHVXOWLQJ LQ D QHHG WR UHGHYHORS V\VWHPV ZKHQ WKH V\VWHP·V HQYLURQPHQW
FKDQJHVRUQHZUHTXLUHPHQWVWRIXQFWLRQDOLW\DUHIRXQG,WLVLPSRUWDQWWKDWGHYHORSPHQW
SURFHVVHVVXSSRUWPRGLILDELOLW\LQRUGHUWRSURYLGHFRVWHIIHFWLYHVRIWZDUHHYROXWLRQ7KH
PDLQDLPLVWRSURSRVHDGUDIWGHYHORSPHQWSURFHVVWKDWSXWIRFXVRQDUFKLWHFWXUDOGHVLJQ
IRUPRGLILDELOLW\7KLVZLOOEHGRQHWKURXJKWKHGHYHORSPHQWRIDSURWRW\SHIRUDQH[LVWLQJ
VHFXULW\VDIHW\ FULWLFDO V\VWHPZKLFKZDV GHVLJQHGZLWKRXW FRQVLGHULQJPRGLILDELOLW\:H
ZLOO LPSRVH UHTXLUHPHQWV WR PRGLILDELOLW\ UHGHVLJQ WKH V\VWHP DQG DQDO\VH WKH WZR
SURWRW\SHVLQWHUPVRIWKHLUDELOLW\WRPHHWUHTXLUHPHQWVWRPRGLILDELOLW\7KLVZLOOEHGRQH
LQRUGHU WR VKRZ WKDWPRGLILDELOLW\ FDQEH LQWURGXFHGZLWKRXWFRPSURPLVLQJ VHFXULW\RU
VDIHW\DQGWRVKRZWKDWPRGLILDELOLW\LVQRWDTXDOLW\DWWULEXWH\RXJHWIRUIUHHEXWPXVWEH
LQWHJUDWHGDVSDUWRIWKHGHYHORSPHQW
1.3 Related work 
7UDGLWLRQDOO\ LQVRIWZDUHGHYHORSPHQWSURMHFWVWKHIRFXVKDVPDLQO\EHHQWRIXOILOWKH
IXQFWLRQDOLW\UHTXLUHPHQWVIURPWKHHQGXVHUV>@ZKLFKKDVOHDGWRQHJOHFWRIWKHTXDOLW\
DWWULEXWHVRI WKHV\VWHPVXFKDVPRGLILDELOLW\DQGVHFXULW\2QHUHDVRQIRUWKLVQHJOHFW LV
WKDWVXSSRUWIRUTXDOLW\DWWULEXWHVDUHQRWDQ LQWHJUDWHGSDUWRI WKHGHYHORSPHQWSURFHVV
9DULRXV GHYHORSPHQW SURFHVVHV DQG OLIHF\FOH PRGHOV KDYH EHHQ GHYHORSHG WR SURPRWH
GLIIHUHQWTXDOLW\DWWULEXWHVWKH,(&VWDQGDUG>@LVDOLIHF\FOHPRGHOWKDWIRFXVHVRQ
WKHVDIHW\DWWULEXWHLQV\VWHPVWKH$XVWUDOLDQ1HZ=HDODQGVWDQGDUG$61=6
5LVN 0DQDJHPHQW >@ LV D JHQHUDO VWDQGDUG WR KHOS LQ ULVN PDQDJHPHQW LQ V\VWHP
GHYHORSPHQW7KH,67SURMHFW&25$6>@LVDIUDPHZRUNIRUV\VWHPGHYHORSPHQWEDVHG
RQ WKH FRQFHSW RI PRGHO EDVHG ULVN DVVHVVPHQW ,W LQFOXGHV DQ LQWHJUDWHG V\VWHP
GHYHORSPHQWDQGULVNPDQDJHPHQWSURFHVVDLPLQJDWVHFXULW\FULWLFDOV\VWHPV7KLVSURFHVV
LV EDVHGRQ$61=65DWLRQDO8QLILHG3URFHVV >@ DQG WKH5HIHUHQFH0RGHO IRU
2SHQ'LVWULEXWHG3URFHVVHV502'3>@7KHIRFXVRI&25$6LVRQKDQGOLQJVHFXULW\
LVVXHVDOOWKHZD\WKURXJKWKHV\VWHPGHYHORSPHQWSURFHVV
7KHUH KDYH EHHQ VHYHUDO DWWHPSWV WR VKRZ WKDW LW LV SRVVLEOH WR JDLQ D KLJK OHYHO RI
PRGLILDELOLW\LQVRIWZDUHLQDGGLWLRQWRRWKHUTXDOLW\UHTXLUHPHQWV3DUQDVHWDO>@WULHGWR
GHPRQVWUDWH WKDWXVLQJREMHFWRULHQWHGWHFKQLTXHVWRSURYLGHPRGLILDELOLW\FRXOGEHXVHG
 
WR FRQVWUXFW UHDOWLPH KLJKSHUIRUPDQFH VRIWZDUH 7KH V\VWHPZDV FRQVWUXFWHG LQ 
DQGZDVDVRIWZDUHV\VWHPWRDQ$H&RUVDLU,,DWWDFNDLUFUDIWXVHGE\WKH861DY\XVHG
LQWKHVVDQGV$OWKRXJKWKHV\VWHPZDVQHYHUWDNHQLQXVHWKHSURMHFWLV
FRQVLGHUHG D UHVHDUFK VXFFHVV >@ 7KH IDFW WKDW UHYROXWLRQDU\ SULQFLSOHV VXFK DV
HQFDSVXODWLRQDQGLQIRUPDWLRQKLGLQJXVHGLQWKHSURMHFWJDLQHGDJHQHUDODFFHSWDQFHLVDQ
LQGLFDWRURIWKHVXFFHVVRIWKHSURMHFW
,Q UHFHQW \HDUV WKH QHZ VRIWZDUH GHYHORSPHQW SDUDGLJP $VSHFW 2ULHQWHG 6RIWZDUH
'HYHORSPHQW$26'KDVHPHUJHGDVDQDOWHUQDWLYHIRUGHYHORSLQJVRIWZDUHV\VWHPV7KLV
SDUDGLJP VHHNV WR VHSDUDWH FURVVFXWWLQJ FRQFHUQV VXFK DV VHFXULW\ IURP WKH PDLQ
IXQFWLRQDOLW\RIWKHV\VWHP>@$VSHFW2ULHQWHG0RGHOOLQJ$20WHFKQLTXHVKHOSV\VWHP
DUFKLWHFWV WR GHVLJQ WKH V\VWHPV SULPDU\ V\VWHP PRGXODUL]DWLRQ IRFXVHG RQ HQG XVHUV
IXQFWLRQDOLW\ UHTXLUHPHQWV DQG WRGHVLJQ WKHDGGLWLRQDO V\VWHPFRQFHUQV VXFKDVTXDOLW\
DWWULEXWHVVHSDUDWHIURPWKHSULPDU\PRGXODUL]DWLRQ>@6HSDUDWLQJFRQFHUQVLQWKLVZD\
FDQDLGLQWKHHYROXWLRQRIWKHV\VWHPVLQFHDGHYHORSHUFDQIRFXVRQUHDOL]DWLRQRIDVLQJOH
FRQFHUQZLWKRXWKDYLQJWRZRUU\DERXWLWVLQWHUDFWLRQVZLWKRWKHUFRQFHUQVRUWKHSULPDU\
IXQFWLRQDOLW\
1.4 Structure of the report 
7KLVUHSRUWFRQVLVWVRIWKHIROORZLQJFKDSWHUV7KHFKDSWHUVVKRXOGEHUHDGLQVHTXHQWLDO
RUGHULIWKHUHDGHULVQRWDOUHDG\IDPLOLDUZLWKWKHEDFNJURXQGPDWHULDO
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DEVELOPMENT METHODS 
1.5 Introduction 
7KLVFKDSWHUJLYHVDQLQWURGXFWLRQWRVRPHPHWKRGVIRUGHYHORSLQJVRIWZDUHV\VWHPV
6HYHUDOGHYHORSPHQWSURFHVVHVDQGVWDQGDUGVH[LVWWRKHOSRUJDQL]HWKHDFWLYLWLHVQHFHVVDU\
WREXLOG VRIWZDUH V\VWHPV5DWLRQDO8QLILHG3URFHVVGHVFULEHG LQ VHFWLRQ LV DZLGHO\
DFNQRZOHGJHGGHYHORSPHQWSURFHVVIRFXVLQJRQEXLOGLQJKLJKTXDOLW\VRIWZDUHV\VWHPV,Q
VHFWLRQZHJLYHDEULHILQWURGXFWLRQWRKH,(&VWDQGDUG,(&)XQFWLRQDOVDIHW\
RI HOHFWULFDOHOHFWURQLFSURJUDPPDEOH HOHFWURQLF VDIHW\UHODWHG V\VWHPV ZKLFK LV D OLIH
F\FOH SURFHVV VWDQGDUG DLPHG DW VDIHW\ FULWLFDO V\VWHPV 5LVN 0DQDJHPHQW ZKLFK LV
GHVFULEHG LQ VHFWLRQ  KDV D SULPDU\ JRDO RI HOLPLQDWLQJ RU UHGXFLQJ ULVN LQ VRIWZDUH
V\VWHPV$QH[DPSOHRI ULVNPDQDJHPHQWXVHG LQDGHYHORSPHQWSURYHVV LV WKH&25$6
IUDPHZRUN GHVFULEHG LQ VHFWLRQ  7KLV PRGHOEDVHG ULVN DVVHVVPHQW PHWKRGRORJ\
SURYLGHVDQLQWHJUDWHGULVNPDQDJHPHQWDQGV\VWHPGHYHORSPHQWSURFHVVDLPHGDWVHFXULW\
FULWLFDOV\VWHPV$VSHFWRULHQWHGVRIWZDUHGHYHORSPHQW$26'LQWURGXFHGLQVHFWLRQ
KDV EHFRPH D QHZ SDUDGLJP LQ VRIWZDUH GHYHORSPHQW 7KH SULQFLSOH RI $26' LV WR
VHSDUDWH HDFK FURVVFXWWLQJ FRQFHUQ VXFK DV VHFXULW\ DQGSHUIRUPDQFH IURP WKHSULPDU\
V\VWHPPRGXODUL]DWLRQ7KLVPDNHVV\VWHPHYROXWLRQD ORWHDVLHUVLQFHWKHGHYHORSHUFDQ
IRFXV RQ D VLQJOH FRQFHUQ DW RQH WLPH DQGQRWZRUU\ DERXWPDLQ IXQFWLRQDOLW\ RU RWKHU
V\VWHPFRQFHUQ
,QRXUZRUNZHKDYHGHYHORSHGRXURZQGHYHORSPHQWSURFHVVZKLFK LVGHVFULEHG LQ
VHFWLRQ  7KLV GHYHORSPHQW SURFHVV LV DLPHG DW VHFXULW\VDIHW\ FULWLFDO V\VWHPV DQG
LQFOXGHV KD]DUG DQDO\VLV DQG ULVNPDQDJHPHQW 7KH GHYHORSPHQW SURFHVV LV GHVLJQHG WR
SURPRWH VRIWZDUHHYROXWLRQE\ LQWHJUDWLQJPRGLILDELOLW\ LQWR WKH V\VWHPSULPDU\ WKURXJK
VRIWZDUHDUFKLWHFWXUHDQGGHVLJQ
 
1.6 Rational Unified Process 
$ VRIWZDUH GHYHORSPHQW SURFHVV LV D PHWKRG WR RUJDQL]H WKH DFWLYLWLHV UHODWHG WR
FUHDWLRQ GHOLYHU\ DQG PDLQWHQDQFH RI VRIWZDUH V\VWHPV >@ 5DWLRQDO 8QLILHG 3URFHVV
583LVDQH[DPSOHRIVXFKDSURFHVV,WVJRDOLVWRHQDEOHWKHSURGXFWLRQRIKLJKTXDOLW\
VRIWZDUHWKDWPHHWVHQGXVHUQHHGVZLWKLQSUHGLFWDEOHVFKHGXOHVDQGEXGJHWV>@583LVD
ZLGHO\ DFNQRZOHGJHG GHYHORSPHQW SURFHVV WKDW FDSWXUHV VRPH RI WKH EHVW SUDFWLFHV RI
FXUUHQWVRIWZDUHGHYHORSPHQWLQDIRUPWKDWLVDGDSWDEOHIRUDZLGHUDQJHRISURMHFWV7KH
SURFHVV LV DQ LWHUDWLYH SURFHVV ZKLFK JLYHV VHYHUDO DGYDQWDJHV FRPSDUHG WR OLQHDU
GHYHORSPHQW SURFHVV 7KHVH DGYDQWDJHV LQFOXGH LQFUHDVLQJ XQGHUVWDQGLQJ WKURXJK
VXFFHVVLYHUHILQHPHQWVIOH[LELOLW\WRDFFRPPRGDWHQHZUHTXLUHPHQWVRUWDFWLFDOFKDQJHVLQ
EXVLQHVVREMHFWVDQGLGHQWLI\LQJDQGUHVROYLQJULVNVVRRQHUUDWKHUWKDQODWHU>@$VVKRZQ
LQ )LJXUH  WKHUH DUH IRXU SKDVHV LQ WKH583 GHYHORSPHQW SURFHVV LQFHSWLRQ SKDVH
HODERUDWLRQSKDVHFRQVWUXFWLRQSKDVHDQGWUDQVLWLRQSKDVH%RRFKHWDOGHVFULEHWKHVHLQ
>@

)LJXUH5DWLRQDOXQLILHGSURFHVV
 
,QFHSWLRQ ,Q WKH LQFHSWLRQ SKDVH RQH HVWDEOLVKHV WKH EXVLQHVV FDVH DQG GHOLPLWV WKH
SURMHFW
VVFRSH7KHEXVLQHVVFDVH LQFOXGHVFULWHULDIRUVXFFHVVULVNDVVHVVPHQWHVWLPDWHV
IRUWKHUHVRXUFHVQHHGHGDQGDSKDVHSODQSURYLGLQJDVFKHGXOHRIPDMRUPLOHVWRQHV7KH
SKDVHLVRIWHQFRQFOXGHGE\SURGXFLQJDSURWRW\SHWKDWVHUYHVDVDSURRIRIFRQFHSW
(ODERUDWLRQ7KLVSKDVHIRFXVHVRQDQDO\]LQJWKHSUREOHPGRPDLQHVWDEOLVKLQJDVRXQG
DUFKLWHFWXUDO IRXQGDWLRQ GHYHORSLQJ WKH SURMHFW SODQ DQG HOLPLQDWLQJ WKH KLJKHVW ULVN
HOHPHQWVRIWKHSURMHFW$WWKLVSRLQWLWLVLPSRUWDQWWRPDNHDUFKLWHFWXUDOGHFLVLRQVZLWKDQ
XQGHUVWDQGLQJ RI WKH ZKROH V\VWHP DQG WR GHVFULEH V\VWHP UHTXLUHPHQWV 7R YHULI\ WKH
DUFKLWHFWXUH D V\VWHPUHVWULFWHG WRGHPRQVWUDWLQJ WKHDUFKLWHFWXUDO FKRLFHV DQGH[HFXWLQJ
VLJQLILFDQWXVHFDVHVLVLPSOHPHQWHG
&RQVWUXFWLRQ 7KH IRFXV RI WKLV SKDVH LV WR LWHUDWLYHO\ DQG LQFUHPHQWDOO\ GHYHORS D
FRPSOHWHSURGXFWWKDWLVUHDG\IRUWUDQVLWLRQWRLWVXVHUFRPPXQLW\7KLVLPSOLHVGHVFULELQJ
WKH UHPDLQLQJUHTXLUHPHQWVDQGDFFHSWDQFHFULWHULDSURYLGLQJ WKHGHVLJQDQGFRPSOHWLQJ
WKH LPSOHPHQWDWLRQ DQG WHVW RI WKH VRIWZDUH$W WKH HQGRI WKH FRQVWUXFWLRQ SKDVH RQH
GHFLGHVZKHWKHUVRIWZDUHVLWHVDQGXVHUVDUHUHDG\WRJRRSHUDWLRQDO
7UDQVLWLRQ7KLVSKDVHGHDOVZLWKGHSOR\LQJWKHVRIWZDUHWRWKHXVHUFRPPXQLW\2QFH
WKHV\VWHPLVLQWKHKDQGVRIWKHXVHUVLVVXHVRIWHQDULVHUHTXLULQJDGGLWLRQDOGHYHORSPHQW
LQRUGHUWRDGMXVWWKHV\VWHPFRUUHFWXQGHWHFWHGSUREOHPVRUILQLVKVRPHIHDWXUHWKDWKDV
EHHQSRVWSRQHG7KHSKDVHW\SLFDOO\VWDUWVZLWKDEHWDUHOHDVHRIWKHV\VWHPZKLFKLVODWHU
UHSODFHGZLWKWKHSURGXFWLRQV\VWHP$WWKHHQGRIWKLVF\FOHLWLVGHFLGHGZKHWKHUWKHOLIH
F\FOH REMHFWLYHV RI WKH SURMHFW KDV EHHQPHW DQG GHWHUPLQH LI D QHZGHYHORSPHQW F\FOH
VKRXOGEHVWDUWHG
 
1.7 IEC 61508 
7KH,(&VWDQGDUG,(&)XQFWLRQDOVDIHW\RIHOHFWULFDOHOHFWURQLFSURJUDPPDEOH
HOHFWURQLFVDIHW\UHODWHGV\VWHPV>@LVDOLIHF\FOHSURFHVVWKDWIRFXVHVRQVDIHW\,WFRYHUV
LPSRUWDQWDVSHFWVWKDWQHHGWREHDGGUHVVHGZKHQHOHFWULFDOHOHFWURQLFDQGSURJUDPPDEOH
GHYLFHV DUH XVHG LQ VDIHW\ IXQFWLRQV 7KH VWUDWHJ\ RI WKH VWDQGDUG LV WR GHULYH VDIHW\
UHTXLUHPHQWVIURPDKD]DUGDQGULVNDQDO\VLVDQGWRGHVLJQWKHV\VWHPWRPHHWWKRVHVDIHW\
UHTXLUHPHQWV WDNLQJ DOO SRVVLEOH FDXVHV RI IDLOXUH LQWR DFFRXQW 7KH HVVHQFH LV WKDW DOO
DFWLYLWLHVUHODWLQJWRIXQFWLRQDOVDIHW\DUHPDQDJHGLQDSODQQHGDQGPHWKRGLFDOZD\ZLWK
HDFK SKDVH KDYLQJ GHILQHG LQSXWV DQG RXWSXWV 7KH VWDQGDUG FRQVLGHUV DOO DVSHFWV LQ D
VDIHW\ OLIHF\FOH IURP LQLWLDO FRQFHSW DQG UHTXLUHPHQW HOLFLWDWLRQ WKURXJK IXQFWLRQDO
DOORFDWLRQLPSOHPHQWDWLRQRSHUDWLRQDQGPDLQWHQDQFHWRGHFRPPLVVLRQLQJ
 

)LJXUH7KH,(&OLIHF\FOH
7KHSURFHVVFRQVLVWVRIWKHIROORZLQJSKDVHV
 &RQFHSW$QXQGHUVWDQGLQJRIWKHV\VWHPDQGLWVHQYLURQPHQWLVGHYHORSHG
 2YHUDOOVFRSHGHILQLWLRQ7KHERXQGDULHVRIWKHV\VWHPDQGLWVHQYLURQPHQWDUH
GHWHUPLQHGDQGWKHVFRSHRIWKHKD]DUGDQGULVNDQDO\VLVLVVSHFLILHG
 +D]DUGDQGULVNDQDO\VLV+D]DUGVDQGKD]DUGRXVHYHQWVRIWKHV\VWHPWKHHYHQW
VHTXHQFHVOHDGLQJWRWKHKD]DUGRXVHYHQWVDQGWKHULVNVDVVRFLDWHGZLWKWKHKD]DUGRXV
HYHQWVDUHGHWHUPLQHG
 2YHUDOOVDIHW\UHTXLUHPHQWV7KHVSHFLILFDWLRQIRUWKHRYHUDOOVDIHW\UHTXLUHPHQWVLV
GHYHORSHGLQRUGHUWRDFKLHYHWKHUHTXLUHGIXQFWLRQDOVDIHW\
 6DIHW\UHTXLUHPHQWVDOORFDWLRQ7KHVDIHW\IXQFWLRQVFRQWDLQHGLQWKHRYHUDOOVDIHW\
UHTXLUHPHQWVVSHFLILFDWLRQDUHDOORFDWHGWRWKHVDIHW\UHODWHGV\VWHPDQGDVDIHW\
LQWHJULW\OHYHOLVDOORFDWHGWRHDFKVDIHW\IXQFWLRQ
 
 2YHUDOORSHUDWLRQDQGPDLQWHQDQFHSODQQLQJ$SODQLVGHYHORSHGIRURSHUDWLQJDQG
PDLQWDLQLQJWKHV\VWHPDQGWKHUHTXLUHGIXQFWLRQDOVDIHW\LVHQVXUHGWREHPDLQWDLQHG
GXULQJRSHUDWLRQDQGPDLQWHQDQFH
 2YHUDOOVDIHW\YDOLGDWLRQSODQQLQJ$SODQIRUWKHRYHUDOOVDIHW\YDOLGDWLRQRIWKHV\VWHP
LVGHYHORSHG
 2YHUDOOLQVWDOODWLRQDQGFRPPLVVLRQLQJSODQQLQJ3ODQVHQVXULQJWKDWWKHUHTXLUHG
IXQFWLRQDOVDIHW\DUHDFKLHYHGDUHGHYHORSHGIRUWKHLQVWDOODWLRQDQGFRPPLVVLRQLQJRI
WKHV\VWHP
 6DIHW\UHODWHGV\VWHPV((3(67KH((3(6VDIHW\UHODWHGV\VWHPLVFUHDWHG
FRQIRUPLQJWRWKHVDIHW\UHTXLUHPHQWVVSHFLILFDWLRQ
 6DIHW\UHODWHGV\VWHPVRWKHUWHFKQRORJ\2WKHUWHFKQRORJ\VDIHW\UHODWHGV\VWHPVDUH
FUHDWHGWRPHHWWKHUHTXLUHPHQWVVSHFLILHGIRUVXFKV\VWHPVRXWVLGHVFRSHRIWKH
VWDQGDUG
 ([WHUQDOULVNUHGXFWLRQIDFLOLWLHV([WHUQDOULVNUHGXFWLRQIDFLOLWLHVDUHFUHDWHGWRPHHW
WKHUHTXLUHPHQWVVSHFLILHGIRUVXFKIDFLOLWLHVRXWVLGHVFRSHRIWKHVWDQGDUG
 2YHUDOOLQVWDOODWLRQDQGFRPPLVVLRQLQJ7KH((3(6VDIHW\UHODWHGV\VWHPLV
LQVWDOOHGDQGFRPPLVVLRQHG
 2YHUDOOVDIHW\YDOLGDWLRQ7KH((3(6VDIHW\UHODWHGV\VWHPLVYDOLGDWHGWRPHHWWKH
RYHUDOOVDIHW\UHTXLUHPHQWVVSHFLILFDWLRQ
 2YHUDOORSHUDWLRQPDLQWHQDQFHDQGUHSDLU7KHV\VWHPLVRSHUDWHGPDLQWDLQHGDQG
UHSDLUHGLQRUGHUWRHQVXUHWKDWWKHUHTXLUHGIXQFWLRQDOVDIHW\LVPDLQWDLQHG
 2YHUDOOPRGLILFDWLRQDQGUHWURILW7KHIXQFWLRQDOVDIHW\RIWKHV\VWHPLVHQVXUHGWREH
DSSURSULDWHERWKGXULQJDQGDIWHUPRGLILFDWLRQDQGUHWURILW
 'HFRPPLVVLRQLQJRUGLVSRVDO7KHIXQFWLRQDOVDIHW\RIWKHV\VWHPLVHQVXUHGWREH
DSSURSULDWHGXULQJDQGDIWHUGHFRPPLVVLRQLQJRUGLVSRVLQJRIWKHV\VWHP

1.8 Risk Management 
5LVN PDQDJHPHQW LV FRQFHUQHG ZLWK HVWDEOLVKLQJ WKH FRQWH[W LGHQWLI\LQJ DQDO\]LQJ
HYDOXDWLQJ WUHDWLQJ PRQLWRULQJ DQG FRPPXQLFDWLQJ ULVN >@ $61=6  5LVN
0DQDJHPHQW >@ GHVFULEHV D JHQHUDO DSSOLFDEOH DSSURDFK WR ULVN PDQDJHPHQW ZLWK WKH
SULPDU\JRDOWRHOLPLQDWHRUUHGXFHULVNLQRUGHUWRPLQLPL]HORVVHV7KLVVWUXFWXUDOLWHUDWLYH
SURFHVV VWDUWV ZLWK DQ LGHQWLILFDWLRQ RI WKH FRQWH[W IRU WKH DVVHVVPHQW 7KLV LQFOXGHV
RUJDQL]DWLRQDO DQG ULVN PDQDJHPHQW FRQWH[W DV ZHOO DV FULWHULD DQG VWUXFWXUH RI WKH
DVVHVVPHQW:KHQ WKH FRQWH[W LV HVWDEOLVKHG SRWHQWLDO ULVNV DUH ILUVW LGHQWLILHG DQG WKHQ
DQDO\]HG ,Q WKH DQDO\]LQJ SKDVH ERWK WKH OLNHOLKRRG DQG WKH FRQVHTXHQFHV RI ULVNV DUH
HVWLPDWHG 3UHGHILQHG DFFHSWDQFH FULWHULD DUH XVHG ZKHQ HYDOXDWLQJ LI WKH ULVNV DUH
DFFHSWDEOHRUQRW7KHXQDFFHSWDEOHULVNVDUHWUHDWHGLQWKHILQDOSKDVHRIWKHSURFHVV,Q
SDUDOOHO WR WKLV SURFHVV RQH KDYH WKH FRPPXQLFDWH DQG FRQVXOW VXESURFHVV DQG WKH
PRQLWRUDQGUHYLHZVXESURFHVV WKHPDQDJHPHQWSDUWRI WKHSURFHVV7KHVHHQVXUHWKDW
FRPPXQLFDWLRQ DQG FRQVXOWDWLRQ ZLWK WKH VWDNHKROGHUV LQ RUGHU WR HVWDEOLVK FRPPRQ
XQGHUVWDQGLQJRIULVNLVVXHVDQGWKDWFKDQJHGRHVQRWDOWHUULVNSULRULWLHVUHVSHFWLYHO\
 
1.8.1 CORAS 
&25$6 LV D PRGHO EDVHG ULVN DVVHVVPHQW PHWKRGRORJ\ GHYHORSHG XQGHU WKH
,QIRUPDWLRQ6RFLHW\7HFKQRORJLHV ,673URJUDPPH7KHPDLQREMHFWLYHRI WKH&25$6
SURMHFWZDVWR>@
• 'HYHORSDSUDFWLFDOIUDPHZRUNH[SORLWLQJPHWKRGVIRUULVNDQDO\VLVGHYHORSHG
ZLWKLQWKHVDIHW\GRPDLQVHPLIRUPDOGHVFULSWLRQPHWKRGVDQGFRPSXWHULVHG
WRROVIRUDSUHFLVHXQDPELJXRXVDQGHIILFLHQWULVNDQDO\VLVRIVHFXULW\FULWLFDO
V\VWHPV
• $SSO\WKHIUDPHZRUNLQVHFXULW\FULWLFDODSSOLFDWLRQGRPDLQV
• $VVHVVWKHDSSOLFDELOLW\XVDELOLW\DQGHIILFLHQF\RIWKHIUDPHZRUN
• 3URPRWHWKHH[SORLWDWLRQSRWHQWLDORIWKH&25$6IUDPHZRUN

$V VKRZQ LQ )LJXUH  WKH &25$6 IUDPHZRUN FRQVLVW RI D PRGHOEDVHG ULVN
DVVHVVPHQWPHWKRGRORJ\ IXQGHGRQ IRXUSLOODUVQDPHO\ ULVNGRFXPHQWDWLRQ 502'3
ULVNPDQDJHPHQW $61=6 LQWHJUDWHG ULVNPDQDJHPHQW DQG V\VWHP GHYHORSPHQW
83 DQG D SODWIRUP IRU WRRO LQFOXVLRQ EDVHG RQ GDWDLQWHJUDWLRQ ;0/ 7KH ULVN
PDQDJHPHQWSURFHVVDQGWKHLQWHJUDWHGULVNPDQDJHPHQWDQGV\VWHPGHYHORSPHQWDUHRI
PRVW LQWHUHVWIRU WKLV WKHVLVDQGZHJLYHDVKRUWGHVFULEHGRIWKHVHEHORZ7KHUHDGHU LV
UHIHUUHGWR>@IRUDIXOOHUGHVFULSWLRQRI&25$6

)LJXUH7KH&25$6IUDPHZRUN>@
 
1.9 Aspect-oriented Software Development (AOSD) 
,QWKHUHFHQW\HDUVSUREOHPVNQRZQDVFRGHWDQJOLQJDQGFRGHFURVVFXWWLQJKDVUHFHLYHG
LQFUHDVLQJ DWWHQWLRQ$V D UHVXOW RI WKLV DWWHQWLRQ DVSHFW RULHQWHG VRIWZDUH GHYHORSPHQW
$26'KDVHPHUJHGDVDQDOWHUQDWLYHSDUDGLJPIRUGHYHORSLQJVRIWZDUHV\VWHPV$26'
VHHNV WR PRGXODUL]H FRQFHUQV LQ VRIWZDUH WKDW FURVVFXW RYHU IXQFWLRQDOLW\ RU V\VWHP
HOHPHQWV>@$VSHFWRULHQWHGPRGHOOLQJ$20LVRQHUHVHDUFKDUHDZKLFKIRFXVRQWKLV
SRLQW DW WKH GHVLJQ OHYHO ,Q >@1XVLHEHK GHILQHV DQ DVSHFW DV D FURVVFXWWLQJ FRQFHUQ
)XUWKHUPRUH KH GHILQHV D FRQFHUQ DV D SURSHUW\ RI LQWHUHVW WR D VWDNHKROGHU ZKHUH D
FURVVFXWWLQJ FRQFHUQ LV DQ LQWHUHVW WR D VWDNHKROGHU WKDW LV LQWHUWZLQHG ZLWK VHYHUDO
IXQFWLRQDOUHTXLUHPHQWVRUV\VWHPHOHPHQWV
,Q VRIWZDUH V\VWHP GHYHORSPHQW LW LV QRW XQXVXDO WR GHFRPSRVH SUREOHPV DQG WKHLU
VROXWLRQVWRPDQDJHWKHLUFRPSOH[LW\7KLVGHFRPSRVLWLRQSDUWLWLRQVFRPSHWLQJFRQFHUQV
LQ WKHSUREOHPDQGVROXWLRQVSDFH6RPHRI WKHPRVW LPSRUWDQWFRQFHUQVGHWHUPLQH WKH
SULPDU\ VWUXFWXUHV RI WKH V\VWHP 2WKHU FRQFHUQV WKDW DUH QRW XVHG WR GHWHUPLQH WKH
SULPDU\VWUXFWXUHDUHRIWHQUHDOL]HGWKURXJKDGGHGIXQFWLRQDOLW\WKDWFURVVFXWWKHSULPDU\
PRGXODUL]DWLRQ>@$VSHFWRULHQWHGPRGHOOLQJWHFKQLTXHVKHOSV\VWHPDUFKLWHFWVWRGHVLJQ
WKHSULPDU\ V\VWHPPRGXODUL]DWLRQDQG WRGHVLJQDGGLWLRQDO V\VWHPFRQFHUQVQRWSDUWRI
WKHSULPDU\V\VWHPPRGXODUL]DWLRQ
$20 WHFKQLTXHV DOORZ V\VWHP GHYHORSHUV WR DGGUHVV FRQFHUQV OLNH VHFXULW\ IDXOW
WROHUDQFH VDIHW\ DQG DYDLODELOLW\ VHSDUDWHO\ IURP FRUH IXQFWLRQDO UHTXLUHPHQWV DW GHVLJQ
OHYHO>@7KLVVHSDUDWLRQRIFRQFHUQVLPSOLHVWKDWGHYHORSHUVPXVWEHDEOHWRDQDO\]HWKH
LQWHJUDWLRQRIWKHVHDGGLWLRQDOFRQFHUQVZLWKWKHFRUHIXQFWLRQDOLW\RIWKHV\VWHPLQRUGHU
WR FRPSDUH UHDOL]DWLRQV WKDWPD\ EH EDVHG RQ FRQIOLFWLQJ GHVLJQ JRDOV 7KH SULQFLSOH RI
VHSDUDWLQJFRQFHUQVLVQRWQHZEXWLQ$26'ZHVHSDUDWHFRQFHUQVDVDVSHFWVWKDWKDYHQR
NQRZOHGJHRIHDFKRWKHU7KLVFDQDLGLQWKHV\VWHPHYROXWLRQVLQFHDGHYHORSHUFDQIRFXV
RQWKHUHDOL]DWLRQRIDVLQJOHFRQFHUQZLWKRXWKDYLQJWRZRUU\DERXWLWV LQWHUDFWLRQVZLWK
RWKHU FRQFHUQV RU SULPDU\ IXQFWLRQDOLW\ 7KH VHSDUDWLQJ RI FRQFHUQV SURPRWHV
PRGLILDELOLW\LQWKDWKLJKFRKHVLRQRIV\VWHPHOHPHQWVLHDFRPPXQLFDWLRQPRGXOHGRHV
QRWKDYHWRFRQFHUQLWVHOIZLWKHQFU\SWLRQVLQFHHQFU\SWLRQLVPRGHOOHGDVDQDVSHFWDQG
ORZ FRXSOLQJ LH WKH FRPPXQLFDWLRQ PRGXOH LV REOLYLRXV RI WKH HQFU\SWLRQ DVSHFW
&RPSDUHG WR REMHFWRULHQWHG GHYHORSPHQW DQG LPSOLFLW LQYRFDWLRQ DVSHFW RULHQWHG
GHYHORSPHQW WDNHVFRKHVLRQRQHVWHS IXUWKHU ,Q2EMHFWRULHQWHGGHYHORSPHQWDQREMHFW
 
FDOOV DQRWKHUREMHFW WRJHW VRPHWKLQJGRQH DQG LQ LPSOLFLW LQYRFDWLRQDQREMHFW VHQGVD
PHVVDJH DW FHUWDLQ SRLQWV WR LQIRUP VXEVFULEHUV RI DQ HYHQW ,Q DVSHFW RULHQWHG
GHYHORSPHQWLWLVWKHDVSHFWRUPRUHVSHFLILFWKHSRLQWFXWWRWKHDVSHFWWKDWLVUHVSRQVLEOH
IRUKDQGOLQJWKHFRQWUROIORZ7KHRULJLQDOREMHFWZLOOKDYHQRNQRZOHGJHRIWKHZHDYLQJDW
H[HFXWLRQWLPH
7KH V\VWHP GHVLJQ LQ $26' FRQVLVW RI D SULPDU\ V\VWHP PRGXODUL]DWLRQ D VHW RI
DVSHFWV UHSUHVHQWLQJ SHUYDVLYH FRQFHUQV WKDW LPSDFWV WKH SULPDU\PRGXODUL]DWLRQ DQG D
ZHDYLQJ PHFKDQLVP WKDW FRQQHFWV WKH DVSHFWV ZLWK WKH SULPDU\ PRGXODUL]DWLRQ 7KH
ZHDYLQJPHFKDQLVPLVD VHWRIUXOHV IRUZKHQDQDVSHFWVKRXOGEHXVHG7KHVHUXOHVDUH
FDOOHGSRLQWFXWVDQGLGHQWLI\VSHFLILFSRLQWVLQDPRGHOWKDWDUHDIIHFWHGE\DFURVVFXWWLQJ
FRQFHUQ >@  7KH NH\ DGYDQWDJH RI WKLV DSSURDFK LV WKDW DQ HQWLUHO\ GLIIHUHQW VHW RI
FRQVWUDLQWVUHSUHVHQWHGE\DQDVSHFWFDQEHZHDYHGLQWRWKHPRGHOE\PDNLQJDFKDQJHDW
RQHVLQJOHSRLQW7KLVVROYHVDVHULRXVVFDODELOLW\DQGPRGLILDELOLW\LVVXH$QRWKHUDGYDQWDJH
LV WKH IRUPDO QRWDWLRQ XVHG WR GHVFULEH WKH SRLQWFXWV DQG WKH DVSHFWV ZKLFK SURPRWH
WUDFHDELOLW\IURPGHVLJQWRLPSOHPHQWDWLRQ>@
 
SOFTWARE ARCHITECTURE  
1.10 Introduction 
,QDGHYHORSPHQWSURFHVV WKH ILUVWSKDVH WR IRFXVRQKRZWKH V\VWHPZLOOEHKDYH WR
PHHWLWVUHTXLUHPHQWVLVWKHVRIWZDUHDUFKLWHFWXUHSKDVH7KHDUFKLWHFWXUHLVWKHIRXQGDWLRQ
RQZKLFKWKHV\VWHPZLOOEHGHVLJQHGLPSOHPHQWHGDQGODWHUHYROYHG7KHGHVLJQRIWKH
DUFKLWHFWXUHZLOO LQIOXHQFHWKHTXDOLW\DWWULEXWHVRI WKHV\VWHP&KRLFHVLQWKHDUFKLWHFWXUH
GHVLJQ SKDVH ZLOO SURPRWH VRPH TXDOLW\ DWWULEXWHV DQG SURKLELW RWKHUV $Q DUFKLWHFWXUH
GHVLJQHG IRU PRGLILDELOLW\ ZLOO PDNH LW HDVLHU WR HYROYH WKH V\VWHP DIWHU LW KDV EHHQ
GHSOR\HG
:HVWDUWWKLVFKDSWHUZLWKH[SODLQLQJZKDWZHPHDQE\VRIWZDUHDUFKLWHFWXUHDQGZK\
VRIWZDUHDUFKLWHFWXUHLVDQLPSRUWDQWSKDVHLQGHYHORSLQJVRIWZDUHV\VWHPVLQVHFWLRQ
:H WKHQGHVFULEHDUFKLWHFWXUDOYLHZVDQG VWUXFWXUHV DQGKRZ WKHVH WRFRQFHSWV UHODWH LQ
VHFWLRQ,QVHFWLRQZHJLYHDEULHIGHVFULSWLRQRIWKHTXDOLW\DWWULEXWHPRGLILDELOLW\
7R HQVXUH WKDW WKH\ GHVLJQ DQ DUFKLWHFWXUH WKDW SURYLGH WKH GHVLUHG TXDOLW\ DWWULEXWHV
GHYHORSHUVXVHDUFKLWHFWXUDOSDWWHUQVZKLFKDUHGHVFULEHGLQVHFWLRQ$WWULEXWH'ULYHQ
'HVLJQ$''LVDPHWKRGWKDWIXUWKHUKHOSVWKHGHYHORSHULQGHVLJQLQJDQDUFKLWHFWXUHWR
PHHWWKHUHTXLUHGTXDOLW\DWWULEXWHV,Q$''GHVFULEHGLQVHFWLRQWKHGHYHORSHUXVH
DUFKLWHFWXUDOSDWWHUQVWRIXOILODVHWRIVFHQDULRVWKDWDUHEDVHGRQWKHTXDOLW\UHTXLUHPHQWV
IRU WKH V\VWHP :H FRQFOXGH WKLV FKDSWHU ZLWK D GHVFULSWLRQ RI VRIWZDUH DUFKLWHFWXUH
DQDO\VLVLQVHFWLRQZKHUHZHXVHWKH$UFKLWHFWXUDO7UDGHRII$QDO\VLV0HWKRG$7$0
DVDQH[DPSOH
1.11 Software architecture 
6LQFHWKHHPHUJLQJRIVRIWZDUHDUFKLWHFWXUHDVDVHSDUDWHUHVHDUFKGLVFLSOLQHLQWKHHDUO\
·VUHVHDUFKHUVKDYHFRPHXSZLWKVHYHUDOGHILQLWLRQVRIDUFKLWHFWXUHLQVRIWZDUHLQWHQVLYH
V\VWHPV 6KDZ 	 *DUODQ >@ VXJJHVW WKDW VRIWZDUH DUFKLWHFWXUH ´GHILQHV WKH V\VWHP LQ
WHUPVRIFRPSXWDWLRQDOFRPSRQHQWVDQGLQWHUDFWLRQDPRQJWKRVHFRPSRQHQWVµ$QRWKHU
GHILQLWLRQJLYHQE\%DVVHW DO LQ >@ VWDWHV ´7KH VRIWZDUHDUFKLWHFWXUHRI DSURJUDPRU
FRPSXWLQJ V\VWHP LV WKH VWUXFWXUHRU VWUXFWXUHVRI WKH V\VWHPZKLFK FRPSULVH VRIWZDUH
 
HOHPHQWVWKHH[WHUQDOO\YLVLEOHSURSHUWLHVRIWKRVHHOHPHQWVDQGWKHUHODWLRQVKLSVDPRQJ
WKHPµ
,Q ,((( 67'  >@ VRIWZDUH DUFKLWHFWXUH LV GHILQHG DV ´7KH IXQGDPHQWDO
RUJDQL]DWLRQRIWKHV\VWHPHPERGLHGLQLWVFRPSRQHQWVWKHLUUHODWLRQVKLSVWRHDFKRWKHU
DQG WR WKH HQYLURQPHQW DQG WKH SULQFLSOHV JXLGLQJ LWV GHVLJQ DQG HYROXWLRQµ7KHUH DUH
VHYHUDO LPSRUWDQWDVSHFWVRIWKLVGHILQLWLRQ)LUVWWKHDUFKLWHFWXUHLVDGHVFULSWLRQRIKRZ
WKHV\VWHPLVGHFRPSRVHGPHDQLQJZKLFKFRPSRQHQWVWKHV\VWHPFRQVLVWRI"6HFRQGWKH
DUFKLWHFWXUHWHOOVXVZKLFKFRPSRQHQWVLQWHUDFWDQGLQJHQHUDOWHUPVKRZWKLVLQWHUDFWLRQ
ZLOOWDNHSODFHHJRQHZD\LQWHUDFWLRQRUWZRZD\LQWHUDFWLRQ7KLUGWKHDUFKLWHFWXUHDOVR
GHVFULEH KRZ WKH V\VWHP ZLOO LQWHUDFW ZLWK WKH HQYLURQPHQW ZKLFK FRPSRQHQWV DUH
UHVSRQVLEOHIRUUHFHLYLQJUHTXHVWVDQGZKLFKFRPSRQHQWVDUHUHVSRQVLEOHIRUUHVSRQGLQJ
)LQDOO\ WKH DUFKLWHFWXUH VSHFLI\ JXLGHOLQHV DQG FRQVWUDLQWV IRU WKH GHVLJQ DQG
LPSOHPHQWDWLRQRIWKHV\VWHPDQGMXVWDVLPSRUWDQWZKDWFRQVWUDLQWVWKHV\VWHPHQJLQHHUV
ZLOOKDYHWRIROORZZKHQFKDQJHVRUDGGLWLRQVWRWKHV\VWHPDUHPDGH,Q>@1LFR/DVVLQJ
LOOXVWUDWHVWKLVE\FRQVLGHULQJDQDUFKLWHFWXUHFRQVLVWLQJRIWKUHHOD\HUVDSUHVHQWDWLRQOD\HU
DSURFHVVLQJOD\HUDQGDGDWDOD\HU7KHFRQVWUDLQWVRIWKLVDUFKLWHFWXUHDUHWKDWDOOGDWDDUH
VWRUHGLQWKHGDWDOD\HUZKLOHWKHEXVLQHVVORJLFLVKDQGOHGLQWKHSURFHVVLQJOD\HUDQGWKH
LQWHUDFWLRQ ZLWK WKH XVHUV LV KDQGOHG LQ WKH SUHVHQWDWLRQ OD\HU ,I WKH V\VWHP LV WR EH
H[WHQGHGDIWHUGHSOR\PHQWWKHDUFKLWHFWXUHSUHVFULEHVIRULQVWDQFHDQHZGLDORJER[KDVWR
EHUHDOL]HGLQWKHSUHVHQWDWLRQOD\HU
%DVVHWDOSURYLGHVWKUHHUHDVRQVZK\DUFKLWHFWXUHLVLPSRUWDQW>@
 &RPPXQLFDWLRQDPRQJVWDNHKROGHUV6RIWZDUHDUFKLWHFWXUHUHSUHVHQWVDFRPPRQKLJK
OHYHODEVWUDFWLRQRIDV\VWHPWKDWPRVWLIQRWDOORIWKHV\VWHP·VVWDNHKROGHUVFDQ
XVHDVDEDVLVIRUFUHDWLQJPXWXDOXQGHUVWDQGLQJIRUPLQJFRQVHQVXVDQG
FRPPXQLFDWLQJZLWKHDFKRWKHU
 (DUO\GHVLJQGHFLVLRQV6RIWZDUHDUFKLWHFWXUHUHSUHVHQWVWKHPDQLIHVWDWLRQRIWKH
HDUOLHVWGHVLJQGHFLVLRQVDERXWDV\VWHPDQGWKHVHHDUO\ELQGLQJVFDUU\ZHLJKWIDU
RXWRISURSRUWLRQWRWKHLULQGLYLGXDOJUDYLW\ZLWKUHVSHFWWRWKHV\VWHP·VUHPDLQLQJ
GHYHORSPHQWLWVGHSOR\PHQWDQGLWVPDLQWHQDQFHOLIH,WLVDOVRWKHHDUOLHVWSRLQWDW
ZKLFKWKHV\VWHPWREHEXLOWFDQEHDQDO\]HG
 7UDQVIHUDEOHDEVWUDFWLRQRIDV\VWHP6RIWZDUHDUFKLWHFWXUHFRQVWLWXWHVDUHODWLYHO\VPDOO
LQWHOOHFWXDOJUDVSDEOHPRGHOIRUKRZDV\VWHPLVVWUXFWXUHGDQKRZLWVFRPSRQHQWV
ZRUNWRJHWKHUWKLVPRGHOLVWUDQVIHUDEOHDFURVVV\VWHPVLQSDUWLFXODULWFDQEH
DSSOLHGWRRWKHUV\VWHPVH[KLELWLQJVLPLODUUHTXLUHPHQWVDQGFDQSURPRWHODUJH
VFDOHUHXVH
,IDUFKLWHFWXUDOGHVFULSWLRQRIDV\VWHPLVWRZRUNDVFRPPXQLFDWLRQODQJXDJHEHWZHHQ
GLIIHUHQW VWDNHKROGHUV ZH QHHG DQ DGHTXDWH GHVFULSWLRQ ,W LV QRW XQXVXDO WKDW WKH
 
VWDNHKROGHUVKDYHGLIIHUHQWEDFNJURXQGVDQGGLIIHUHQWLQWHUHVWVLQWKHV\VWHP$FRPPRQ
PHWKRG WR LQFRUSRUDWH WKHVWDNHKROGHUV·GLIIHUHQW LQWHUHVWV LV WRGHVFULEH WKHDUFKLWHFWXUH
WKURXJK GLIIHUHQW YLHZV 9LHZV DUH IXUWKHU GHVFULEHG LQ VHFWLRQ  7KH HDUO\ GHVLJQ
GHFLVLRQVUHSUHVHQWHGLQWKHDUFKLWHFWXUHKDYHH[WHQVLYHHIIHFWVWKH\DUHWKHPRVWGLIILFXOW
WRJHWFRUUHFWDQGDUHKDUGHVW WRFKDQJHDWD ODWHU WLPH>@ ,W LV WKHUHIRUH LPSHUDWLYHWR
GHVLJQWKHDUFKLWHFWXUHZLWKWKHPRVWLPSRUWDQWTXDOLW\UHTXLUHPHQWVLQPLQG
7KH DUFKLWHFWXUH LV WKH IRXQGDWLRQ RI WKH V\VWHP WR EH EXLOW DQG LW LV LPSRUWDQW WKDW
GHFLVLRQVFRQFHUQLQJWKHWUDGHRIIEHWZHHQGLIIHUHQWTXDOLW\DWWULEXWHVDUHFRQVLGHUHGDVSDUW
RI WKLVSKDVH LQ WKHGHYHORSPHQWSURFHVV7KHDUFKLWHFWXUHFKRVHQZLOO LQIOXHQFH WKLVE\
LQKLELWLQJVRPHTXDOLW\DWWULEXWHVDQGHQDEOLQJRWKHUV>@)URPWKLVZHFDQVHHWKDWLWLV
LPSHUDWLYHIRUWKHVXFFHVVRIWKHV\VWHPWKDWWKHDUFKLWHFWXUHLVGHVLJQHGWRPHHWWKHPRVW
LPSRUWDQWTXDOLW\UHTXLUHPHQWV,WLVSRVVLEOHWRSUHGLFWLIDV\VWHPZLOOH[KLELWWKHUHTXLUHG
TXDOLW\DWWULEXWHVEHIRUHWKHV\VWHPLVGHYHORSHGDQGGHSOR\HG7KLVLVIXUWKHUHODERUDWHGLQ
VHFWLRQ  7KH IXQFWLRQDOLW\ RI WKH V\VWHP LV DOVR HPERGLHG LQ WKH DUFKLWHFWXUH 7KH
GLIIHUHQWFRPSRQHQWVGHVFULEHGLQWKHDUFKLWHFWXUHDOOKDYHUHVSRQVLELOLW\IRUDSDUWRIWKH
V\VWHPVIXQFWLRQDOLW\DQGFRRSHUDWHWRSURYLGHVHUYLFHVUHTXLUHGE\WKHXVHUV)LQDOO\WKH
HDUO\ GHVLJQ GHFLVLRQV PDGH ZKHQ PDNLQJ DUFKLWHFWXUH GHFLVLRQV KDYH LPSDFW RQ WKH
RUJDQL]DWLRQ2IWHQ WKH ZRUN LV GLYLGHG DFFRUGLQJ WR WKH GHFRPSRVLWLRQ RI WKH V\VWHP
7KLV LPSRVHV FRQVWUDLQWV RQ FKDQJLQJ WKH UHVSRQVLELOLWLHV RI WKH GLIIHUHQW FRPSRQHQWV
VLQFHLWFDQSURYHGLIILFXOWWRPRYHWKHUHVSRQVLELOLW\IURPRQHWHDPWRDQRWKHU
1.12 Views and structures 
0RGHUQ VRIWZDUH V\VWHPVDUH LQFUHDVLQJO\ FRPSOH[ DQGGLIILFXOW WRJUDVS7R VLPSOLI\
XQGHUVWDQGLQJRIDV\VWHPZHSXWIRFXVRQRQHDVSHFWRIWKHV\VWHPVDUFKLWHFWXUHDWWKH
WLPH7KHGLIIHUHQWDVSHFWVZHORRNDWDUHFDOOHGVWUXFWXUHVZKHUHDVWUXFWXUHLVDZD\WR
RUJDQL]H WKH HOHPHQWV LQ WKH V\VWHP 7KLV LPSOLHV WKDW D V\VWHP FDQ FRQVLVW RI VHYHUDO
VWUXFWXUHVDVGHVFULEHGLQWKHGHILQLWLRQRIV\VWHPDUFKLWHFWXUHJLYHQE\%DVVHWDOLQ>@
7R GHVFULEH WKH VWUXFWXUHV RI D V\VWHP ZH XVH YLHZV $ YLHZ LV D UHSUHVHQWDWLRQ RI D
VWUXFWXUHDQG LWGHVFULEHVWKHHOHPHQWVDQGWKHLU UHODWLRQVKLSV LQWKHVWUXFWXUH%DVVHWDO
DUJXHLQ>@WKDWDUFKLWHFWXUDOVWUXFWXUHVFDQEHGLYLGHGLQWRWKUHHJURXSVDFFRUGLQJWRWKH
W\SHRIHOHPHQWVDQGUHODWLRQV
 
• 0RGXOHVWUXFWXUHV'HVFULEHVHOHPHQWVDVPRGXOHVZKLFKDUHXQLWVRI
LPSOHPHQWDWLRQ0RGXOHVUHSUHVHQWDFRGHEDVHGZD\RIFRQVLGHULQJWKH
V\VWHP7KH\DUHDVVLJQHGDUHDVRIIXQFWLRQDOUHVSRQVLELOLW\7KHUHLVOHVV
HPSKDVLVRQKRZWKHUHVXOWLQJVRIWZDUHPDQLIHVWVLWVHOIDWUXQWLPH0RGXOH
VWUXFWXUHVDOORZXVWRDQVZHUTXHVWLRQVVXFKDV:KDWLVWKHSULPDU\IXQFWLRQDO
UHVSRQVLELOLW\DVVLJQHGWRHDFKPRGXOH":KDWRWKHUVRIWZDUHHOHPHQWVLVD
PRGXOHDOORZHGWRXVH":KDWRWKHUVRIWZDUHGRHVLWDFWXDOO\XVH":KDW
PRGXOHVDUHUHODWHGWRRWKHUPRGXOHVE\JHQHUDOL]DWLRQRUVSHFLDOL]DWLRQ
UHODWLRQVKLSV"'HFRPSRVLWLRQVWUXFWXUHDQGOD\HUHGVWUXFWXUHDUHH[DPSOHVRI
PRGXOHEDVHGVWUXFWXUHV
• &RPSRQHQWDQGFRQQHFWRUVWUXFWXUHV+HUHWKHHOHPHQWVDUHUXQWLPH
FRPSRQHQWVZKLFKDUHSULQFLSDOXQLWVRIFRPSXWDWLRQDQGFRQQHFWRUVZKLFK
DUHWKHFRPPXQLFDWLRQYHKLFOHVDPRQJWKHFRPSRQHQWV&RPSRQHQWVDQG
FRQQHFWRUVWUXFWXUHVKHOSDQVZHUTXHVWLRQVVXFKDV:KDWDUHWKHPDMRU
H[HFXWLQJFRPSRQHQWVDQGKRZGRWKH\LQWHUDFW":KDWDUHWKHPDMRUVKDUHG
GDWDVWRUHV":KLFKSDUWVRIWKHV\VWHPDUHUHSOLFDWHG"+RZGRHVGDWDSURJUHVV
WKURXJKWKHV\VWHP":KDWSDUWVRIWKHV\VWHPDUHUHSOLFDWHG"+RZGRHVGDWD
SURJUHVVWKURXJKWKHV\VWHP":KDWSDUWVRIWKHV\VWHPFDQUXQLQSDUDOOHO"
+RZFDQWKHV\VWHP·VVWUXFWXUHFKDQJHDVLWH[HFXWHV"
• $OORFDWLRQVWUXFWXUHV$OORFDWLRQVWUXFWXUHVVKRZWKHUHODWLRQVKLSEHWZHHQWKH
VRIWZDUHHOHPHQWVDQGWKHHOHPHQWVLQRQHRUPRUHH[WHUQDOHQYLURQPHQWVLQ
ZKLFKWKHVRIWZDUHLVFUHDWHGDQGH[HFXWHG7KH\DQVZHUTXHVWLRQVVXFKDV
:KDWSURFHVVRUGRHVHDFKVRIWZDUHHOHPHQWH[HFXWHRQ",QZKDWILOHVLVHDFK
HOHPHQWVWRUHGGXULQJGHYHORSPHQWWHVWLQJDQGV\VWHPEXLOGLQJ":KDWLVWKH
DVVLJQPHQWRIVRIWZDUHHOHPHQWVWRGHYHORSPHQWWHDPV"
7KHUHH[LVWPDQ\VHWVRIVWUXFWXUHVEXWRQO\DVPDOOVHWRIVWUXFWXUHVDUHW\SLFDOO\XVHG
LQRQHV\VWHP7KHUHKDYHEHHQSURSRVHGVHYHUDOGLIIHUHQWVHWVRIYLHZVWRGHVFULEHWKHVH
VWUXFWXUHV ,Q.UXFKWHQ·VYLHZPRGHO >@KH LQFOXGHVD ORJLFDOYLHZSRLQWDSURFHVV
YLHZSRLQW D GHYHORSPHQW YLHZSRLQW SK\VLFDO YLHZSRLQW DQG D VHW RI VFHQDULRV WKH
YLHZSRLQW WR GHVFULEH WKH DUFKLWHFWXUH RI D V\VWHP 7KH IRFXV RI WKH ORJLFDO YLHZ LV WR
GHVFULEHWKHIXQFWLRQDOLW\RIWKHV\VWHPE\VKRZLQJZKDWVHUYLFHVWKHV\VWHPRIIHUVWRLWV
XVHUV7KHSURFHVV YLHZSRLQW VKRZV WKHGLIIHUHQW SURFHVVHV LQ WKH V\VWHPDQGKRZ WKH\
LQWHUDFW,QGHYHORSPHQWYLHZSRLQWZHDUHFRQFHUQHGZLWKKRZWKHV\VWHPFDQEHGLYLGHG
LQWR XQLWV RUPRGXOHV WKDW FDQ EH GHYHORSHG LQGHSHQGHQWO\ RI HDFK RWKHU$V WKH QDPH
VXJJHVWV WKH SK\VLFDO YLHZSRLQW GHVFULEHV KRZ WKH V\VWHP LV GHSOR\HG LQ WHUPV RI LWV
KDUGZDUHUHVRXUFHV7KHUROHRIWKHVFHQDULRVLQWKHYLHZPRGHOLVWRGHVFULEHKRZWKH
HOHPHQWV LQ WKH IRXU YLHZSRLQWV ZRUN WRJHWKHU &OHPHQWV HW DO DUJXHV LQ >@ WKDW D
KHDOWKLHUDSSURDFKWKDQDIL[HGPRGHOLVWKDWDUFKLWHFWVVKRXOGFKRRVHYLHZVEDVHGRQWKH
QHHGHGHQJLQHHULQJOHYHUDJHWKDWHDFKYLHZSURYLGHVDQGUHIOHFWWKHVWDNHKROGHULQWHUHVWV
7KXV WKHYLHZV FKRVHQ WRGHVFULEH DQ DUFKLWHFWXUH VKRXOGEH FKRVHQE\ FRQVLGHULQJ WKH
PDLQTXDOLW\JRDOVRIWKHV\VWHP6DIHW\FULWLFDOV\VWHPVVKRXOGKDYHDYLHZGHVFULELQJKRZ
 
VDIHW\ FRQFHUQV DUH DGGUHVVHG 6\VWHPV GHVLJQHG IRUPRGLILDELOLW\ VKRXOG LQFOXGH D YLHZ
GHVFULELQJKRZUHTXLUHPHQWVWRPRGLILDELOLW\DUHDGGUHVVHG
1.13 Modifiability  
7KHPRGLILDELOLW\RIDVRIWZDUHV\VWHPLVWKHHDVHZLWKZKLFKLWFDQEHPRGLILHGWRPHHW
FKDQJHV LQ WKH HQYLURQPHQW UHTXLUHPHQWV RU IXQFWLRQDO VSHFLILFDWLRQ >@ ZKLOH
PDLQWDLQDELOLW\LVWKHFDSDELOLW\RIWKHVRIWZDUHSURGXFWWREHPRGLILHG0RGLILFDWLRQVPD\
LQFOXGH FRUUHFWLRQV LPSURYHPHQWV RU DGDSWDWLRQV RI WKH VRIWZDUH WR FKDQJHV LQ
HQYLURQPHQW DQG LQ UHTXLUHPHQWV DQG IXQFWLRQDO VSHFLILFDWLRQ >@7KHVH WR GHILQLWLRQV
GHPRQVWUDWHWKHPDLQGLIIHUHQFHEHWZHHQPRGLILDELOLW\DQGPDLQWDLQDELOLW\0DLQWDLQDELOLW\
LVFRQFHUQHGZLWKWKHFRUUHFWLRQRIEXJVLQVRIWZDUHZKLOHPRGLILDELOLW\LVQRW
0DLQWHQDQFH DQG V\VWHP HYROXWLRQ JHQHUDOO\ SUHVHQWV WKH PDMRU FRVW IDFWRU RI WKH
OLIHF\FOHRI VRIWZDUH V\VWHPV&RQVHTXHQWO\ VWDNHKROGHUVZLOO IDYRXUV\VWHPVGHVLJQHG LQ
RUGHUWRVXSSRUWIXWXUHFKDQJHVDQGWKXVUHGXFLQJWKHFRVWLQFXUUHGE\WKHVHFKDQJHV
0RGXOHEDVHGDUFKLWHFWXUDOVWUXFWXUHVDUHWKHIRXQGDWLRQIRUPRGLILDELOLW\LQDVRIWZDUH
V\VWHP,QSDUWLFXODUWKHGHFRPSRVLWLRQRIDV\VWHPLQWRVXEV\VWHPVDQGFRPSRQHQWVDQG
WKHDVVLJQLQJRIIXQFWLRQDOUHVSRQVLELOLWLHVLQIOXHQFHWKHOHYHORIV\VWHPPRGLILDELOLW\7KH
UHDVRQIRUWKLVLVWKDWWKHGHFRPSRVLWLRQVWUXFWXUHFDQHQVXUHWKDWFKDQJHVIDOOZLWKLQDIHZ
VPDOOPRGXOHV>@
1.14 Architectural pattern 
:KHQ H[SHUWV ZRUN RQ D SDUWLFXODU SUREOHP WKH\ VHOGRP VROYH LW E\ LQYHQWLQJ D
FRPSOHWHO\QHZVROXWLRQ7KH\XVXDOO\PDNHXVHRIH[SHULHQFHIURPDVLPLODUSUREOHPDQG
DSSO\DVRPHZKDWVLPLODUVROXWLRQWRWKHQHZSUREOHP:KHQZHDEVWUDFWWKHJHQHUDOIURP
VSHFLILFSUREOHPVROXWLRQSDLUVZHJHWSDWWHUQV&KULVWRSKHU$OH[DQGHUGHVFULEHVDSDWWHUQ
DVDWKHHSDUWUXOHWKDWH[SUHVVHVWKHUHODWLRQEHWZHHQDFHUWDLQFRQWH[WDSUREOHPDQGD
VROXWLRQ>@
 
$VRIWZDUHDUFKLWHFWXUDOSDWWHUQLVDGHVFULSWLRQRIVRIWZDUHHOHPHQWDQGUHODWLRQW\SHV
WRJHWKHUZLWK D VHW RI FRQVWUDLQWV RQ KRZ WKH\PD\ EH XVHG >@$UFKLWHFWXUDO SDWWHUQV
SURYLGH D VROXWLRQ WRZHOO NQRZQ SUREOHPV FRQFHUQHGZLWK SDUWLFXODU TXDOLW\ DWWULEXWHV
7KHVHVROXWLRQVFDQEHVHHQDVVWUXFWXUHWHPSODWHV7KDWLVDQDUFKLWHFWXUDOSDWWHUQRIIHUVD
ZHOONQRZQVWUXFWXUDOVROXWLRQWRDFKLHYHDVSHFLILFTXDOLW\JRDO 6RPHSDWWHUQVSURPRWH
SHUIRUPDQFHZKLOHRWKHUVPD\SURPRWHPRGLILDELOLW\,QWKLVZD\SDWWHUQVKHOSWRVSHFLI\
WKH IXQGDPHQWDO VWUXFWXUHV RI WKH V\VWHP WR HQVXUH WKH PRVW LPSRUWDQW TXDOLW\
UHTXLUHPHQWV $ SDWWHUQ LPSRVHV FRQVWUDLQWV WR DQ DUFKLWHFWXUH LQ RUGHU WR IXOILO
UHTXLUHPHQWVWRYDULRXVTXDOLW\DWWULEXWHV$VPHQWLRQHGGLIIHUHQWSDWWHUQVDUHVXLWDEOHWR
PHHW VRPH TXDOLW\ DWWULEXWHV DQG XQVXLWDEOH WR PHHW RWKHUV 7KHUHIRUH DQ DUFKLWHFWXUH
XVXDOO\ FRQVLVW RI PRUH WKDQ RQH SDWWHUQ 7KH IDFW WKDW SDWWHUQV H[KLELW NQRZQ TXDOLW\
DWWULEXWHV LV RQ RI WKH PRVW XVHIXO DVSHFWV RI DUFKLWHFWXUDO SDWWHUQV ([DPSOHV RI DQ
DUFKLWHFWXUDO SDWWHUQ DUH WKH 0RGHO9LHZ&RQWUROOHU 09& DQG WKH 3UHVHQWDWLRQ
$EVWUDFWLRQ&RQWURO SDWWHUQV %RWK DUH IUHTXHQWO\ XVHG LQ LQWHUDFWLYH DSSOLFDWLRQV EXW
ZKLOHWKH09&SDWWHUQDUHXVXDOO\PRUHHIIHFWLYHSHUIRUPDQFHWKH3$&SDWWHUQVXSSRUWV
PXOWLWDVNLQJFRQFXUUHQF\DQGWDVNVSHFLILFXVHULQWHUIDFHVXVDELOLW\EHWWHU>@
1.15 Attribute-driven design 
$WWULEXWHGULYHQGHVLJQ$''LVDPHWKRGIRUGHVLJQLQJDQDUFKLWHFWXUHWRPHHWTXDOLW\
DQGIXQFWLRQDO UHTXLUHPHQWV >@$''LVDQDSSURDFK WKDWEDVHV WKHGHFRPSRVLWLRQRQ
WKH TXDOLW\ JRDOV RI WKH V\VWHP $W HDFK GHFRPSRVLWLRQOHYHO WDFWLFV DQG DUFKLWHFWXUDO
SDWWHUQVDUHFKRVHQWRVDWLVI\DVHWRITXDOLW\VFHQDULRVDQGWKHQIXQFWLRQDOLW\LVDOORFDWHGWR
WKHPRGXOHVLQWKLVGHFRPSRVLWLRQ7KH$''PHWKRGLVXVHGIRUWKHDSSURSULDWHYLHZVLQ
WKHDUFKLWHFWXUHSURYLGLQJWKHILUVWVHYHUDOOHYHOVRIWKHVHYLHZV7KHUHVXOWLQJDUFKLWHFWXUH
DQGGHVLJQIURP$''QHHGVWREHIXUWKHUGHWDLOHGEHIRUHWKHV\VWHPFDQEHLPSOHPHQWHG
EXWWKH$''JLYHVDJRRGVWDUWLQJSRLQWIRUWKLVGHWDLOHGGHVLJQ
7KH$''PHWKRGLVFRPSRVHGRIWKHIROORZLQJVWHSV>@
 &KRRVHWKHPRGXOHWREHGHFRPSRVHG7KHPRGXOHWRVWDUWZLWKLVXVXDOO\WKH
ZKROHV\VWHP$OOUHTXLUHGLQSXWVIRUWKLVPRGXOHVKRXOGEHDYDLODEOH
FRQVWUDLQWVIXQFWLRQDOUHTXLUHPHQWVTXDOLW\UHTXLUHPHQWV
 5HILQHWKHPRGXOHGHFRPSRVLWLRQDFFRUGLQJWRWKHVHVWHSV
 
D &KRRVHWKHDUFKLWHFWXUDOGULYHVIURPWKHVHWRIFRQFUHWHTXDOLW\
VFHQDULRVDQGIXQFWLRQDOUHTXLUHPHQWV7KLVVWHSGHWHUPLQHVZKDWLV
LPSRUWDQWIRUWKHGHFRPSRVLWLRQ
E &KRRVHDQDUFKLWHFWXUDOSDWWHUQWKDWVDWLVILHVWKHDUFKLWHFWXUDOGULYHUV
&UHDWHRUVHOHFWWKHSDWWHUQEDVHGRQWDFWLFVWKDWFDQEHXVHGWR
DFKLHYHWKHGULYHUV,GHQWLI\FKLOGPRGXOHVUHTXLUHGWRLPSOHPHQWV
WDFWLFV
F ,QVWDQWLDWHPRGXOHVDQGDOORFDWHIXQFWLRQDOLW\IURPWKHXVHFDVHVDQG
UHSUHVHQWXVLQJPXOWLSOHYLHZV
G 'HILQHLQWHUIDFHVRIWKHFKLOGPRGXOHV7KHGHFRPSRVLWLRQSURYLGHV
PRGXOHVDQGFRQVWUDLQWVRQWKHW\SHVRIPRGXOHLQWHUDFWLRQV
'RFXPHQWWKLVLQIRUPDWLRQLQWKHLQWHUIDFHGRFXPHQWIRUHDFKPRGXOH
H 9HULI\DQGUHILQHXVHFDVHVDQGTXDOLW\VFHQDULRVDQGPDNHWKHP
FRQVWUDLQWVIRUWKHFKLOGPRGXOHV7KLVVWHSYHULILHVWKDWQRWKLQJ
LPSRUWDQWZDVIRUJRWWHQDQGSUHSDUHVWKHFKLOGPRGXOHVIRUIXUWKHU
GHFRPSRVLWLRQ
 5HSHDWWKHVWHSVDERYHIRUHYHU\PRGXOHWKDWQHHGVIXUWKHUGHFRPSRVLWLRQ
1.16 Software Architecture Analysis 
6RIWZDUHDUFKLWHFWXUHLVDUHVXOWRIHDUO\GHVLJQGHFLVLRQVEDVHGRQUHTXLUHPHQWV%HIRUH
\RXSXWDOO\RXUSURMHFWPRQH\DQGUHVRXUFHVLQWRWKHGHYHORSPHQWRIDV\VWHPEDVHGRQ
WKHVHGHFLVLRQV\RXZRXOGOLNHWRLQYHVWLJDWHWKHUHDVRQDELOLW\RIWKHVHGHFLVLRQVDQGWKDW
WKH\ VXSSRUW WKH TXDOLW\ UHTXLUHPHQWV SRVHG XSRQ WKH V\VWHP2QHZD\ WR H[SORUH WKH
FRQVHTXHQFHV RI \RXU GHFLVLRQV EHIRUH \RX VWDUW EXLOGLQJ WKH V\VWHP LV WR HYDOXDWH \RXU
DUFKLWHFWXUH XVLQJ DQ DUFKLWHFWXUH DQDO\VLV PHWKRG &OHPHQWV HW DO >@ KDV LGHQWLILHG
VHYHUDOEHQHILWVRISHUIRUPLQJDQDUFKLWHFWXUHHYDOXDWLRQ
• 8QFRYHUVSUREOHPVWKDWZRXOGEHRUGHUVRIPDJQLWXGHPRUHH[SHQVLYHWR
FRUUHFWDWODWHUWLPH7KLVLVWKHPRVWREYLRXVDQGPDLQEHQHILWIURP
DUFKLWHFWXUHHYDOXDWLRQ$FRPPRQSUREOHPRIWKLVNLQGLVWKDWWKHDUFKLWHFWXUH
GRHVQ·WVXSSRUWWKHPRVWLPSRUWDQWTXDOLW\DWWULEXWHV
• 3XWVWDNHKROGHUVLQWKHVDPHURRP$QDUFKLWHFWXUHHYDOXDWLRQVHVVLRQPD\EH
WKHILUVWRSSRUWXQLW\VWDNHKROGHUVJHWWRPHHW%\JHWWLQJVWDNHKROGHUVWRJHWKHU
WKHUHFDQHPHUJHDQXQGHUVWDQGLQJWKDWHYHU\ERG\UHDOO\ZDQWVWKHVDPHD
VXFFHVVIXOV\VWHP1HZFKDQQHOVRIFRPPXQLFDWLRQFDQEHFUHDWHGVLQFH
SDUWLFLSDQWVRIWHQH[FKDQJHHPDLODGGUHVVHVDQGSKRQHQXPEHUV
• )RUFHVDQDUWLFXODWLRQRIVSHFLILFTXDOLW\JRDOV7KHUROHRIWKHVWDNHKROGHUVLV
WRDUWLFXODWHWKHTXDOLW\JRDOVWKDWWKHDUFKLWHFWXUHVKRXOGPHHW7KHVHJRDOVDUH
RIWHQSRRUO\GRFXPHQWHG6FHQDULRVSURYLGHH[SOLFLWTXDOLW\EHQFKPDUNV
• 5HVXOWVLQWKHSULRULWL]DWLRQRIFRQIOLFWLQJJRDOV&RQIOLFWVWKDWPLJKWDULVH
DPRQJWKHJRDOVH[SUHVVHGE\GLIIHUHQWVWDNHKROGHUVZLOOEHDLUHG,IWKH
DUFKLWHFWFDQQRWVDWLVI\DOOWKHFRQIOLFWLQJJRDOVKHZLOOUHFHLYHFOHDUDQGH[SOLFLW
JXLGDQFHDERXWZKLFKRQHVDUHPRVWLPSRUWDQW
• )RUFHVDFOHDUH[SOLFDWLRQRIWKHDUFKLWHFWXUH7KHDUFKLWHFWLVFRPSHOOHGWR
PDNHDJURXSRISHRSOHQRWSULY\WRWKHDUFKLWHFWXUH·VFUHDWLRQXQGHUVWDQGLWLQ
 
GHWDLOLQDQXQDPELJXRXVZD\$PRQJRWKHUWKLQJVWKLVZLOOVHUYHDVDGUHVV
UHKHDUVDOIRUH[SODLQLQJLWWRWKHRWKHUGHVLJQHUVFRPSRQHQWGHYHORSHUVDQG
WHVWHUV7KHSURMHFWEHQHILWVE\IRUFLQJWKLVH[SOLFDWLRQHDUO\
• ,PSURYHVWKHTXDOLW\RIDUFKLWHFWXUDOGRFXPHQWDWLRQ2IWHQDQHYDOXDWLRQZLOO
FDOOIRUGRFXPHQWDWLRQWKDWKDVQRW\HWEHHQSUHSDUHG,IWKHHYDOXDWLRQ
UHTXLUHVLWWKHQLW·VDQRGGVRQEHWWKDWVRPHERG\RQWKHSURMHFWWHDPZLOO
QHHGLWDOVR$JDLQWKHSURMHFWEHQHILWVEHFDXVHLWHQWHUVGHYHORSPHQWEHWWHU
SUHSDUHG
• 8QFRYHUVRSSRUWXQLWLHVIRUFURVVSURMHFWUHXVH6WDNHKROGHUVDQGHYDOXDWLRQ
WHDPDUHRIWHQH[WHUQDOWRWKHGHYHORSPHQWSURMHFWEXWGRRIWHQZRUNRQRU
DUHIDPLOLDUZLWKRWKHUSURMHFWVZLWKLQWKHVDPHSDUHQWRUJDQL]DWLRQ$VVXFK
WKH\DUHLQDJRRGSRVLWLRQWRLGHQWLI\FRPSRQHQWVWKDWFDQEHUHXVHGODWHURU
WRKDYHNQRZOHGJHRIFRPSRQHQWVWKDWDOUHDG\H[LVWDQGSHUKDSVFRXOGEH
LPSRUWHGLQWRWKHFXUUHQWSURMHFW
• 5HVXOWVLQLPSURYHGDUFKLWHFWXUHSUDFWLFHV2UJDQL]DWLRQVWKDWSUDFWLFH
DUFKLWHFWXUHHYDOXDWLRQDVDVWDQGDUGSDUWRIWKHLUGHYHORSPHQWSURFHVVUHSRUW
DQLPSURYHPHQWLQWKHTXDOLW\RIDUFKLWHFWXUHVWKDWDUHHYDOXDWHG$V
GHYHORSPHQWRUJDQL]DWLRQVOHDUQWRDQWLFLSDWHWKHNLQGVRITXHVWLRQVWKDWZLOO
EHDVNHGWKHNLQGVRILVVXHVWKDWZLOOEHUDLVHGDQGWKHNLQGVRIGRFXPHQWDWLRQ
WKDWZLOOEHUHTXLUHGIRUHYDOXDWLRQVWKH\QDWXUDOO\SUHSRVLWLRQWKHPVHOYHVWR
PD[LPL]HWKHLUSHUIRUPDQFHRQHYDOXDWLRQV2YHUWLPHDQRUJDQL]DWLRQ
GHYHORSVDFXOWXUHWKDWSURPRWHVJRRGDUFKLWHFWXUDOGHVLJQ

7KHUH DUH DOVR FRVWV DVVRFLDWHG WR DQ DUFKLWHFWXUH DQDO\VLV )LUVW WKH DFWXDO DQDO\VLV
UHTXLUHV VRPH HIIRUW E\ WKH HYDOXDWLRQ WHDP 7KLV FDXVH H[WUD SHUVRQQHO FRVW WR WKH
GHYHORSPHQWSURMHFW$OWKRXJKWKHUHXVXDOO\LVQ·WPXFKFDOHQGDUWLPHDGGHGWRWKHSURMHFW
WKHUH ZLOO EH VRPH 6HFRQG WKHUH DUH VRPH LQGLUHFW FRVWV UHODWLQJ WR WUDLQLQJ RI WKH
HYDOXDWLQJWHDP)LQDOO\LWLVFRPPRQWKDWWKHEHVWSHRSOHDUHDVVLJQHGWRHYDOXDWLRQWHDPV
UHVXOWLQJLQUHGXFHGH[SHUWLVHLQWKHGHYHORSPHQWWHDP>@
:KHQVKRXOGZHHYDOXDWHWKHDUFKLWHFWXUH"*HQHUDOO\LWLVWKRXJKWWREHJRRGSUDFWLFHWR
KROGDQHYDOXDWLRQZKHQGHYHORSPHQW WHDPVVWDUW WRPDNHGHFLVLRQV WKDWGHSHQGRQ WKH
DUFKLWHFWXUH DQGZKHQ WKH FRVW RI XQGRLQJ WKRVH GHFLVLRQVZRXOG RXWZHLJK WKH FRVW RI
KROGLQJDQHYDOXDWLRQ >@+RZHYHUDQDUFKLWHFWXUHDQDO\VLVFRXOGDOVREHFRQGXFWHG LQ
RUGHUWRORRNLQWRDOWHUQDWLYHDUFKLWHFWXUHVRUDVDZD\WRDSSUHKHQGDQH[LVWLQJV\VWHP
7KH SXUSRVH RI DQ DUFKLWHFWXUH DQDO\VLV LV WR HYDOXDWH ZKHWKHU WKH DUFKLWHFWXUH ZLOO
VDWLVI\WKHIXQFWLRQDODQGTXDOLW\JRDOV7KHDUFKLWHFWXUHLVVWURQJO\UHODWHGWRPHHWLQJWKH
TXDOLW\JRDOVWKXVLWLVH[WUHPHO\LPSRUWDQWWKDWWKHDUFKLWHFWXUHLVVXLWDEOHIRUWKHV\VWHPV
QHHGV&OHPHQWV HW DO DUJXHV LQ >@ WKDW DQ DUFKLWHFWXUH KDV WRPHHW WZR FULWHULD WR EH
VXLWDEOH
 
 7KHV\VWHPWKDWUHVXOWVIURPLWZLOOPHHWLWVTXDOLW\JRDOV7KDWLVWKHV\VWHPZLOO
UXQSUHGLFWDEO\DQGIDVWHQRXJKWRPHHWLWVSHUIRUPDQFHWLPLQJUHTXLUHPHQWV
,WZLOOEHPRGLILDEOHLQSODQQHGZD\V,WZLOOPHHWLWVVHFXULW\FRQVWUDLQWV,WZLOO
SURYLGHWKHUHTXLUHGEHKDYLRXUDOIXQFWLRQ1RWHYHU\TXDOLW\SURSHUW\RID
V\VWHPLVGLUHFWUHVXOWRILWVDUFKLWHFWXUHEXWPDQ\DUHDQGIRUWKRVHWKDWDUH
WKHDUFKLWHFWXUHLVVXLWDEOHLILWSURYLGHVWKHEOXHSULQWIRUEXLOGLQJDV\VWHPWKDW
DFKLHYHVWKRVHSURSHUWLHV
 7KHV\VWHPFDQEHEXLOWXVLQJWKHUHVRXUFHVDWKDQGWKHVWDIIWKHEXGJHWWKH
OHJDF\VRIWZDUHLIDQ\DQGWKHWLPHDOORWWHGEHIRUHGHOLYHU\7KDWLVWKH
DUFKLWHFWXUHLVEXLOGDEOH
,W LV LPSRUWDQW WR UHFRJQL]H WKDW DQ DUFKLWHFWXUH WKDW LV VXLWDEOH LQ RQH V\VWHP QRW
QHFHVVDULO\ LVVXLWDEOHLQDQRWKHUV\VWHP7KHTXDOLW\JRDOVDUHWKHNH\KHUH,IWKHV\VWHP
UHTXLUHVDKLJKOHYHORIVHFXULW\DQGSHUIRUPDQFHDQDUFKLWHFWXUHGHVLJQHGIRUPRGLILDELOLW\
PD\ EH XQVXLWDEOH )XUWKHUPRUH LW LV LPSRUWDQW WR EH DZDUH WKDW WKH UHVXOW RI DQ
DUFKLWHFWXUHDQDO\VLVLVTXDOLWDWLYH7KDWLVLWZLOOQRWWHOO\RXKRZJRRG\RXUDUFKLWHFWXUHLV
RQDVFDOHEXWUDWKHULGHQWLI\ZKLFKTXDOLW\JRDOV\RXUDUFKLWHFWXUHDUHOLNHO\WRVDWLVI\DQG
ZKLFKTXDOLW\JRDOVDUHDWULVN
$OWKRXJKWKHDUFKLWHFWXUHKDVDJUHDWLPSDFWRQWKHTXDOLW\RIWKHV\VWHPLWLVLPSRUWDQW
WR UHPHPEHU WKDW GHVLJQ DQG LPSOHPHQWDWLRQ DOVR KDV DQ DIIHFW RQ WKH TXDOLW\ RI WKH
V\VWHP $ V\VWHP FDQ VWLOO EH D IDLOXUH HYHQ WKRXJK \RXU DUFKLWHFWXUH IXOILOV DOO \RXU
UHTXLUHPHQWV
1.16.1 ATAM – Architectural Tradeoff Analysis Method 
$7$0LVDPHWKRGIRUDQDO\]LQJDUFKLWHFWXUHLQDVRIWZDUHLQWHQVLYHV\VWHPGHYHORSHG
E\ .D]PDQ HW DO DW 6RIWZDUH (QJLQHHULQJ ,QVWLWXWH >@ :KHQ XVLQJ WKLV PHWKRG WKH
VRIWZDUH DUFKLWHFWXUH HYDOXDWRU WHDP VHHN WR UHYHDOZKHWKHU WKH DUFKLWHFWXUH VDWLVILHV WKH
TXDOLW\ JRDOV RI WKH V\VWHPRU QRW+RZHYHU$7$0GRHVQ·W SURYLGH D VWUDLJKW IRUZDUG
´JRRGµRU´EDGµDQVZHUEXWZLOOUDWKHUWHOO\RXZKHUHWKHULVNDQGVWUHQJWKVOLHVLQ\RXU
DUFKLWHFWXUH2EYLRXVO\ WKH TXDOLW\ JRDOV DQG WKH DUFKLWHFWXUH KDYH WR EH FOHDUO\ GHILQHG
EHIRUHDQDQDO\VLVFDQEHSHUIRUPHG$7$0WDNHVWKLVLQWRFRQVLGHUDWLRQ7ZRPDMRUJRDOV
RI$7$0DUH>@
• 7RHOLFLWDQGUHILQHDSUHFLVHVWDWHPHQWRIWKHDUFKLWHFWXUH·VGULYLQJTXDOLW\
DWWULEXWHUHTXLUHPHQWV
• 7RHOLFLWDQGUHILQHDSUHFLVHVWDWHPHQWRIWKHDUFKLWHFWXUDOGHVLJQGHFLVLRQV

 
7KHUHDUHIRXUSKDVHVLQ$7$0SKDVHV3KDVHLVFRQFHUQHGZLWKSUHSDUDWLRQRI
WKHHYDOXDWLRQ,QWKLVSKDVHWKHHYDOXDWLQJWHDPLVFUHDWHGDQGDSDUWQHUVKLSZLWKWKHFOLHQW
KDV WREHHVWDEOLVKHG7KH ODVWSKDVH LV D IROORZXSSKDVH LQZKLFK WKH UHVXOWV IURP WKH
HYDOXDWLRQDUHFROOHFWHGDQGGRFXPHQWHG3KDVHV DQGDUH WKHHYDOXDWLQJSKDVHV7KH
HYDOXDWLRQLVGLYLGHGLQWRWZRSKDVHVZKHUHSKDVHLVDUFKLWHFWXUHFHQWULFDQGSKDVHLV
FRQFHUQHGZLWKWKHVWDNHKROGHUV·SRLQWVRIYLHZDQGWKHYHULILFDWLRQRIWKHUHVXOWVRISKDVH

7RJHWKHU SKDVH  DQG SKDVH  FRQVLVW RI WKH QLQH VWHSV WKDW GHILQH WKH DUFKLWHFWXUH
HYDOXDWLRQGHVFULEHGEHORZ7KHHYDOXDWLRQVWDUWVZLWKDSUHVHQWDWLRQRI$7$0RIWKH
EXVLQHVVJRDOVWKDWDUHPRWLYDWLQJWKHGHYHORSLQJHIIRUWDQGRIWKHDUFKLWHFWXUHLQVWHSV
DQGUHVSHFWLYHO\7KHDUFKLWHFWSUHVHQWVWKHDUFKLWHFWXUHIRUWKHHYDOXDWLRQWHDPSROOLQJ
IRUSURELQJTXHVWLRQVWRDULVH,WLVOLNHO\WKDWWKHDUFKLWHFWZLOOSUHSDUHIRUWKHDQWLFLSDWHG
TXHVWLRQVUHVXOWLQJLQDQDUFKLWHFWXUHGHVFULSWLRQRIEHWWHUTXDOLW\
,QVWHSWKHHYDOXDWLRQWHDPWU\WRLGHQWLI\DQGXQGHUVWDQGWKHDUFKLWHFWXUDODSSURDFKHV
FKRVHQ ,Q WKLV VWHS WKH DUFKLWHFWXUDO DSSURDFKHV DUH LGHQWLILHG DQG H[SODLQHG EXW QRW
DQDO\]HG7KHWDVNRIVWHSLVWRJHQHUDWHDXWLOLW\WUHH$XWLOLW\WUHHGHVFULEHVWKHTXDOLW\
DWWULEXWHV RI WKH V\VWHP DQG GHFRPSRVHV WKHVH LQWR VFHQDULRV ,Q $7$0 D VFHQDULR LV
GHILQHGDVDVKRUWVWDWHPHQWGHVFULELQJDQLQWHUDFWLRQRIRQHVWDNHKROGHUZLWKWKHV\VWHP
>@  6FHQDULRV VKRXOGEH FRQFUHWH DQGXQDPELJXRXV:KHQ WKHXWLOLW\ WUHH LV EXLOW WKH
VFHQDULRVDUHSULRULWL]HGE\WKHOHYHORIGLIILFXOW\DQGKRZLPSRUWDQWWKH\DUHWRWKHVXFFHVV
RIWKHV\VWHP7KHUHVXOWLQJSULRULWL]HGOLVWVRIVFHQDULRVVHUYHDVDSODQIRUWKHUHVWRIWKH
HYDOXDWLRQ2QO\WKHVFHQDULRVRIVRPHLPSRUWDQFHDQGGLIILFXOW\DUHDQDO\]HG
$WWKLVSRLQWZHKDYHDSUHFLVHVWDWHPHQWRIWKHDUFKLWHFWXUDOGHVLJQGHFLVLRQVVWHS
DQGFOHDUO\GHILQHGTXDOLW\JRDOVVWHSDFFRUGLQJWRWKHWZRPDMRUJRDOVRI$7$06WHS
WULHV WRGHWHUPLQHZKHWKHU WKH DUFKLWHFWXUDO DSSURDFKHV DUH VXLWDEOH IRU WKH TXDOLW\ JRDOV
LGHQWLILHG7KLV LVGRQH LQDVFHQDULRZDONWKURXJK)RUHDFKTXDOLW\DWWULEXWHVFHQDULRWKH
DUFKLWHFWXUDODSSURDFKXVHGIRUPHHWLQJWKHDWWULEXWHVSHFLILFUHTXLUHPHQWFDSWXUHGLQWKH
VFHQDULRLVGHVFULEHG,QWKHZDONWKURXJKWKHVHQVLWLYLW\SRLQWVDQGWUDGHRIISRLQWVLQWKH
DUFKLWHFWXUH DUH LGHQWLILHG $ VHQVLWLYLW\ SRLQW LV GHILQHG DV D SURSHUW\ RI RQH RU PRUH
FRPSRQHQWV DQGRU FRPSRQHQW UHODWLRQVKLSV WKDW LV FULWLFDO IRU DFKLHYLQJ D SDUWLFXODU
TXDOLW\DWWULEXWHUHVSRQVH>@)RUH[DPSOHDYDLODELOLW\RIDZHEVLWHPD\EHVHQVLWLYHWRWKH
 
QXPEHURI UHSOLFDWHGZHEVHUYHUV$WUDGHRIISRLQW LVD VHQVLWLYLW\SRLQW WKDWDIIHFWPRUH
WKDQ RQH TXDOLW\ DWWULEXWH 6HQVLWLYLW\ DQG WUDGHRII SRLQWV DUH HLWKHU D ULVN RU D QRQULVN
%HIRUH WKLV VWHS LV ILQLVKHG DOO VHQVLWLYLW\ DQG WUDGHRII SRLQWV VKRXOG EH FKDUDFWHUL]HG LQ
WHUPVRIULVNDQGQRQULVNDQGGRFXPHQWHGWRJHWKHUZLWKWKHDWWULEXWHDVVRFLDWHGZLWKLW
$W WKH HQG RI WKLV VWHS WKH HYDOXDWLRQ WHDP VKRXOG KDYH D FOHDU SLFWXUH RI WKH PRVW
LPSRUWDQWDVSHFWRIWKHHQWLUHDUFKLWHFWXUHWKHUDWLRQDOHIRUNH\GHVLJQGHFLVLRQVWKDWKDYH
EHHQPDGHDQGDOLVWRIVHQVLWLYLW\SRLQWVWUDGHRIISRLQWVULVNVDQGQRQULVNV
6WHSLVWKHILUVWVWHSLQWKHVWDNHKROGHUFHQWULFSKDVHRIWKHDQDO\VLV,QWKLVVWHSWKH
VWDNHKROGHUV DUH JDWKHUHG DQG DVNHG WR SDUWLFLSDWH LQ D EUDLQVWRUPLQJ VHVVLRQ ,Q WKH
EUDLQVWRUPLQJ VHVVLRQ WKH IRFXV LVRQ ILQGLQJVFHQDULRVDQG WKHQ WRSULRULWL]H WKHP7KH
VWDNHKROGHUV DUH DVNHG WR ILQG WKUHH NLQGV RI VFHQDULRV 8VH FDVH VFHQDULRV *URZWK
VFHQDULRVDQG([SORUDWRU\VFHQDULRV8VHFDVHVFHQDULRVGHVFULEHDQ LQWHUDFWLRQZLWK WKH
V\VWHPWRH[HFXWHDIXQFWLRQ*URZWKVFHQDULRVDUHGHVFULSWLRQVRIKRZWKHDUFKLWHFWXUHLV
H[SHFWHG WR DFFRPPRGDWH FKDQJHV DQG JURZWK :KLOH ([SORUDWRU\ VFHQDULRV GHVFULEHV
GUDPDWLFFKDQJHVRUH[WUHPHJURZWKWRWKHV\VWHP7KHODWWHUFDQVWLPXODWHWRILQGPRUH
VHQVLWLYLW\ SRLQWV DQG WUDGHRII SRLQWV LQ WKH DUFKLWHFWXUH 7KH VFHQDULRV WKDW DUH IRXQG
GXULQJWKHEUDLQVWRUPDUHSULRULWL]HGXVLQJDYRWLQJVFKHPH7KHVFHQDULRVWKDWDUHGHHPHG
PRVW LPSRUWDQW HJ WRS ILYH DUH DGGHG WR WKHXWLOLW\ WUHH ,I D VFHQDULRGRHVQ·W ILW WR D
EUDQFK LQ WKHXWLOLW\ WUHH WKLV LVDQ LQGLFDWLRQ WKDW WKHDUFKLWHFWKDV IDLOHG WRFRQVLGHUDQ
LPSRUWDQW TXDOLW\ DWWULEXWH 7KLV VKRXOG EH LQYHVWLJDWHG IXUWKHU DQG D ULVN FRXOG EH WKH
UHVXOWDQGVKRXOGEHGRFXPHQWHG,QVWHSZHDJDLQDQDO\]HWKHDUFKLWHFWXUDODSSURDFKHV
DVLQVWHSEXWQRZZHXVHWKHQHZXWLOLW\WUHHIURPVWHS7KHILQDOVWHSRIWKH$7$0
VWHSFRQVLVWVRIFROOHFWLQJ LQIRUPDWLRQIURPWKHHYDOXDWLRQDQG WKHQVXPPDUL]LQJDQG
SUHVHQWLQJLWWRWKHVWDNHKROGHUV
 
SECURITY AND SAFETY  
1.17 Introduction 
7KLVFKDSWHUJLYHVDVKRUWLQWURGXFWLRQWRWKHTXDOLW\DWWULEXWHVVDIHW\VHFWLRQDQG
VHFXULW\VHFWLRQDQGKRZVHFXULW\UHODWHVWRVDIHW\LQDVHFXULW\VDIHW\FULWLFDOV\VWHP
VXFKDVWKHSURWRW\SHV\VWHPGHVFULEHGLQVHFWLRQ,QDVHFXULW\VDIHW\FULWLFDOV\VWHPZH
IRFXV RXU VHFXULW\ FRQFHUQV WRZDUGV VHFXULW\ DVSHFWV WKDW PD\ DIIHFW WKH VDIHW\ RI WKH
V\VWHP ,Q >@$YL]LHQL /DSULH DQG5DQGHOO LGHQWLI\ VHFXULW\ WR FRPSULVH RI DYDLODELOLW\
LQWHJULW\DQGFRQILGHQWLDOLW\7KHVHWKUHHDWWULEXWHVDUHVHFXULW\DWWULEXWHV LIEHLQJEURNHQ
PD\ KDYH FRQVHTXHQFHV IRU VDIHW\ ,I DYDLODELOLW\ LV FRPSURPLVHG LQ VXFK D ZD\ WKDW
XQDXWKRUL]HGXVHUVJDLQDFFHVV WR WKHVHFXULW\VDIHW\FULWLFDO V\VWHP WKH\PD\PDOLFLRXVO\
DOWHUWKHV\VWHPVEHKDYLRXUDQGOHDGWRGDPDJHWRSHUVRQQHO&RPSURPLVHGLQWHJULW\LQWKH
V\VWHPPD\OHDGWRV\VWHPVWDWHVZKHUHWKHV\VWHPLVQRWVDIH&RQILGHQWLDOLW\LVLQGLUHFWO\
UHODWHG WR VDIHW\ LQ UHVSHFW WRSUHYHQWLRQRIGLVFORVXUHRISDVVZRUGV HQFU\SWHGNH\V RU
LQIRUPDWLRQ RI V\VWHP HOHPHQWV WKDW DUH YXOQHUDEOH WR DWWDFNV ZKLFK PD\ FRPSURPLVH
DYDLODELOLW\
1.18 Safety…. 
,QV\VWHPVZLWKSK\VLFDOSURSHUWLHVWKHUHPD\DSSHDUVLWXDWLRQVZKHUHWKHV\VWHPPD\
KDUPVRPHWKLQJLQLWVHQYLURQPHQW,IDV\VWHPE\IDLOLQJFDQFDXVHKDUPWROLIHSURSHUW\
RU WKH HQYLURQPHQW WKH V\VWHP LV GHHPHG DV VDIHW\FULWLFDO >@ ,Q >@1DQF\/HYHVRQ
GHILQHV VDIHW\ DV ´IUHHGRP IURP DFFLGHQW RU ORVVHVµ 6KH GHVFULEHV DQ DFFLGHQW DV DQ
XQGHVLUHG RU XQSODQQHG HYHQW WKDW UHVXOWV LQ D VSHFLILHG OHYHO RI ORVVZKHUH ORVV LV DQ\
QHJDWLYHFRQVHTXHQFH,WLVDQLPSRUWDQWDVSHFWRIWKHGHILQLWLRQRIDFFLGHQWWKDWZKLOHLWLV
DQHYHQWWKDWLVXQGHVLUHGRUXQSODQQHGLWPD\ZHOOEHDQHYHQWWKDWFDQEHIRUHVHHQ)RU
H[DPSOHZH H[SHFW WKHUH WREH DXWRPRELOH DFFLGHQWV EXW WKH\ DUHKLJKO\XQGHVLUHG DQG
WKH\DUHQRWSODQQHG>@
6\VWHP VDIHW\ LV FRQFHUQHG ZLWK SUHYHQWLQJ IRUHVHHDEOH DFFLGHQWV DQG WR SUHYHQW
XQIRUHVHHDEOHRQHVE\WKHXVHRIWKHRU\DQGV\VWHPVHQJLQHHULQJDSSURDFKHV6DIHW\LVDQ
HPHUJHQWSURSHUW\RIDV\VWHPQRWDFRPSRQHQWSURSHUW\7KDWLVWKHZKROHV\VWHPPXVW
GHDO ZLWK VDIHW\ QRW RQO\ VRPH RI WKH FRPSRQHQWV RU VXEV\VWHPV ,W LV LPSRUWDQW WKDW
 
VDIHW\FRQVLGHUDWLRQVPXVWEHSDUWRIWKHLQLWLDOVWDJHRIGHYHORSLQJDV\VWHP5HVHDUFKKDV
VKRZQ WKDW XS WR RI GHVLJQ GHFLVLRQV WKDW DIIHFW VDIHW\ SURSHUWLHV DUHPDGH LQ WKH
LQLWLDOVWDJHVRIGHYHORSPHQW>@
$ZHOONQRZQVWDQGDUGWRDLGLQWKHGHYHORSPHQWRIVDIHW\FULWLFDOV\VWHPVLVWKH,(&
 VWDQGDUG PDGH E\ 7KH ,QWHUQDWLRQDO (OHFWURWHFKQLFDO &RPPLVVLRQ ,(& 7KLV
VWDQGDUG FRYHUV DOO VDIHW\UHODWHG V\VWHPV RI HOHFWURWHFKQLFDO QDWXUH LQFOXGLQJ
HOHFWURPHFKDQLFDO V\VWHPV VROLGVWDWH HOHFWURQLF V\VWHPV DQG FRPSXWHUEDVHG V\VWHPV ,W
GHILQHVDGHYHORSPHQWOLIHF\FOHZLWKIRFXVRQVDIHW\WKDWFDQHLWKHUEHXVHGDVDVWDQGDORQH
GHYHORSPHQW OLIHF\FOH RU DV D SDUW RI D GHYHORSPHQW SURFHVV ,(&  LV IXUWKHU
GHVFULEHGLQVHFWLRQ
1.19 Security 
6HFXULW\ LV FRQFHUQHG ZLWK SURWHFWLQJ LPSRUWDQW EXVLQHVV DVVHWV VXFK DV VRIWZDUH
SK\VLFDO DVVHWV HJ KDUGZDUH FRPPXQLFDWLRQ IDFLOLWLHV LQIRUPDWLRQ DQG GDWD HJ
GRFXPHQWV GDWDEDVHV WKH DELOLW\ WR SURGXFH VRPH SURGXFW RU SURYLGH D VHUYLFH
LQWDQJLEOHVHJJRRGZLOOLPDJHDQGSHRSOH>@,7VHFXULW\UHODWHVWRDQ,7V\VWHPZKLOH
LQIRUPDWLRQ VHFXULW\ LV FRQFHUQHG ZLWK VHFXULW\ LQ DQ LQIRUPDWLRQ V\VWHP ZKHUH DQ ,7
V\VWHP LV WKH FRPSXWHUL]HG SDUW RI DQ LQIRUPDWLRQ V\VWHP ,Q ,62  >@
LQIRUPDWLRQ VHFXULW\ LV FKDUDFWHUL]HG DV WKH SUHVHUYDWLRQ RI FRQILGHQWLDOLW\ LQWHJULW\ DQG
DYDLODELOLW\ %DVV HW DO DGGV WKH DWWULEXWHV QRQUHSXGLDWLRQ DVVXUDQFH DQG DXGLWLQJ WR D
V\VWHPWKDWSURYLGHVVHFXULW\7KH\GHVFULEHWKHVHVL[VHFXULW\DWWULEXWHVLQ>@DV
 1RQUHSXGLDWLRQLVWKHSURSHUW\WKDWDWUDQVDFWLRQDFFHVVWRRUPRGLILFDWLRQRI
GDWDRUVHUYLFHVFDQQRWEHGHQLHGE\DQ\RIWKHSDUWLHVWRLW7KLVPHDQV\RX
FDQQRWGHQ\WKDW\RXRUGHUHGDSDUWLFXODULWHPRYHUWKH,QWHUQHWLILQIDFW\RX
GLG
 &RQILGHQWLDOLW\LVWKHSURSHUW\WKDWGDWDRUVHUYLFHVDUHSURWHFWHGIURP
XQDXWKRUL]HGDFFHVV7KLVPHDQVWKDWDKDFNHUFDQQRWDFFHVV\RXULQFRPHWD[
UHWXUQVRQDJRYHUQPHQWFRPSXWHU
 ,QWHJULW\LVWKHSURSHUW\WKDWGDWDRUVHUYLFHVDUHEHLQJGHOLYHUHGDVLQWHQGHG
7KLVPHDQVWKDW\RXUJUDGHKDVQRWEHHQFKDQJHGVLQFH\RXULQVWUXFWRU
DVVLJQHGLW
 $VVXUDQFHLVWKHSURSHUW\WKDWWKHSDUWLHVLQYROYHGLQDWUDQVDFWLRQDUHZKR
WKH\FODLPWREH7KLVPHDQVWKDWZKHQDFXVWRPHUVHQGVFUHGLWFDUGQXPEHU
WRDQ,QWHUQHWPHUFKDQWWKHPHUFKDQWLVZKRWKHFXVWRPHUWKLQNVWKH\DUH
 
 $YDLODELOLW\LVWKHSURSHUW\WKDWWKHV\VWHPZLOOEHDYDLODEOHIRUOHJLWLPDWHXVH
7KLVPHDQVWKDWDGHQLDORIVHUYLFHDWWDFNZRQ·WSUHYHQW\RXURUGHULQJDERRN
RQWKH,QWHUQHW
 $XGLWLQJLVWKHSURSHUW\WKDWWKHV\VWHPWUDFNDFWLYLWLHVZLWKLQLWDWOHYHOV
VXIILFLHQWWRUHFRQVWUXFWWKHP7KLVPHDQVWKDWLI\RXWUDQVIHUPRQH\RXWRI
RQHDFFRXQWWRDQRWKHUDFFRXQWWKHV\VWHPZLOOPDLQWDLQDUHFRUGRIWKH
WUDQVIHU

)XUWKHUPRUH ,62?,(&  LQFOXGH UHOLDELOLW\ WR WKH OLVW RI VHFXULW\ DWWULEXWHV DQG
GHILQH ,7 VHFXULW\ DV DOO DVSHFWV UHODWHG WR GHILQLQJ DFKLHYLQJ DQG PDLQWDLQLQJ
FRQILGHQWLDOLW\ LQWHJULW\ DYDLODELOLW\ QRQUHSXGLDWLRQ DFFRXQWDELOLW\ DXWKHQWLFLW\ DQG
UHOLDELOLW\ >@ ,62?,(&  GHILQHV DFFRXQWDELOLW\ VLPLODU WR %DVV HO DO·V DXGLWLQJ
SURSHUW\ DQG GHILQHV UHOLDELOLW\ DV WKH SURSHUW\ RI FRQVLVWHQW LQWHQGHG EHKDYLRXU DQG
UHVXOWV
7RDFKLHYH LQIRUPDWLRQ VHFXULW\ZHQHHG WR LPSOHPHQWD VXLWDEOH VHWRI FRQWUROV WKDW
PD\ LQFOXGHVHFXULW\SROLF\SUDFWLFHVSURFHGXUHVRUJDQL]DWLRQDO VWUXFWXUHVDQGVRIWZDUH
IXQFWLRQV>@+RZHYHUPRVWRIWHQWKHVLWXDWLRQIRUVHFXULW\RULHQWHGUHTXLUHPHQWLVWKDW
LW LV WRR RIWHQ FRQVLGHUHG DV DQ DIWHUWKRXJKW UDWKHU WKDQ DQ LQWHJUDWHG SDUW RI WKH
GHYHORSPHQW >@ 7KH (8 IXQGHG &25$6 SURMHFW SURYLGHV DQ LQWHJUDWHG ULVN
PDQDJHPHQW DQG V\VWHPGHYHORSPHQWSURFHVV IRU VHFXULW\ FULWLFDO V\VWHPV >@&25$6
XVHVDPRGHOEDVHGULVNDVVHVVPHQWDQGLWVIRXQGDWLRQLVEDVHGRQIRXUSLOODUV7KHILUVWLV
5LVN GRFXPHQWDWLRQ IUDPHZRUN EDVHG RQ502'37KH VHFRQG LV D5LVNPDQDJHPHQW
SURFHVVEDVHGRQ$61=67KHWKLUGLVDQLQWHJUDWHGULVNPDQDJHPHQWDQGV\VWHP
GHYHORSPHQW SURFHVV EDVHG RQ 5DWLRQDO 8QLILHG 3URFHVV 583 $QG WKH IRXUWK LV D
SODWIRUP IRU WRRO LQFOXVLRQ RQ GDWDLQWHJUDWLRQ EDVHG RQ ;0/ &25$6 LV IXUWKHU
GHVFULEHGLQVHFWLRQ
$VHFXULW\DWWDFNLVDQDFWLRQWKDWH[SORLWVDYXOQHUDELOLW\RIWKHV\VWHPWRYLRODWHRQHRU
PRUH VHFXULW\ DWWULEXWHV 7KHVH DWWDFNV FDQ HLWKHU EH LQWHQWLRQDO RU XQLQWHQWLRQDO
SHUIRUPHGE\HLWKHULQWHUQDORUH[WHUQDOXVHUV5HVHDUFKLQGLFDWHVWKDWDSSUR[LPDWHO\SHU
FHQWRIDOOVHFXULW\EUHDFKHVDUHFDXVHGE\DFRPSDQ\·VRZQVWDII>@)XUWKHUPRUHDWWDFNV
FDQ EH RI D SDVVLYH RU DFWLYH QDWXUH >@ ,Q D SDVVLYH DWWDFN WKH LQWUXGHU REVHUYHV WKH
LQIRUPDWLRQSDVVLQJWKURXJKWKHREVHUYLQJSRLQWZLWKRXWLQWHUIHULQJZLWKWKHLQIRUPDWLRQ
IORZRULWVFRQWHQWV,QWHUFHSWLRQRILQIRUPDWLRQLVDQH[DPSOHRIDSDVVLYHDWWDFNZKHUH
DQ XQDXWKRUL]HG XVHU JDLQV DFFHVV WR FRQILGHQWLDO LQIRUPDWLRQ $Q DFWLYH DWWDFN RQ WKH
RWKHU KDQG LV DQ DWWDFNZKHUH WKH LQWUXGHU VHHNV WR GLVUXSW WKH LQIRUPDWLRQ FKDQQHO LQ
 
VRPH ZD\ ,W PD\ EH E\ LQVHUWLQJ IDEULFDWHG PHVVDJHV E\ PRGLI\LQJ PHVVDJHV LQ D
FRPPXQLFDWLRQ FKDQQHO RU E\ SUHYHQW RU LQKLELW QRUPDO XVH RI WKH V\VWHP HJ E\
RYHUORDGLQJFRPPXQLFDWLRQFKDQQHOV
 
THE ORIGINAL PROTOTYPE 
,QRXUZRUNZHZLOOVKRZWKDWPRGLILDELOLW\GRHVQ·WFRPHIRUIUHHUDWKHU LWKDVWREH
EXLOW LQWR D V\VWHP IURP HDUO\ LQ WKH GHYHORSPHQW SURFHVV 7R DFFRPSOLVK WKLV ZH
GHYHORSHG D QHZ SURWRW\SH IRU DQ DOUHDG\ H[LVWLQJ VHFXULW\VDIHW\ V\VWHP 7KH RULJLQDO
SURWRW\SHIRUWKLVVHFXULW\FULWLFDOV\VWHPZDVGHYHORSHGZLWKRXWIRFXVLQJRQPRGLILDELOLW\
7KLVSURWRW\SHGHYHORSHGE\.DULQH6¡UE\LQ>@LVGHVFULEHGLQWKLVFKDSWHU:HVWDUWWKH
FKDSWHUZLWKD VKRUWGHVFULSWLRQRI WKHSURWRW\SHDQG WKH WHFKQRORJ\XVHG LQ7KH
IXQFWLRQDO DQG TXDOLW\ UHTXLUHPHQWV DUH JLYHQ LQ VHFWLRQ  6HFWLRQ  JLYHV D
GHVFULSWLRQRIWKHDUFKLWHFWXUHDQGWKHGHVLJQRIWKHRULJLQDOSURWRW\SH7KHUHTXLUHPHQWV
DUFKLWHFWXUHDQGGHVLJQZLOOEHXVHGLQDQHYDOXDWLRQRIWKHWZRSURWRW\SHVLQVHFWLRQ
1.20 Description of the original prototype system 
,QWKLVVHFWLRQZHJLYHDEULHILQWURGXFWLRQRIWKHRULJLQDOSURWRW\SHV\VWHPGHYHORSHG
LQ>@:HVWDUWZLWKDVKRUWGHVFULSWLRQRIWKHIXQFWLRQDOLW\RIWKHSURWRW\SHLQDQG
WKHQVKRUWO\GHVFULEHWZRWHFKQRORJLHVXVHGLQWKHSURWRW\SH/(*20LQGVWRUPVLQ
DQG6RQ\$,%2LQ
1.20.1 The prototype 
7KH SURWRW\SH XVHG LQ WKLV PDVWHU WKHVLV LV D VHFXULW\VDIHW\ FULWLFDO V\VWHP ,Q >@
.DULQH6¡UE\GHVFULEHVDVHFXULW\VDIHW\FULWLFDOV\VWHPDVDV\VWHPZKHUHDVHFXULW\FULWLFDO
V\VWHPPRQLWRUVDQGFRQWUROVDVDIHW\FULWLFDOV\VWHP
7KHSURWRW\SHZDVGHYHORSHGLQ.DULQH6¡UE\VPDVWHUWKHVLV LQVSULQJ>@7KH
SURWRW\SH LV FRPSULVHG RI D FXWWLQJ URERW D FRQWURO V\VWHP ZLWK DQ DXWKRUL]DWLRQ
PHFKDQLVP VHH)LJXUH7KHFXWWLQJ URERW LVSODFHG LQVLGHD VDIHW\]RQHZKLFK LV D
UHVWULFWHG DUHD VHDOHG RII E\ D JDWH2QO\ DXWKRULVHG SHUVRQQHO DUH DOORZHG WR HQWHU WKH
VDIHW\]RQH7KHDXWKRUL]DWLRQPHFKDQLVPZKLFKLVDQDGYDQFHGVHFXULW\FDPHUDLVSODFHG
RXWVLGH WKH VDIHW\ ]RQH DQG PRQLWRUV WKH DUHD LQ IURQW RI WKH JDWH :KHQ DXWKRUL]HG
SHUVRQQHOHQWHUWKLVDUHD WKHVHFXULW\FDPHUDLQIRUPVWKHFRQWUROV\VWHPZKLFKFRQWUROV
ERWKWKH ORFNLQJPHFKDQLVPRQWKHJDWHDQGWKHFXWWLQJURERW7KHJDWH LVXQORFNHGIRU
DXWKRUL]HG SHUVRQQHO RQO\ DQG LI KH RU VKH RSHQV WKH JDWH WR HQWHU WKH VDIHW\ ]RQH WKH
FRQWUROV\VWHPVKXWVGRZQWKHFXWWLQJURERW2XWVLGHWKHVDIHW\]RQHWKHUHDUHSODFHGRQH
 
HPHUJHQF\ VWRS EXWWRQ DQGRQH EXWWRQ WR VWDUW WKH FXWWLQJ URERW$Q\RQH FDQ VWRS WKH
FXWWLQJURERWZLWKWKHHPHUJHQF\EXWWRQEXWWKHVWDUWEXWWRQZLOOEHDFWLYDWHGRQO\ZKHQ
DQDXWKRUL]HGSHUVRQLVLGHQWLILHGLQIURQWRIWKHJDWH

)LJXUH7KHVHFXULW\VDIHW\FULWLFDOSURWRW\SH>@
%RWKWKHFXWWLQJURERWDQGWKHJDWHWRWKHVDIHW\]RQHDUHUXQE\D/(*20LQGVWRUPV
URERW7KH/(*20LQGVWRUPVURERWDQGDFRQWURODSSOLFDWLRQUXQRQD3&WKDWUHSUHVHQWV
WKHFRQWUROV\VWHP$6RQ\$,%2URERWLVXVHGIRUWKHVHFXULW\FDPHUDDQGFRPSULVHVWKH
PRQLWRULQJ V\VWHPDORQJZLWK WKH FRQWURO V\VWHP7KH FRQWURO DSSOLFDWLRQ DQG WKH6RQ\
$,%2 FRPPXQLFDWH WKURXJK D ZLUHOHVV /$1 ZKLOH LQIUDUHG VLJQDOV DUH XVHG WR VHQG
PHVVDJHVIURPWKHFRQWURODSSOLFDWLRQWRWKH/(*20LQGVWRUPVURERW
1.20.2 LEGO Mindstorms  
/HJR0LQGVWRUPVDUHDQHZJHQHUDWLRQRI/HJR5RERWV,WLVDURERWLFVNLWGHYHORSHGE\
/(*2LQFROODERUDWLRQZLWK0DVVDFKXVHWWV,QVWLWXWHRI7HFKQRORJ\0,7,WFRQVLVWVRID
 
SURJUDPPDEOHEULFNFDOOHG5RERWLFV&RPPDQGLQJ([SORUHU 5&;PRWRUVVHQVRUVDQG
WKHWUDGLWLRQDO/(*2EULFNV2XWRIWKHER[WKHXVHUFDQEXLOGDQGSURJUDPURERWVXVLQJ
WKH LQFOXGHGGLDJUDPVDQGH[DPSOHSURJUDPV%XWWKHXVHUPD\DOVRPDNHFXVWRPPDGH
URERWVE\EXLOGLQJWKHURERWIURPLPDJLQDWLRQDQGE\SURJUDPPLQJWKHURERWXVLQJWKH
LQFOXGHGYLVXDOSURJUDPPLQJWRRO>@>@>@
)XUWKHUPRUH WKH5&; FDQEH SURJUDPPHGXVLQJ RWKHU SURJUDPPLQJ HQYLURQPHQWV
OLNH WKHEULFN26XVHGIRU WKHSURWRW\SHGHVFULEHG LQ WKLV WKHVLVEULFN26 LVDQRSHUDWLQJ
V\VWHPGHVLJQHGIRU WKH5&;EULFN ,WSURYLGHVD&&SURJUDPPLQJHQYLURQPHQW WR
GHYHORSDQGFRPSLOHQHZSURJUDPVDQGWKHQHFHVVDU\XWLOLWLHVWRGRZQORDGWKHFRPSLOHG
SURJUDPVWRWKH5&;>@7KHIXQFWLRQVSURYLGHG LQWKHEULFN26OLEUDU\FDQEHGHYLGHG
LQWR WKUHH FDWHJRULHV RXWSXW LQSXW DQG SURJUDP FRQWURO$V LQGLFDWHG E\ WKH QDPH WKH
RXWSXWIXQFWLRQVLQWHUDFWZLWKWKHRXWVLGHHQYLURQPHQWWKURXJKFRQWUROOLQJPRWRUVDQGWR
WKH XVHU WKURXJK D /&'GLVSOD\ RQ WKH5&;7KH LQSXW IXQFWLRQV FROOHFW DQG LQWHUSUHW
LQIRUPDWLRQIURPWKHRXWVLGHZRUOGWKURXJKVHQVRUVDQGWKHEXWWRQVSODFHGRQWKH5&;
7KHSURJUDPFRQWUROIXQFWLRQVSURYLGHFRQWUROIORZOLNHVOHHSIXQFWLRQVDQGWKUHDGLQJ
1.20.3 Sony AIBO  
$,%2LVDQDXWRQRPRXVHQWHUWDLQPHQWURERWGHYHORSHGDQGSURGXFHGE\6RQ\,WZDV
GHYHORSHGWRHQFRXUDJHKXPDQDQGURERWLQWHUDFWLRQ$,%2FDQKHDUVHHIHHODQGZDON
DQGKDVWKHDELOLW\WROHDUQIURPQHZH[SHULHQFHV>@,WKDVHPRWLRQVDQGGHSHQGLQJRQ
LWVPRRGLWZLOOUHVSRQGGLIIHUHQWO\WRVWLPXOL<RXFDQDIIHFW$,%2·VPRRGE\VSHDNLQJWR
LW VWURNH LWRUSOD\ZLWK LW2YHU WLPH$,%2·VSHUVRQDOLW\ZLOOFKDQJHGHSHQGLQJRQ WKH
UHODWLRQVKLSLWKDVZLWK\RX
7KHVRIWZDUHFRQWUROOLQJ$,%2UHVLGHVRQDPHPRU\VWLFNZKLFKFDQEHUHSODFHGDQG
UHSURJUDPPHG6RQ\UHFRPPHQGVXVLQJWKH23(156'.>@ WRSURJUDPVRIWZDUHWR
$,%223(156'.LVDGHYHORSPHQWHQYLURQPHQWEDVHGRQJFF&DQGLQFOXGHV
OLEUDULHVDQGWRROVWRGHYHORSDSSOLFDWLRQVIRU$,%2
 
1.21 Requirements 
7KHVHUHTXLUHPHQWVDUHWKHUHTXLUHPHQWVIRUWKHSURWRW\SHLQ>@7KHOLVWJLYHQEHORZ
LV WKH UHVXOWLQJ UHYLVHG UHTXLUHPHQWV DIWHU SHUIRUPLQJ SUHOLPLQDU\ +D]2S DQG 6HFXULW\
+D]2S7KHIXQFWLRQDOUHTXLUHPHQWVDUHSUHIL[HGZLWKDQ ¶)·IRUIXQFWLRQDOUHTXLUHPHQW
ZKLOH WKH QRQIXQFWRQDO UHTXLUHPHQWV DUH SUHIL[HG ZLWK DQ ¶1· IRU QRQIXQFWLRQDO
UHTXLUHPHQW
) 7KH/(*2FXWWLQJURERWVKDOO
) VWRSRSHUDWLQJLI
L WKH2IIEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHG
LL WKH´VWRSFXWWLQJEXWWRQLQWKHFRQWUROZLQGRZRQWKH3&FRQWUROOHULV
SUHVVHG
LLL WKHFRQQHFWLRQEHWZHHQWKH$,%2DQGWKH3&FRQWUROOHULVORVW
LY WKHFRQQHFWLRQEHWZHHQWKH3&FRQWUROOHUDQGWKH/(*2V\VWHPLVORVW
Y WKHJDWHLVRSHQHG
) VWDUWRSHUDWLQJLI
L WKH2QEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHGE\DQDXWKRUL]HGSHUVRQ
LL WKH´6WDUWFXWWLQJEXWWRQLQWKHFRQWUROZLQGRZRQWKH3&FRQWUROOHULV
SUHVVHG
) 7KH5&;RIWKH/(*2V\VWHPVKDOO
) FRPPXQLFDWHZLWKWKH3&FRQWUROOHUWKURXJK,5VLJQDOV
) FRQWURO
L WKHOLJKWV
LL WKHFXWWLQJURERW
LLL WKHJDWH
LY WKHJDWHORFN
) LQWHUSUHWGDWDIURP
L WKH2QDQG2IIEXWWRQV
LL WKHVHQVRUVRQWKHJDWHWRXFKVHQVRUVZKLFKDUHXVHGWRGHWHUPLQHZKHQWKH
JDWHLVRSHQHGRUFORVHG
) LQIRUPWKH3&FRQWUROOHUDERXWVWDWHFKDQJHVRI
L WKHFXWWLQJURERWVWDUWHGVWRSSHG
LL WKHJDWHRSHQHGFORVHG
) 7KH$,%2VKDOO
) FRPPXQLFDWHZLWKWKH3&FRQWUROOHUWKURXJKZLUHOHVV/$1
) VHDUFKIRUJUHHQPDQDQGSLQNEDOO
) QRWLI\WKH3&FRQWUROOHULI
L LWGHWHFWVDQDXWKRUL]HGSHUVRQJUHHQ/(*2PDQRUDQLQWUXGHUSLQNEDOO
HQWHULQJWKHHQWUDQFHDUHD
LL LWGHWHFWVDQDXWKRUL]HGSHUVRQRUDQLQWUXGHUOHDYLQJWKHHQWUDQFHDUHD
) 7KH3&FRQWUROOHUVKDOO
) FRPPXQLFDWHZLWKWKH/(*2V\VWHPWKURXJK,5VLJQDOV
) FRPPXQLFDWHZLWK$,%2WKURXJKZLUHOHVV/$1
) VHQGDVWDUWVLJQDOWRWKH/(*2V\VWHPZKHQWKHVWDUWEXWWRQLQWKHFRQWURO
ZLQGRZLVSUHVVHG
) VHQGDVWRSVLJQDOWRWKH/(*2V\VWHPZKHQ
L WKHVWRSEXWWRQLQWKHFRQWUROZLQGRZLVSUHVVHG
LL WKHFRQQHFWLRQWRWKH$,%2LVORVW
 
LLL WKH$,%2EHFRPHVXQDYDLODEOH
) VHQGD´FORVHJDWHVLJQDOWRWKH/(*2V\VWHPZKHQ
L WKHFRQQHFWLRQWRWKH$,%2LVORVW
) GLVSOD\VWDWXVLQIRUPDWLRQZKHQ
L FRPPXQLFDWLRQWR$,%2LVORVW
LL FRPPXQLFDWLRQWR/(*2V\VWHPLVORVW
LLL WKHFXWWLQJURERWKDVVWDUWHG
LY WKHFXWWLQJURERWKDVVWRSSHG
Y LQWUXGHULVGHWHFWHGLQWKHHQWUDQFHDUHD
YL DXWKRUL]HGSHUVRQLVGHWHFWHGLQWKHHQWUDQFHDUHD
YLL WKHFXWWLQJURERWFDQQRWEHVWDUWHG
) 7KHJDWHVKDOO
) XQORFNLIDQDXWKRUL]HGSHUVRQJUHHQ/(*2PDQHQWHUVWKHHQWUDQFHDUHD
) RSHQLIWKHJDWHZKHHOLQWKHHQWUDQFHDUHDLVWXUQHG
) FORVHLIWKHDXWKRUL]HGSHUVRQOHDYHVWKHHQWUDQFHDUHDZLWKRXWFORVLQJWKHJDWH
) ORFNLIWKHDXWKRUL]HGSHUVRQOHDYHVWKHHQWUDQFHDUHD
) FORVHLILWLVRSHQDQGWKH2QEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHG
) FORVHDQGORFNLIWKHFRQQHFWLRQEHWZHHQWKH$,%2DQGWKH3&FRQWUROOHULVORVW
) FORVHDQGORFNLIWKHFRQQHFWLRQEHWZHHQWKH3&FRQWUROOHUDQGWKH/(*2V\VWHP
LVORVW

1 6DIHW\UHTXLUHPHQWV
1 7KH&XWWLQJ5RERWVKDOOQRW
L EHRSHUDWLQJLIDSHUVRQLVLQVLGHWKHVDIHW\]RQH
LL EHRSHUDWLQJLIWKHFRQWUROV\VWHPLVQRWDFWLYDWHGDQGDYDLODEOH
LLL EHRSHUDWLQJLIRQHRUVHYHUDORIWKHDVVHWVRIWKHFRQWUROV\VWHPVWRSZRUNLQJ
SURSHUO\
1 7KH*DWHVKDOOQRW
L EHRSHQLIWKHLQGXVWU\URERWLVRSHUDWLQJ
LL EHXQORFNHGZKHQDQLQWUXGHULVLQWKHHQWUDQFHDUHD
LLL EHXQORFNHGZKHQDXWKRUL]HGVWDIILVQRWLQWKHHQWUDQFHDUHDRULVQRWLQVLGH
WKHVDIHW\]RQH
1 7KH&RQWURO6\VWHPVKDOOQRW
L EHLQLWLDWHGZKHQSHRSOHDUHLQVLGHWKHVDIHW\]RQHLIVRWKHV\VWHPZLOOQRW
NQRZWKDWWKH]RQHLVQRWHPSW\DQGWKHLQGXVWU\URERWPD\EHVWDUWHG
1 6HFXULW\UHTXLUHPHQWV
1 &RQILGHQWLDOLW\
L 2QO\DXWKRUL]HGSHUVRQQHOVKDOOKDYHDFFHVVWRWKHFRQWUROZLQGRZRQWKH3&
FRQWUROOHUDQGRQO\DGPLQLVWUDWRUVVKRXOGKDYHDGPLQLVWUDWLYHDFFHVVWRWKH
3&FRQWUROOHU$GPLQLVWUDWLYHDFFHVVLQFOXGHVDFFHVVWRWKHVRXUFHFRGHDQG
WRWKHFRQWUROSDUDPHWHUVRIWKHV\VWHP
1 ,QWHJULW\
L 7KHGDWDH[FKDQJHEHWZHHQWKH$,%2DQGWKH3&FRQWUROOHUVKDOOQRWEH
FRUUXSWHGRUDOWHUHG
LL 7KHGDWDH[FKDQJHEHWZHHQWKH3&FRQWUROOHUDQGWKH/(*2V\VWHPVKDOOQRW
EHFRUUXSWHGRUDOWHUHG
LLL 7KH$,%2VKDOOQRWEHFRUUXSWHGRUDOWHUHG
LY 7KH/(*2V\VWHPVKDOOQRWEHFRUUXSWHGRUDOWHUHG
Y 7KH3&FRQWUROOHUVKDOOQRWEHFRUUXSWHGRUDOWHUHG
 
1 $YDLODELOLW\
L 7KHFRQWUROV\VWHPVKDOOEHDYDLODEOHRIWKHWLPHWKHV\VWHPLVLQUXQQLQJ
PRGH+RZHYHUZHDOORZPDLQWHQDQFHDVORQJDVWKHFXWWLQJURERWLV
VWRSSHGZKLOHWKHFRQWUROV\VWHPLVXQDYDLODEOH
LL 'DWDH[FKDQJHGEHWZHHQ$,%2DQG3&FRQWUROOHUVKDOOQRWEHORVW
LLL 'DWDH[FKDQJHGEHWZHHQ3&FRQWUROOHUDQG/(*2V\VWHPVKDOOQRWEHORVW
1 $XWKHQWLFLW\
L $XWKRUL]HGXVHUVPXVWORJRQWRWKHV\VWHPXVLQJXVHUQDPHDQGSDVVZRUG
ZHDNDXWKHQWLFDWLRQ
1.22 Architecture and design of the original prototype 
7KLVVHFWLRQGHVFULEHVWKHDUFKLWHFWXUHDQGGHVLJQRIWKHSURWRW\SHGHYHORSHGE\6¡UE\
LQ>@7KHDUFKLWHFWXUHRIWKHSURWRW\SHLVQRWZHOOGRFXPHQWHGDQGWKHGHVFULSWLRQJLYHQ
KHUHUHSUHVHQWVWKHDUFKLWHFWXUHDVIDUDVZHFRPSUHKHQGLWIURPWKHGRFXPHQWDWLRQJLYHQ
)XUWKHUPRUHZHZLOOLQWKHIROORZLQJGHVFULSWLRQIRFXVPDLQO\RQDUFKLWHFWXUHDQGGHVLJQ
FKRLFHVWKDWDIIHFWPRGLILDELOLW\
7KHSURWRW\SHLVGHFRPSRVHGLQWRWKUHHVXEV\VWHPVWKH$,%2WKH3&FRQWUROOHUDQG
WKH/(*2V\VWHPDVVKRZQLQ)LJXUH
AIBO
<<Subsystem>>
PC controller
<<Subsystem>>
LEGO system
<<subsystem>>

)LJXUH  6XEV\VWHPV RI WKH RULJLQDO SURWRW\SH .H\
80/
7KH PDLQ IXQFWLRQDOLW\ IRU WKH $,%2 LV WR VHDUFK IRU DXWKRUL]HG DQG XQDXWKRUL]HG
SHUVRQQHO DQG UHSRUW LWV ILQGLQJV WR WKH 3& &RQWUROOHU VXEV\VWHP 7KH 3& FRQWUROOHU
UHSUHVHQWVWKHFRPPXQLFDWLRQOLQNEHWZHHQWKH$,%2DQGWKH/(*2V\VWHPLQDGGLWLRQ
WRSURYLGLQJ DXVHU LQWHUIDFH IRU DQ DGPLQLVWUDWRU7KH/(*2V\VWHP LV UHVSRQVLEOH IRU
FRQWUROOLQJWKHSK\VLFDOXQLWVLQWKHIDFWRU\VXFKDVWKHFXWWLQJURERWWKHJDWHDQGWKHORFN
RQWKHJDWH
 
1.22.1 Design of AIBO 
7KH$,%2VXEV\VWHPFRQVLVWVRIPXOWLSOHREMHFWVHDFKRIZKLFKLVLPSOHPHQWHGE\D
VHSDUDWHFODVV7KHREMHFWVDUHVKRZQLQ)LJXUHDQGKDYHWKHIROORZLQJIXQFWLRQDOLW\
• 3RZHU0RQLWRUPRQLWRUVWKHEDWWHU\SRZHUOHYHOWKH3DXVHEXWWRQDQGUHODWHG
HYHQWVUHSRUWVWKHVWDWXVWRWKHFRQVROHDQGVKXWVGRZQ$,%2ZKHQ
DSSURSULDWH
• 0RYLQJ+HDG0RYHVWKHKHDGRIWKHVXUYHLOODQFHURERWWKDWFRQWDLQVWKH
FDPHUDLQRUGHUWRPRQLWRUWKHZKROHHQWUDQFHDUHDSHUPDQHQWO\
• 0RYLQJ/HJV,QLWLDOL]HV$,%2LQWRDVWDQGDUGPRQLWRULQJSRVHE\VWUHWFKLQJ
DOODQGLWVUHDUOHJVDIWHUWKHVWDUWXS
• /RVW)RXQG6RXQGQRWLILHVWKHXVHUE\SOD\LQJDQDOHUWVRXQGHDFKWLPHWKH
DXWKRUL]HGVWDIIRULQWUXGHULVGHWHFWHGLQWKHYLVLEOHIUDPH
• %DOO7UDFNLQJ+HDGLVWKHPDLQFOLHQWREMHFWWKDWJLYHVFRPPDQGVWRWKHVHUYHU
REMHFWVQDPHGDERYHDQGFRQWLQXRXVO\SURFHVVHVWKHYLVLRQLPDJHIURP
$,%2
VFDPHUD:KHQHYHUWKHDPRXQWRIWKHVSHFLILHGFRORXUHLWKHUJUHHQ
IRUWKHVWDIIRUSLQNIRUWKHLQWUXGHULQWKHFDPHUDYLHZH[FHHGVWKHWKUHVKROG
DQHYHQWLVSULQWHGRQWKHWHOQHWFRQVROHDQGWKXVEHFRPHVDYDLODEOHIRU3&
FRQWUROOHU,QDGGLWLRQWKHURERWPRYHVLWVKHDGVRWKDWWKHGHWHFWHGDUHD
UHPDLQVLQWKHFHQWUHRIWKHFDPHUDVIRFXV
• 29LUWXDO5RERWLVQRWSDUWRIWKH%DOO7UDFNLQJ+HDGDSSOLFDWLRQEXWVHUYHVDV
DQLQWHUIDFHEHWZHHQWKHDSSOLFDWLRQDQGWKH23(15
 
PowerMonitor
MovingHead
LostFoundSoundI
MovingLegs
TelnetConsole
(from Open-R)
Sensor
RbkImageSensor
MovingHead2
MovingLegs2
LostFound
Sound
OVirtualRobot
(from Open-R)
BallTrackingHead
PC controller
<<Subsystem>>
(from Logical View)

)LJXUH'HVLJQRIWKH$,%2VXEV\VWHP.H\80/
2EMHFWV FRPPXQLFDWH H[FOXVLYHO\ E\ VHQGLQJ PHVVDJHV DFFRUGLQJ WR D SUHGHILQHG
LQWHUIDFHVFKHPH7KHIROORZLQJLQWHUIDFHVDUHGHILQHGVKRZQLQ)LJXUH
• 0RYLQJ+HDG,QWHUIDFHEHWZHHQ%DOO7UDFNLQJ+HDGDQG0RYLQJ+HDGIRU
VHQGLQJFRQWUROFRPPDQGVIRUPRYLQJ$,%2
VKHDG
• 0RYLQJ/HJV,QWHUIDFHEHWZHHQ%DOO7UDFNLQJ+HDGDQG0RYLQJ/HJVIRU
VHQGLQJFRQWUROFRPPDQGVIRUPRYLQJ$,%2
VOHJV
• /RVW)RXQG6RXQG,QWHUIDFHEHWZHHQ%DOO7UDFNLQJ+HDGDQG/RVW)RXQG6RXQG
IRUVHQGLQJFRQWUROFRPPDQGVIRUSOD\LQJVRXQGVRQWKHRFFXUHQFHRIHYHQWV
• 5EN,PDJH6HQVRU,QWHUIDFHEHWZHHQ%DOO7UDFNLQJ+HDGDQG29LUWXDO5RERWIRU
UHWULHYLQJWKHLPDJHIURP$,%2
VFDPHUDYLHZ
• 6HQVRU,QWHUIDFHEHWZHHQ%DOO7UDFNLQJ+HDGDQG29LUWXDO5RERWIRUUHWULHYLQJ
LQIRUPDWLRQIURP$,%2
VVHQVRUVIRUFRPSXWLQJWKHKHDGPRYHPHQW
FRPPDQGVIRUFHQWULQJWKHIRFXV
• -RLQW,QWHUIDFHEHWZHHQ%DOO7UDFNLQJ+HDGDQG29LUWXDO5RERWIRUFRQWUROOLQJ
WKHSRVLWLRQRIKHDGZKHQIRFXVLQJRQWKHLQWUXGHURUVWDII
• 0RYH,QWHUIDFHEHWZHHQ0RYLQJ/HJVDQG29LUWXDO5RERWIRUFRQWUROOLQJWKH
OHJV
 
• 3OD\,QWHUIDFHEHWZHHQ/RVW)RXQG6RXQGDQG29LUWXDO5RERWIRUSOD\LQJWKH
:DYHILOHV
• 0RYH,QWHUIDFHEHWZHHQ0RYLQJ+HDGDQG29LUWXDO5RERWIRUFRQWUROOLQJWKH
SRVLWLRQRIVZLQJLQJKHDG1RWHWKH23(15DOORZVWRGHILQHWZRGLIIHUHQW
VHUYLFHVZLWKWKHVDPHQDPH
1.22.2 Design of PC Controller 
3&&RQWUROOHULVFRPSULVHGRIWKUHHFODVVHV7DONLQJ&%DOO$SSDQG%DOO'OJDVVKRZQ
LQ)LJXUH7KHRQO\UHVSRQVLELOLW\RIWKH&%DOO$SSLVWRLQLWLDWHWKUHHWKUHDGVWKDWUXQ
VLPXOWDQHRXVO\RQ WKH3&7KH WKUHH WKUHDGVDUH WKH WKUHDGIRUFRPPXQLFDWLQJZLWK WKH
$,%2WKHWKUHDGIRUFRPPXQLFDWLQJZLWKWKH/(*2V\VWHPDQGWKHWKUHDGIRUWKHXVHU
LQWHUIDFH7KHWZRFRPPXQLFDWLRQWKUHDGVDUHLPSOHPHQWHGLQWKH7DONLQJFODVVZKLOHWKH
WKUHDGIRUWKHXVHULQWHUIDFHLVLPSOHPHQWHGLQWKH%DOO'OJ
7KH7DONLQJFODVV LV UHVSRQVLEOH IRUFRPPXQLFDWLQJZLWKWKHWZRRWKHUVXEV\VWHPV LQ
WKHSURWRW\SH7HOQHWLVXVHGWRFRPPXQLFDWHZLWKWKH$,%27KH$,%2VHQGVPHVVDJHV
WRWKH7HOQHWDSSOLFDWLRQDQGWKH7DONLQJFODVVORDGVWKH7HOQHWORJWRGHWHFWPHVVDJHVVHQW
IURPWKH$,%2VXFKDVIRXQGRUORVW LQWUXGHURUDXWKRUL]HGSHUVRQQHO7KHVHPHVVDJHV
DUHVHQWWRWKH%DOO'OJZKLFKSULQWVWKHPLQWKHXVHULQWHUIDFHGLDORJ)XUWKHUPRUHWKH
PHVVDJHVDUH IRUZDUGHG WR WKH/(*2V\VWHP7RFRPPXQLFDWHZLWK WKH/(*2V\VWHP
WKH7DONLQJFODVVXVHV DQ ,5DSSOLFDWLRQDQGD VHSDUDWH WKUHDG LV UHVSRQVLEOH IRU VHQGLQJ
DQGUHFHLYLQJPHVVDJHV

LEGO system
<<subsystem>>
(from Logical View)
AIBO
<<Subsystem>>
(from Logical View)
Telnet.exe
<<Application>>
CBall3App
Talking Ball3DlgIR.exe
<<Application>>

)LJXUH'HVLJQRIWKH3&&RQWUROOHU.H\80/
 
1.22.3 Design of LEGO system 
7KH /(*2 V\VWHP LV LPSOHPHQWHG LQ & DQG WKHUH DUH WKHUHIRUH QR FODVVHV RQO\
PRGXOHV7KHWZRPRGXOHVWKDWFRPSULVHWKH/(*2V\VWHPLVWKH)DFWRU\FRQWUROOHUDQG
WKH3RVW2IILFHFRPPXQLFDWLRQPRGXOH7KH3RVW2IILFHPRGXOHLVUHVSRQVLEOHIRUVHQGLQJ
DQGUHFHLYLQJPHVVDJHVIURPWKH3&FRQWUROOHUVXEV\VWHPWKURXJKDQ,5OLQN$VWKHQDPH
LQGLFDWHV WKH )DFWRU\ FRQWUROOHU LV UHVSRQVLEOH IRU FRQWUROOLQJ WKH IDFWRU\ XQLWV ,W LV
LPSOHPHQWHGDVDILQLWHVWDWHDXWRPDWLRQ7KHVWDWHWUDQVLWLRQVEHWZHHQWKHSRVVLEOHVWDWHV
ZDLWBVWDUWVWRSSHGVWRSSHGVWDII VWRSSHGBVWDIIBLQUXQQLQJUXQQLQJVWDIIGLVFRQQHFWHGWULJJHUYDULRXV
DFWLRQV VXFK DV RSHUDWLQJ WKH DFWXDWRUV JDWH JDWH ORFN PRWRU WR FXWWLQJ URERW RU
VHQGLQJUHFHLYLQJPHVVDJHVWRIURP3&FRQWUROOHU
PC controller
<<Subsystem>>
(from Logical View)
PostOfficeFactory 
controller

)LJXUH'HVLJQRIWKH/(*2V\VWHP.H\80/
 
DEVELOPMENT 
7KH SURWRW\SH GHVFULEHG LQ WKLV UHSRUW ZDV GHYHORSHG XVLQJ D GHYHORSPHQW SURFHVV
EDVHGRQ WKH ,(& >@ VWDQGDUGDQG WKH&25$6 LQWHJUDWHGULVNPDQDJHPHQWDQG
V\VWHPGHYHORSPHQW SURFHVV IRU VHFXULW\ FULWLFDO V\VWHPV >@7KH GHYHORSPHQW SURFHVV
ZDVGHYHORSHGE\.DULQH6¡UE\LQ>@7KHSURFHVVLVDVWHSZLVHLWHUDWLYHDQGLQFUHPHQWDO
GHYHORSPHQWSURFHVVIRUGHYHORSLQJVHFXULW\VDIHW\FULWLFDOV\VWHPV,QRXUZRUNZHIRFXV
RQ DUFKLWHFWXUH DQG GHVLJQ LQ GHYHORSLQJ WKH SURWRW\SH 7KHUHIRUH ZH KDYH DGGHG DQ
DUFKLWHFWXUH DQG GHVLJQ SKDVH DQG DQ DUFKLWHFWXUH DQG GHVLJQ DQDO\VLV SKDVH 7KH
GHYHORSPHQWSURFHVVLVVKRZQLQ)LJXUH

)LJXUH7KHGHYHORSPHQWSURFHVVXVHGLQWKLVUHSRUW
7KH SURFHVV VWDUWV ZLWK D FRQFHSW GHILQLWLRQ DQG DQ RYHUDOO VFRSH GHILQLWLRQ RI WKH
V\VWHP 7KH RXWSXW RI WKHVH VWHSV LV WKH V\VWHP GHVFULSWLRQ DQG D JHQHUDO LGHD RI WKH
IXQFWLRQDODQGTXDOLW\UHTXLUHPHQWVRIV\VWHP7KHGRFXPHQWDWLRQIURPWKHILUVWVWHSVLV
 
XVHGZKHQ SHUIRUPLQJ WKH SUHOLPLQDU\ KD]DUG DQDO\VLV 3+$ LQ VWHS  7KH EHQHILW RI
SHUIRUPLQJD3+$DW DQHDUO\ VWDJH LV WZRIROG)LUVWSRWHQWLDOKD]DUGVFDQEH LGHQWLILHG
HDUO\UHGXFLQJFRVWDQGWKHGLIILFXOW\RIKDQGOLQJWKHP6HFRQGWKH3+$DLGVLQILQGLQJ
VDIHW\UHTXLUHPHQWVIRUWKHV\VWHP>@6WHSIRFXVHVRQULVNPDQDJHPHQW7KLVVWHS LV
FRPSULVHGRIVHYHQVXEVWHSV6DIHW\DQGVHFXULW\UHTXLUHPHQWVDUHHOLFLWHGLQVWHSDQG
6HFXULW\WKUHDWVDUHLGHQWLILHGLQVWHSZKLOHULVNVFRQFHUQLQJVDIHW\DUHDQDO\VHGDQG
HYDOXDWHGLQVWHSDQG$IWHUHYDOXDWLQJWKHULVNVDFKRLFHLVPDGHWRDFFHSWRUQRWWR
DFFHSWWKHULVNV,IWKHULVNVDUHXQDFFHSWDEOHWKH\KDYHWREHWUHDWHGZKLFKLVVWHSDQG
WKHQWKHV\VWHPGHVFULSWLRQDQGUHTXLUHPHQWVDUHXSGDWHGEHIRUHDQHZLWHUDWLRQLQVWHS
EHJLQV:KHQRQO\ DFFHSWDEOH ULVNV UHPDLQZH VWDUWZLWK DUFKLWHFWXUH DQG GHVLJQ RI WKH
V\VWHPLQVWHS,QVWHSZHDQDO\VHWKHDUFKLWHFWXUHDQGGHVLJQLQRUGHUWRYHULI\WKDWWKH
PRVWLPSRUWDQWTXDOLW\DWWULEXWHVDUHPHW7KHGHVLJQGRFXPHQWDWLRQZLOOEHLQSXWWRWKH
LPSOHPHQWDWLRQ LQ VWHSDQGILQDOO\ WKH V\VWHP LV WHVWHGDQGYDOLGDWHG LQVWHS ,QRXU
ZRUNZHZLOO QRW JR WKURXJKSKDVHV ,PSOHPHQWDWLRQ RU 7HVWLQJ DQG YDOLGDWLRQ 7KH
PDLQUHDVRQIRUWKLVLVWKDWZHZLOOIRFXVRQPRGLILDELOLW\FRQFHUQVZKLFKZLOOEHHYDOXDWHG
WKURXJK H[SHUW MXGJHPHQW RI WKH DUFKLWHFWXUH DQG GHVLJQ 7KH H[SHUW MXGJHPHQW ZKLFK
RQO\ DQDO\VH WKH V\VWHP IRU PRGLILDELOLW\ LQ WKLV FRQWH[W ZLOO EH FRQGXFWHG LQ VWHS 
$UFKLWHFWXUH DQGGHVLJQDQDO\VLV DQGGHVFULEHG LQ VHFWLRQ7KHGHYHORSPHQWSURFHVV LV
GHVFULEHGLQPRUHGHWDLOLQWKHIROORZLQJVHFWLRQV
1.23 Concept and Scope 
7KLV SKDVHZLOO JLYH DQ RYHUDOO GHVFULSWLRQ RIZKDW WKH V\VWHP VKDOO GR DQG KRZ WKH
FRQFHSWVUHODWHGWRWKHV\VWHPDUHUHODWHGWRHDFKRWKHU,WDOVRGHILQHVWKHV\VWHPVFRSH
VHH)LJXUHDQGKRZWKHHQYLURQPHQWUHODWHVWRWKHV\VWHPFRQFHSWVVHH)LJXUH
)XUWKHUPRUHDSURSRVDORIWKHIXQFWLRQDOUHTXLUHPHQWVDQGTXDOLW\UHTXLUHPHQWVDUHPDGH
LQWKLVSKDVH7KHUHTXLUHPHQWVDUHOLVWHGLQVHFWLRQ
7KHV\VWHPFRQVWUXFWHGLQRXUZRUNLVDSURWRW\SHRIDIDFWRU\V\VWHP7KHSURGXFWLRQ
XQLWRIWKHIDFWRU\LVDFXWWLQJURERW7KHPDLQWDVNIRUWKHSURWRW\SHZHDUHPDNLQJLVWR
HQVXUHWKDWQRRQHJHWVLQMXUHGRUNLOOHGE\WKHFXWWLQJURERW7KHSURWRW\SHLVDVHFXULW\
VDIHW\FULWLFDOV\VWHPWKDWLVFRPSULVHGRIDVHFXULW\FULWLFDOVXEV\VWHPDQGDVDIHW\FULWLFDO
VXEV\VWHP7KH VDIHW\ FULWLFDO VXEV\VWHP LV FRPSULVHGRI D FXWWLQJ URERWSODFHGZLWKLQD
VDIHW\]RQHVHDOHGRIIE\DJDWH:KLOHWKHFXWWLQJURERWLVRSHUDWLRQDOLWLPSRVHVDWKUHDWWR
 
SHUVRQVLQVLGHWKHVDIHW\]RQHDQGWKHDFFHVVWRWKHVDIHW\]RQHQHHGVWREHFRQWUROOHGDQG
UHVWULFWHG WR DXWKRUL]HG SHUVRQQHO $ VHFXULW\ FULWLFDO FRQWURO V\VWHP LV UHVSRQVLEOH IRU
SUHYHQWLQJXQDXWKRUL]HGDFFHVVWRWKHVDIHW\]RQHDQGIRUVWRSSLQJWKHFXWWLQJURERWZKHQ
DXWKRUL]HGSHUVRQQHOHQWHUVWKHVDIHW\]RQH6HFXULW\DWWDFNVLQWKHFRQWUROV\VWHPZLWKWKH
SXUSRVH RI DOWHULQJ LWV EHKDYLRXU RU WHFKQLFDO IDLOXUHV UHSUHVHQW D VDIHW\ WKUHDW ,W LV WKH
UHVSRQVLELOLW\RIWKHFRQWUROV\VWHPWRHQVXUHWKDWWKHVDIHW\LVQRWFRPSURPLVHG
Security-Safety cri tical system
Authorization 
Mechanism
AIBO
Control  application
Control  system
GateLock RCXSensors/Buttons Actuators
Protection system
Cutting robot
Safety cri ti cal system
Safety zone
Security cri tical system

)LJXUH 7KHKLHUDUFK\RI WKH FRQFHSWV LQ WKH 6HFXULW\
6DIHW\FULWLFDOV\VWHP.H\80/
$VVKRZQLQ)LJXUHWKHFRQWUROV\VWHPLVGLYLGHGLQWRWKUHHVXEV\VWHPVDFFRUGLQJ
WR WKUHH UHVSRQVLELOLW\ DUHDV D SURWHFWLRQ V\VWHP DQ DXWKRUL]DWLRQ PHFKDQLVP DQG D
FRQWURO DSSOLFDWLRQ 7KH SURWHFWLRQ V\VWHP LV UHVSRQVLEOH IRU VWDUWLQJ DQG VWRSSLQJ WKH
PRWRURI WKHFXWWLQJ URERWRSHQLQJDQGFORVLQJWKHJDWHDQG ORFNLQJDQGXQORFNLQJWKH
JDWH,WLVLPSRUWDQWWKDWWKHFXWWLQJURERWLVVWRSSHGZKHQHYHUWKHJDWHLVRSHQ2XWVLGH
WKHVDIHW\]RQHDQHPHUJHQF\VWRSEXWWRQ2IIEXWWRQDQGDVWDUWEXWWRQWR WKHFXWWLQJ
URERW 2Q EXWWRQ LV SODFHG $Q\RQH FDQ VWRS WKH FXWWLQJ URERW ZLWK WKH HPHUJHQF\
EXWWRQ EXW WKH VWDUW EXWWRQ LV HQDEOHG RQO\ IRU DXWKRUL]HG SHUVRQQHO 7KH SURWHFWLRQ
V\VWHPZLOOUHSRUWLWVGLIIHUHQWVWDWHVLHFXWWLQJURERWUXQQLQJJDWHFORVHGDQGORFNHGWRD
 
FRQWURODSSOLFDWLRQVHHEHORZ$/(*20LQGVWRUPVURERW5&;LVXVHGWRFRRUGLQDWH
DQG H[HFXWH WKH DIRUHPHQWLRQHG UHVSRQVLELOLWLHV WKURXJK VHQVRUV DQG DFWXDWRUV DQGZLOO
FRPPXQLFDWH XVLQJ LQIUDUHG VLJQDOV 6HH )LJXUH  IRU WKH UHODWLRQVKLSV EHWZHHQ WKH
FRQFHSWVLQWKH6HFXULW\6DIHW\FULWLFDOV\VWHP
Authorized 
personnel
Unauthorized 
personnel Cutting robot
Entrance area
Persons
Authorization Mechanism
AIBO
watches
identi fies
Admin
Control  appl ication
reports to
uses
RCX
controls
reports to
controls
GateLock
Safety zone
can enter
can not enter
is inside
Actuators
operates
uses
operates
Protection system
protects
Sensors/Buttonsreports to
detects position of
operates

)LJXUH  7KH UHODWLRQVKLSV EHWZHHQ WKH HOHPHQWV LQ WKH
V\VWHPDQGEHWZHHQWKHV\VWHPDQGWKHHQYLURQPHQW
7KH DXWKRUL]DWLRQ PHFKDQLVP LV UHSUHVHQWHG E\ D 6RQ\ $,%2 URERW ,WV WDVN LV WR
PRQLWRUWKHHQWUDQFHDUHDWRWKHVDIHW\]RQH7KH6RQ\$,%2ZLOOLGHQWLI\SHUVRQVZLWKLQ
WKH HQWUDQFH DUHD DV DXWKRUL]HG RU XQDXWKRUL]HG SHUVRQQHO DQG UHSRUW WR D FRQWURO
DSSOLFDWLRQ VHH EHORZ ZKHQ WKHVH SHUVRQV HQWHUV RU OHDYHV WKH HQWUDQFH DUHD 7KH
FRPPXQLFDWLRQEHWZHHQWKH6RQ\$,%2DQGWKHFRQWURODSSOLFDWLRQLVFRQGXFWHGWKURXJK
DZLUHOHVV/$1
7KHPDLQSDUWRIWKHFRQWUROV\VWHPLVWKHFRQWURODSSOLFDWLRQZKLFKLVUHVSRQVLEOHIRU
WKHRYHUDOOVWDWHRIWKHV\VWHP7KDWLVWKHFRQWURODSSOLFDWLRQZLOOKDYHLQIRUPDWLRQRIWKH
 
VWDWH RI WKH SURWHFWLRQ V\VWHP DQG LQIRUPDWLRQ RI DQ\ DXWKRUL]HG RU XQDXWKRUL]HG
SHUVRQQHOLQWKHHQWUDQFHDUHD%DVHGRQWKLVLQIRUPDWLRQWKHFRQWURODSSOLFDWLRQLQIRUPV
WKHSURWHFWLRQV\VWHPWRDOORZDFFHVVWRWKHVDIHW\]RQH
1.24 Preliminary Hazard Analysis (PHA) 
7KH3+$LVSHUIRUPHGDVWKHWKLUGVWHSLQWKHGHYHORSPHQWSURFHVV$WWKLVVWDJHWKHUH
KDV QRW EHHQPDGH DQ\ H[SOLFLW FKRLFHV RI KRZ WKH V\VWHP VKRXOG SHUIRUP LWV WDVNV EXW
UDWKHUZKDW WKH V\VWHP VKRXOG EH DEOH WR GR WKH IXQFWLRQDO UHTXLUHPHQWV WRJHWKHUZLWK
VRPHWHFKQRORJ\UHTXLUHPHQWVKDUGZDUHDQGVRIWZDUHWKDWDOUHDG\KDVEHHQFKRVHQE\HJ
WKH RUJDQL]DWLRQ %DVHG RQ WKHVH UHTXLUHPHQWV DQG WKH V\VWHP GHVFULSWLRQ WKH 3+$
XQFRYHUVSRVVLEOHKD]DUGVLQWKHV\VWHP7KHUHVXOWLQJOLVWRIKD]DUGVLVXVHGLQWKHVDIHW\
UHTXLUHPHQWVHOLFLWDWLRQDQGLQWKHVRIWZDUHDUFKLWHFWXUHSKDVH
2XU3+$LVEDVHGRQWKHRQHSHUIRUPHGE\.DULQH6¡UE\LQ>@:HZLOOXVHWKHVDPH
LGHQWLILHGKD]DUGVFRQVHTXHQFHVDQGFDXVHVLQRUGHUWRVKRZWKDWWKHQHZSURWRW\SH
PDLQWDLQDWOHDVWWKHVDPHVDIHW\OHYHO7KHFRXQWHUPHDVXUHVZHSURSRVHDUHOLVWHGLQ7DEOH
6RPHRIWKHLGHQWLILHGFDXVHVWRKD]DUGVDUHDOUHDG\WDNHQLQWRFRQVLGHUDWLRQWKURXJK
WKHUHTXLUHPHQWV,QWKHSURSRVHGFRXQWHUPHDVXUHVIRUWKHVHFDXVHVZHZLOOUHIHUWRWKH
DSSURSULDWHUHTXLUHPHQWV
7DEOH3UHOLPLQDU\+D]DUG$QDO\VLV3+$UHVXOWV
,' +D]DUG &RQVHTXHQFHV &DXVHV &RXQWHUPHDVXUHV
$,%2IDLOVWRGHWHFW
SHUVRQ
7KHJDWHLVRQO\XQORFNHGLI
$,%2VXFFHVVIXOO\GHWHFWVDQ
DXWKRUL]HGSHUVRQ)DQG
)
$QDOHUWIURPWKH
$,%2RISHUVRQV
HQWHULQJVDIHW\]RQH
GRHVQRWUHDFKWKH
/(*2V\VWHP
1DWXUDOGLVDVWHURU
VDERWDJHPDNHVWKH
$,%2RUWKH&RQWURO
$SSOLFDWLRQXQDYDLODEOH
7KHJDWHLVRQO\XQORFNHGLI
$,%2VXFFHVVIXOO\GHWHFWVDQ
DXWKRUL]HGSHUVRQ)DQG
),QDGGLWLRQWKHFXWWLQJ
URERWZLOOVWRSLIWKH
FRPPXQLFDWLRQEHWZHHQWKH
$,%2DQG/(*2V\VWHP
EHFRPHVXQDYDLODEOH)LLL
)LY)DQG)
 &XWWLQJURERWGRHV
QRWVWRSZKHQ
SHUVRQHQWHUVWKH
VDIHW\]RQH
3RVVLEOHGHDWK
RULQMXU\RI
SHUVRQ
+DUGZDUHIDLOXUHLQWKH
/(*2V\VWHP
&KHFNEDWWHU\VWDWXVDQGDFWXDWRU
VWDWXV
 
   6RIWZDUHHUURULQWKH
/(*2V\VWHP
&RGHUHYLHZV
$VWDUWLVLQLWLDWHGIURP
WKHFRQWURODSSOLFDWLRQ
3UHYHQWWKHFXWWLQJURERWWREH
VWDUWHGIURPWKHFRQWURO
DSSOLFDWLRQ
+DUGZDUHIDLOXUHLQWKH
/(*2V\VWHP
&KHFNEDWWHU\VWDWXVDQGDFWXDWRU
VWDWXV
 &XWWLQJURERW
VWDUWVFXWWLQJZKHQ
DSHUVRQLVLQVLGH
WKHVDIHW\]RQH
3RVVLEOHGHDWK
RULQMXU\RI
SHUVRQ
6RIWZDUHHUURULQWKH
/(*2V\VWHP
&RGHUHYLHZV
+DUGZDUHIDLOXUHLQWKH
/(*2V\VWHP
&KHFNEDWWHU\VWDWXVDQGDFWXDWRU
VWDWXV
 &XWWLQJURERWLV
QRWVWRSSHGZKHQ
2IIEXWWRQLV
SUHVVHG
,IWKHV\VWHP
DOVRIDLOVWR
VWRSWKH
FXWWLQJURERW
ZKHQ
VRPHRQH
HQWHUVWKH
VDIHW\]RQH
3RVVLEOHGHDWK
DQGLQMXU\
6RIWZDUHHUURULQWKH
/(*2V\VWHP
&RGHUHYLHZV
,QWUXGHULVQRWGHWHFWHG 7KHJDWHLVRQO\XQORFNHGLI
$,%2VXFFHVVIXOO\GHWHFWVDQ
DXWKRUL]HGSHUVRQ)DQG
)
/(*2V\VWHPLVQRW
QRWLILHGDERXWWKH
LQWUXGHU
7KHJDWHLVRQO\XQORFNHGLI
$,%2VXFFHVVIXOO\GHWHFWVDQ
DXWKRUL]HGSHUVRQ)DQG
),QDGGLWLRQWKHFXWWLQJ
URERWZLOOVWRSLIWKH
FRPPXQLFDWLRQEHWZHHQWKH
$,%2DQG/(*2V\VWHP
EHFRPHVXQDYDLODEOH)LLL
)LY)DQG)
6RIWZDUHHUURULQWKH
/(*2V\VWHP
&RGHUHYLHZV
 *DWHLVQRWFORVHG
ZKHQLQWUXGHU
HQWHUVWKHHQWUDQFH
DUHD
8QDXWKRUL]HG
SHUVRQLV
DOORZHGWR
HQWHUWKH
VDIHW\]RQH
DQGFDQEH
LQMXUHGLIKHLV
QRWWUDLQHGWR
RSHUDWHLQ
VXFK
HQYLURQPHQWV
+DUGZDUHIDLOXUHLQWKH
/(*2V\VWHP
&KHFNEDWWHU\VWDWXVDQGDFWXDWRU
VWDWXV
 

7KHJDWHFORVHVWRODWH
DQGKLWVSHUVRQ
HQWHULQJWKHVDIHW\]RQH
7KHJDWHLVDOZD\VFORVHGH[FHSW
ZKHQDXWKRUL]HGSHUVRQVRSHQLW
7KH\ZLOODOVREHLQFKDUJHRI
FORVLQJLW)
7KHJDWHFORVHVRQO\
DXWRPDWLFDOO\LIDXWKRUL]HG
SHUVRQQHOOHDYHWKHHQWUDQFHDUHD
RUWKHFRQWURODSSOLFDWLRQRU
$,%2EHFRPHVXQDYDLODEOH
)))DQG)
,QFOXGHFORVLQJJDWHVLJQDOZKHQ
JDWHFORVLQJ
 $SHUVRQJHWV
LQMXUHGE\WKHJDWH
,QMXU\WR
SHUVRQ
([SRVHGLQWHUQDOSDUWV
RIWKHJDWH
$YRLGXQQHFHVVDU\H[SRVXUHRI
LQWHUQDOSDUWVLQWKHJDWHGHVLJQ
 3HUVRQEXPSVLQWR
WKHFXWWLQJURERW
,QMXU\WR
SHUVRQ
,QFDXWLRXVQHVVRI
SHUVRQZRUNLQJLQWKH
VDIHW\]RQH
$OZD\VVWRSFXWWLQJURERWZLWK
DUPLQDORZHUHGSRVLWLRQ
5HTXLUHXVHRISURWHFWLYH
FORWKLQJVXFKDVKHOPHWV
 &XWWLQJEODGHIDOOV
RIIWKHFXWWLQJDUP
3HUVRQLVKLW
E\EODGH
3RVVLEOHGHDWK
RULQMXU\
'HIHFWLYHEODGHRU
FXWWLQJDUPDQGFXWWLQJ
DUPVWRSSHGLQXSULJKW
SRVLWLRQ
$OZD\VVWRSFXWWLQJURERWZLWK
DUPLQDORZHUHGSRVLWLRQ
(QVXUHJRRGTXDOLW\RIFXWWLQJ
DUPGHVLJQDQGWKHFRQQHFWLRQV
RIWKHEODGHWRWKHDUP
1.25 Requirements 
7KLVVHFWLRQOLVWVWKHUHTXLUHPHQWVIRUWKHV\VWHP7KHUHTXLUHPHQWVGHVFULEHWKH
IXQFWLRQDOLW\LQWKHIXQFWLRQDOUHTXLUHPHQWVDQGWKHTXDOLW\DWWULEXWHVLQWKHTXDOLW\
UHTXLUHPHQWVSURYLGHGE\WKHV\VWHP7KHVHUHTXLUHPHQWVDUHEDVHGRQWKHILQDO
UHTXLUHPHQWVIRUWKHSURWRW\SHGHYHORSHGE\.DULQH6¡UE\>@7KHUHTXLUHPHQWVIURP
>@DUHOLVWHGLQ:HKDYHUHZULWWHQWKHVHLQRUGHUWRVHSDUDWHGHVLJQFKRLFHVIURP
V\VWHPUHTXLUHPHQWV7KHPDLQGLIIHUHQFHEHWZHHQWKHUHTXLUHPHQWVLVWKDWZHKDYH
H[WUDFWHGFRQVWUDLQWVWRKDUGZDUHSXWLWDVHSDUDWHVHFWLRQ:HKDYHGRQHWKLVVLQFHRXU
IRFXVLVRQPRGLILDELOLW\DQGWKLVZLOODOORZXVWRXVHRWKHUKDUGZDUHFRPSRQHQWVZLWKRXW
FKDQJLQJWKHV\VWHPUHTXLUHPHQWVLIWKHOLPLWDWLRQVWRUHVRXUFHVFKDQJH2XUUHTXLUHPHQWV
SURYLGHWKHVDPHUHTXLUHPHQWVWRIXQFWLRQDOLW\DQGTXDOLW\ZLWKWZRH[FHSWLRQVWKH
UHTXLUHPHQWVWRPRGLILDELOLW\DUHQHZDQGWKHRSWLRQWRVWDUWWKHFXWWLQJURERWIURPWKH
FRQWURODSSOLFDWLRQLVUHPRYHGIRUVDIHW\UHDVRQVLGHQWLILHGLQWKHSUHOLPLQDU\KD]DUG
DQDO\VLV
 
1.25.1 Constraints 
7KLV VHFWLRQ GHVFULEHV WKH FRQVWUDLQWV WR WKH SURWRW\SH V\VWHP $OWKRXJK WKHVH
FRQVWUDLQWV DUH SDUW RI WKH UHTXLUHPHQWV VSHFLILFDWLRQ WKH\ DUH QRW FRQVLGHUHG WR EH
QHFHVVDU\ IRU WKH VXFFHVV RI WKH V\VWHP 7KH\ DUH UDWKHU OLPLWDWLRQV VHW E\ WKH OLPLWHG
DPRXQW RI UHFRXUVHV DQG WKH KDUGZDUH DYDLODEOH 7KH FRQVWUDLQWV DUH OLVWHG EHORZ DQG
SUHIL[HGZLWKD&IRUFRQVWUDLQW
& 7KHDXWKRUL]DWLRQPHFKDQLVPVKDOOEHD6RQ\$,%2
& 7KHFXWWLQJURERWVKDOOEHEXLOWLQ/(*2
& 7KHJDWHWRWKHVDIHW\]RQHVKDOOEHEXLOWLQ/(*2
& 7KHVDIHW\]RQHVXUURXQGLQJWKHFXWWLQJURERWVKDOOEHUHVWULFWHGE\DZDOOEXLOWLQ
/(*2DQGDJDWH
& 7KHVWDUWDQGVWRSEXWWRQVSODFHGDWWKHHQWUDQFHVKDOOEHEXLOWLQ/(*2
& $/(*20LQGVWRUP5&;VKDOOFRQWUROWKHFXWWLQJURERWVWDUWVWRSWKHJDWH
RSHQFORVHDQGORFNXQORFNDQGLQWHUSUHWWKHVLJQDOVIURPWKHRQDQGRIIEXWWRQV
& 7KHFRPPXQLFDWLRQEHWZHHQWKHFRQWURODSSOLFDWLRQDQGWKH5&;VKDOOEHWKURXJK
LQIUDUHGVLJQDOV
& 7KHFRPPXQLFDWLRQEHWZHHQWKHFRQWURODSSOLFDWLRQDQGWKH$,%2VKDOOEHWKURXJKD
ZLUHOHVV/$1

1.25.2 Functional requirements 
7KLVVHFWLRQOLVWVWKHIXQFWLRQDOUHTXLUHPHQWVIRUWKHSURWRW\SH7KHVHUHTXLUHPHQWVDUH
SUHIL[HGZLWKDQ)IRUIXQFWLRQDOUHTXLUHPHQWV
) 7KHFXWWLQJURERWVKDOO
) VWRSRSHUDWLQJLI
L WKH2IIEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHG
LL WKHFRQWURODSSOLFDWLRQVHQGVD´VWRSFXWWLQJµVLJQDO
LLL WKHFRPPXQLFDWLRQEHWZHHQWKHDXWKRUL]DWLRQPHFKDQLVPDQGWKHFRQWUROOHU
DSSOLFDWLRQLVORVWUHSOLFDWHGLQ)LL
LY WKHFRPPXQLFDWLRQEHWZHHQWKHFRQWURODSSOLFDWLRQDQGWKHFXWWLQJURERWLV
ORVW
Y WKHJDWHLVRSHQHG
) VWDUWRSHUDWLQJLI
L WKH2QEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHGE\DQDXWKRUL]HGSHUVRQ
) 7KHDXWKRUL]DWLRQPHFKDQLVPVKDOO
) PRQLWRUWKHHQWUDQFHDUHDIRUSHUVRQQHOVHDUFKIRUJUHHQPDQDQGSLQNEDOO
) VHDUFKIRUJUHHQ/(*2PHQDXWKRUL]HGSHUVRQQHORUSLQNEDOOXQDXWKRUL]HG
) QRWLI\WKHFRQWURODSSOLFDWLRQLI
L LWGHWHFWVDQDXWKRUL]HGSHUVRQJUHHQ/(*2PDQRUDQXQDXWKRUL]HGSHUVRQ
SLQNEDOOHQWHULQJWKHHQWUDQFHDUHD
LL LWGHWHFWVDQDXWKRUL]HGSHUVRQRULQWUXGHUOHDYLQJWKHHQWUDQFHDUHD
) 7KHFRQWURODSSOLFDWLRQVKDOO
) VHQGDVWRSVLJQDOWRWKHFXWWLQJURERW
L RQXVHUUHTXHVW
 
LL WKHFRPPXQLFDWLRQEHWZHHQWKHDXWKRUL]DWLRQPHFKDQLVPDQGWKHFRQWUROOHU
DSSOLFDWLRQLVORVWUHSOLFDWHGLQ)LLL
LLL WKHDXWKRUL]DWLRQPHFKDQLVPEHFRPHVXQDYDLODEOH
) VHQGD´FORVHGDQGORFNJDWHµVLJQDOWRWKHJDWHZKHQWKHFRPPXQLFDWLRQZLWK
WKHLVDXWKRUL]DWLRQPHFKDQLVPORVW
) GLVSOD\VWDWXVLQIRUPDWLRQZKHQ
L FRPPXQLFDWLRQZLWKDXWKRUL]DWLRQPHFKDQLVPLVORVW
LL FRPPXQLFDWLRQWRIDFWRU\V\VWHPLVORVW
LLL 7KHFXWWLQJURERWKDVVWDUWHG
LY 7KHFXWWLQJURERWKDVVWRSSHG
Y ,QWUXGHULVGHWHFWHGLQWKHHQWUDQFHDUHD
YL $XWKRUL]HGSHUVRQLVGHWHFWHGLQHQWUDQFHDUHD
YLL 7KHFXWWLQJURERWFDQQRWEHVWDUWHG
YLLL 7KHJDWHLVRSHQHG
L[ 7KHJDWHLVFORVHG
) 7KHJDWHVKDOO
) XQORFNLIDQDXWKRUL]HGSHUVRQJUHHQ/(*2PDQHQWHUVWKHHQWUDQFHDUHD
) RSHQLIWKHJDWHZKHHOLQWKHHQWUDQFHDUHDLVWXUQHG
) FORVHLIWKHDXWKRUL]HGSHUVRQOHDYHVWKHHQWUDQFHDUHDZLWKRXWFORVLQJWKHJDWH
) ORFNLILWDXWKRUL]HGSHUVRQOHDYHVWKHHQWUDQFHDUHD
) FORVHLILWLVRSHQDQGWKH2QEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHG
) FORVHDQGORFNLIWKHFRPPXQLFDWLRQEHWZHHQWKHDXWKRUL]DWLRQPHFKDQLVPDQG
WKHFRQWURODSSOLFDWLRQLVORVW
) FORVHDQGORFNLIWKHFRPPXQLFDWLRQEHWZHHQWKHFRQWURODSSOLFDWLRQDQGWKHJDWH
LVORVW

1.25.3 Quality requirements 
7KLVVHFWLRQOLVWVWKHTXDOLW\UHTXLUHPHQWVIRUWKHV\VWHP7KHVHUHTXLUHPHQWVDUHEDVHG
RQWKHILQDOUHTXLUHPHQWVIRUWKHSURWRW\SHGHYHORSHGLQ>@7KHTXDOLW\UHTXLUHPHQWVDUH
SUHIL[HGZLWKDQ1IRUQRQIXQFWLRQDOUHTXLUHPHQWV

1 6DIHW\UHTXLUHPHQWV
1 7KHFXWWLQJURERWVKDOOQRW
L EHRSHUDWLQJLIDSHUVRQLVLQVLGHWKHVDIHW\]RQH
LL EHRSHUDWLQJLIWKHFRQWURODSSOLFDWLRQLVQRWDFWLYDWHGDQGDYDLODEOH
LLL EHRSHUDWLQJLIWKHDXWKRUL]DWLRQPHFKDQLVPLVXQDYDLODEOH
LY EHRSHUDWLQJLIWKHJDWHLVRSHQ
1 7KHJDWHVKDOOQRW
L EHXQORFNHGZKHQDQLQWUXGHULVLQWKHHQWUDQFHDUHD
LL EHXQORFNHGZKHQDXWKRUL]HGVWDIILVQRWLQWKHHQWUDQFHDUHD
1 7KHFRQWURODSSOLFDWLRQVKDOOQRW
L VWDUWWKHFXWWLQJURERW
1 6HFXULW\UHTXLUHPHQWV
1 &RQILGHQWLDOLW\
L RQO\DGPLQLVWUDWRUVVKDOOEHDEOHWRRSHUDWHWKHFRQWURODSSOLFDWLRQ
LL VRXUFHFRGHDQGFRQWUROSDUDPHWHUVVKDOORQO\EHDYDLODEOHWRV\VWHP
DGPLQLVWUDWRUV
 
1 ,QWHJULW\
L WKHGDWDH[FKDQJHEHWZHHQWKHDXWKHQWLFDWLRQPHFKDQLVPDQGWKHFRQWURO
DSSOLFDWLRQVKDOOQRWEHFRUUXSWHGRUDOWHUHG
LL WKHGDWDH[FKDQJHEHWZHHQWKHFRQWURODSSOLFDWLRQDQGWKHHQWUDQFHJDWHVKDOO
QRWEHFRUUXSWHGRUDOWHUHG
LLL WKHGDWDH[FKDQJHEHWZHHQWKHFRQWURODSSOLFDWLRQDQGWKHFXWWLQJURERWVKDOO
QRWEHFRUUXSWHGRUDOWHUHG
LY WKHDXWKHQWLFDWLRQPHFKDQLVPVKDOOQRWEHFRUUXSWHGRUDOWHUHG
Y PHFKDQLVPVWKDWFRQWUROWKHHQWUDQFHJDWHDQGWKHFXWWLQJURERWVKDOOQRWEH
FRUUXSWHGRUDOWHUHG
YL WKHFRQWURODSSOLFDWLRQVKDOOQRWEHFRUUXSWHGRUDOWHUHG
1 $YDLODELOLW\
L WKHFRQWURODSSOLFDWLRQVKDOOEHDYDLODEOHRIWKHWLPHWKHFXWWLQJURERWLV
UXQQLQJ
LL GDWDH[FKDQJHGEHWZHHQWKHDXWKHQWLFDWLRQPHFKDQLVPDQGFRQWURODSSOLFDWLRQ
VKDOOQRWEHORVW
LLL WKHGDWDH[FKDQJHEHWZHHQWKHFRQWURODSSOLFDWLRQDQGWKHHQWUDQFHJDWHVKDOO
QRWEHORVW
LY WKHGDWDH[FKDQJHEHWZHHQWKHFRQWUROV\VWHPDQGWKHFXWWLQJURERWVKDOOQRW
EHORVW
1 $XWKHQWLFLW\
L WRRSHUDWHWKHFRQWURODSSOLFDWLRQSHUVRQQHOKDVWRLGHQWLI\WKHPVHOYHVDV
DXWKRUL]HGXVHUV
1 0RGLILDELOLW\
1 ,WVKDOOEHSRVVLEOHWRFKDQJHRUH[FKDQJHWKHXVHULQWHUIDFHWRWKHFRQWURO
DSSOLFDWLRQZLWKRXWFKDQJLQJDQ\RWKHUHOHPHQWVLQWKHV\VWHP
1 ,WVKDOOEHSRVVLEOHWRFKDQJHDXWKRUL]DWLRQPHFKDQLVPVDWWKHHQWUDQFHJDWH
ZLWKRXWFKDQJLQJDQ\RWKHUHOHPHQWVLQWKHV\VWHP3RVVLEOHFKDQJHVDUH
L $GGPRUHPRQLWRULQJXQLWV$,%2
LL $GGFRPPXQLFDWLRQEHWZHHQPRQLWRULQJXQLWV$,%2
LLL $GGIXQFWLRQDOLW\IRUWKHPRQLWRULQJXQLWV$,%2WRIROORZDXWKRUL]HG
SHUVRQQHORULQWUXGHUVLQDGHILQHGDUHDHQWUDQFHDUHDRUVDIHW\]RQH
LY 5HSODFHWKHPRQLWRULQJXQLWZLWKDGLIIHUHQWDXWKRUL]LQJPHFKDQLVPHJNH\
FDUGDWWKHJDWH
1 ,WVKDOOEHSRVVLEOHWRFKDQJHWKHFRPPXQLFDWLRQLQWHUIDFHEHWZHHQWKH
DXWKRUL]DWLRQPHFKDQLVPDQGWKHFRQWURODSSOLFDWLRQIURPWHOQHWWR&25%$
7KHUHVKDOOEHQRQHHGWRFKDQJHV\VWHPHOHPHQWVUHVSRQVLEOHIRUWKH
IXQFWLRQDOLW\RIWKHV\VWHP,WVKRXOGEHSRVVLEOHWRLPSOHPHQWWKLVFKDQJHLQ
SHUVRQZHHN
1 ,WVKDOOEHSRVVLEOHWRFKDQJHWKHFRPPXQLFDWLRQLQWHUIDFHEHWZHHQWKH
PHFKDQLVPVFRQWUROOLQJWKHJDWHDQGWKHFXWWLQJURERWDQGWKHFRQWURO
DSSOLFDWLRQIURP,5WR%OXHWRRWK7KHUHVKDOOEHQRQHHGWRFKDQJHV\VWHP
HOHPHQWVUHVSRQVLEOHIRUWKHIXQFWLRQDOLW\RIWKHV\VWHP,WVKRXOGEHSRVVLEOH
WRLQWHJUDWHWKLVFKDQJHLQSHUVRQZHHN
1 $GGLQJUHPRYLQJRUFKDQJLQJDIXQFWLRQDOUHTXLUHPHQWVKDOOQRWLPSRVH
FKDQJHVWRHOHPHQWVRIWKHV\VWHPLPSOHPHQWLQJRWKHUIXQFWLRQDO
UHTXLUHPHQWV6LQFHWKHSURWRW\SHLVXVHGLQDUHVHDUFKDUHDLWLVPRVWOLNHO\
WKDWWKHSURWRW\SHFDQEHDOWHUHGVRWKDWWKHIXQFWLRQDOLW\LVFKDQJHGWRWDOO\,Q
DGGLWLRQLWVKRXOGEHSRVVLEOHWRXVHWKHVDPHDUFKLWHFWXUHLQDUHDOZRUOG
YHUVLRQRIWKHV\VWHPHJZLWKDUHDOFXWWLQJURERW

 
1.25.4 Use cases 
Actor Description 
$GPLQLVWUDWRU 7KLV DFWRU LV WKH V\VWHPDGPLQLVWUDWRU ,W LV KLV UHVSRQVLELOLW\
WKDWWKHV\VWHPLVRSHUDWLRQDO+HLVDXWKRUL]HGWRRSHUDWHWKH
FRQWURODSSOLFDWLRQ
$XWKRUL]HGSHUVRQQHO 7KLVDFWRULVDXWKRUL]HGWRHQWHUWKHVDIHW\]RQH
8QDXWKRUL]HGSHUVRQQHO 7KLVDFWRULVSHUVRQQHOQRWDOORZHGLQWRWKHVDIHW\]RQH

Start cutting robot
Close Gate
Open Gate
Authorized 
personnel
Stop cutting robotUnauthorized 
personnel
Remote stop cutting robotAdministrator

)LJXUH.H\80/
8VH&DVH 6WDUWFXWWLQJURERW)L
$FWRUV $XWKRUL]HGSHUVRQQHO
6XPPDU\ 7KHDFWRUVWDUWVWKHFXWWLQJURERWIURPWKH2QEXWWRQSODFHGLQWKH
HQWUDQFHDUHD
3UHFRQGLWLRQ • 7KHUHDUHQRWDQ\SHUVRQVLQWKHVDIHW\]RQH1L
• 7KHFRQWURODSSOLFDWLRQLVDFWLYDWHGDQGDYDLODEOH1LLDQG
)LY
• 7KH DXWKRUL]DWLRQ PHFKDQLVP LV DFWLYDWHG DQG DYDLODEOH
1LLLDQG)LLLDQG)LLL
• 7KHJDWHLVFORVHG)YDQG1LY
%DVLF &RXUVH RI
(YHQWV
 $Q$XWKRUL]HGSHUVRQHQWHUVWKHHQWUDQFHDUHD
 7KH V\VWHP LGHQWLILHV WKH SHUVRQ DV $XWKRUL]HG SHUVRQQHO
))DQG)L
 7KH$XWKRUL]HGSHUVRQSUHVVHVWKH2QEXWWRQ
 7KHV\VWHPVWDUWVWKHFXWWLQJURERW
$OWHUQDWLYH3DWKV 1RQH
 
([FHSWLRQ3DWKV 1RQH
3RVWFRQGLWLRQ 7KHFXWWLQJURERWLVRSHUDWLQJ
$XWKRU -RKQ,QJH+HUYLN
'DWH 

8VH&DVH 6WRSFXWWLQJURERW)L
$FWRUV $XWKRUL]HGSHUVRQQHO8QDXWKRUL]HGSHUVRQQHO
6XPPDU\ 7KHDFWRUVWRSVWKHFXWWLQJURERWIURPWKH2IIEXWWRQSODFHGLQWKH
HQWUDQFHDUHD
3UHFRQGLWLRQ • 7KHFXWWLQJURERWLVRSHUDWLQJ
%DVLF &RXUVH RI
(YHQWV
 7KHDFWRUSUHVVHVWKH2IIEXWWRQLQWKHHQWUDQFHDUHD
 7KHV\VWHPVWRSVWKHFXWWLQJURERW
$OWHUQDWLYH3DWKV 1RQH
([FHSWLRQ3DWKV 1RQH
3RVWFRQGLWLRQ 7KHFXWWLQJURERWLVQRWRSHUDWLQJ
$XWKRU -RKQ,QJH+HUYLN
'DWH 

8VH&DVH 5HPRWHVWRSFXWWLQJURERW)LLDQG)L
$FWRUV $GPLQLVWUDWRU
6XPPDU\ 7KHDFWRUVWRSVWKHFXWWLQJURERWIURPWKHFRQWURODSSOLFDWLRQ
3UHFRQGLWLRQ • 7KHFXWWLQJURERWLVRSHUDWLQJ
• 7KHDGPLQLVWUDWRU LV LGHQWLILHGDV DQDXWKRUL]HGXVHU WR WKH
FRQWURODSSOLFDWLRQ1LDQG1L
%DVLF &RXUVH RI
(YHQWV
 7KH DGPLQLVWUDWRU VXEPLWV D UHTXHVW WR VWRS WKH FXWWLQJ
URERWWRWKHFRQWURODSSOLFDWLRQ
 7KHV\VWHPVWRSVWKHFXWWLQJURERW
$OWHUQDWLYH3DWKV 1RQH
([FHSWLRQ3DWKV 1RQH
3RVWFRQGLWLRQ 7KHFXWWLQJURERWLVQRWRSHUDWLQJ
$XWKRU -RKQ,QJH+HUYLN
'DWH 

8VH&DVH 2SHQJDWH)
$FWRUV $XWKRUL]HGSHUVRQQHO
6XPPDU\ $QDXWKRUL]HGSHUVRQRSHQVWKHJDWHWRWKHVDIHW\]RQH
3UHFRQGLWLRQ • 7KHFRQWURODSSOLFDWLRQLVDFWLYDWHGDQGDYDLODEOH1LLDQG
)LY
• 7KH DXWKRUL]DWLRQ PHFKDQLVP LV DFWLYDWHG DQG DYDLODEOH
1LLLDQG)LLLDQG)LLL
• 7KHJDWHLVFORVHG)YDQG1LY
%DVLF &RXUVH RI
(YHQWV
 $Q$XWKRUL]HGSHUVRQHQWHUVWKHHQWUDQFHDUHD
 7KH V\VWHP LGHQWLILHV WKH SHUVRQ DV $XWKRUL]HG SHUVRQQHO
 
))DQG)L
 7KHV\VWHPXQORFNVWKHJDWH)
 7KH$XWKRUL]HGSHUVRQVWDUWVRSHQLQJWKHJDWH
 7KHV\VWHPVWRSVWKHFXWWLQJURERW)YDQG1LY
 7KHV\VWHPRSHQVWKHJDWH)
$OWHUQDWLYH3DWKV 1RQH
([FHSWLRQ3DWKV 1RQH
3RVWFRQGLWLRQ • 7KHJDWHLVRSHQ
• 7KHFXWWLQJURERWLVQRWRSHUDWLQJ
$XWKRU -RKQ,QJH+HUYLN
'DWH 

8VH&DVH &ORVHJDWH)DQG)
$FWRUV $XWKRUL]HGSHUVRQQHO
6XPPDU\ $QDXWKRUL]HGSHUVRQFORVHVWKHJDWHWRWKHVDIHW\]RQH
3UHFRQGLWLRQ • 7KHJDWHLVRSHQ
• $Q$XWKRUL]HGSHUVRQ LV LQ WKH HQWUDQFH DUHDRU WKH VDIHW\
]RQH
%DVLF &RXUVH RI
(YHQWV
 7KH $XWKRUL]HG SHUVRQ VWDUWV FORVLQJ WKH JDWH IRUP WKH
HQWUDQFHDUHD
 7KHV\VWHPFORVHVWKHJDWH)
 7KH$XWKRUL]HGSHUVRQOHDYHVWKHHQWUDQFHDUHD
 7KHV\VWHPORFNVWKHJDWH)LL)DQG1LL
$OWHUQDWLYH3DWKV ,QVWHSWKHDXWKRUL]HGSHUVRQGRHVQRWVWDUW ORVLQJWKHJDWH7KH
V\VWHP FORVHV WKH JDWH ZKHQ WKH $XWKRUL]HG SHUVRQ OHDYHV WKH
HQWUDQFHDUHD)
([FHSWLRQ3DWKV 1RQH
3RVWFRQGLWLRQ • 7KHJDWHLVFORVHG
• 7KHJDWHLVORFNHG
$XWKRU -RKQ,QJH+HUYLN
'DWH 
 
1.25.5 Legal states 
System Off
<<FailSafe>>
Cutting robot off
Gate Locked
System Available
All sys tem elements  
are available
Start all sys tem elements
System unavailable
<<FailSafe>>
Gate locked
Cutting robot off
Restart elem ent not functioning
System element s tops functioning

)LJXUH/HJDOV\VWHPVWDWHV
7KLVVHFWLRQGHVFULEHV WKH OHJDOVWDWHVRI WKHV\VWHP7KHVHWRI OHJDOVWDWHVGHILQHWKH
V\VWHPVWDWHVWKDWZLOOHQVXUHVDIHW\IRULWVHQYLURQPHQW)LJXUHVKRZVDQRYHUYLHZRI
OHJDOVWDWHVLQWKHV\VWHPDQGWKHDFWLRQVWKDWLPSRVHVWDWHFKDQJHV:KHQWKHV\VWHPLVLQ
6\VWHP2IIVWDWHDOOWKHHOHPHQWVRIWKHV\VWHPDUHVKXWGRZQ$VLQGLFDWHGE\WKHQRWH
DWWDFKHGWRWKLVVWDWHWKHFXWWLQJURERWPXVWEHWXUQHGRIIDQGWKHJDWHPXVWEHORFNHGLQ
WKLV VWDWH $IWHU VWDUWLQJ DOO WKH V\VWHP HOHPHQWV WKH V\VWHP LV LQ WKH VWDWH ´6\VWHP
$YDLODEOHµ7KLVVWDWHLVWKHRSHUDWLRQDOVWDWHDQGUHSUHVHQWVWKHVWDWHWKHV\VWHPZLOOEHLQ
XQGHU QRUPDO FRQGLWLRQV 7KH VWDWH ´6\VWHP $YDLODEOHµ LV GHFRPSRVHG LQWR ILYH
RSHUDWLRQDOVWDWHVDVVKRZQLQ)LJXUH,IRQHRUHPRUHHOHPHQWVLQWKHV\VWHPVWRSWKH
V\VWHPJRHVLQWRWKHVWDWH´8QDYDLODEOHµ$VZLWKWKHVWDWH´6\VWHP2IIµWKHFXWWLQJURERW
PXVWEHVKXWRIIDQGWKHJDWHPXVWEHORFNHG
6LQFHWKHV\VWHPLVDVDIHW\FULWLFDOV\VWHPLWKDVDIDLOVDIHVWDWH:KHQWKHFXWWLQJURERW
LVWXUQHGRIIDQGWKHJDWHLVORFNHGWKHV\VWHPLVVDLGWREHLQDIDLOVDIHVWDWH7KLVPHDQV
WKDWWKHV\VWHPLVXQDEOHWRFDXVHDQ\VDIHW\ULVN
 
Cutting robot off 
Gate locked
<<FailSafe>> Cutting robot operating 
Gate locked
Start cutting robot
Cutting robot operating 
Gate unlocked
Cutting robot off 
Gate unlocked
Authorized personnel in entrance area
Cutting robot off 
Gate open
The presence of 
a intruder has no 
practically effect on 
system state
No staff in, Close gate
Authorized personnel in entrance area
Stopp cutting robot
Open gate
Authorized personnel leaves entrance
Start cutting robot
Stop cutting robot
Authorized personnel leaves entrance

)LJXUH'HWDLOHGVWDWHVLQWKH6\VWHP$YDLODEOHVWDWH
1.26 Risk Management 
7KLVSKDVHRIWKHGHYHORSPHQWLVFRPSULVHGRIVHYHQVXEVWHSVDVVKRZQLQ)LJXUH
6DIHW\DQG VHFXULW\ UHTXLUHPHQWVDUHHOLFLWHG LQ VWHSDQG OLVWHG LQVHFWLRQ
6HFXULW\ WKUHDWV DUH LGHQWLILHG LQ VWHS ZKLOH ULVNV FRQFHUQLQJ VDIHW\ DUH DQDO\VHG DQG
HYDOXDWHG LQ VWHS  DQG  $IWHU HYDOXDWLQJ WKH ULVNV D GHFLVLRQ WR DFFHSW RU QRW WR
DFFHSWWKHYDULRXV ULVNV LVPDGH,IDULVN LVXQDFFHSWDEOH LWQHHGVWREHWUHDWHGZKLFK LV
GRQHLQVWHS$IWHUWKLVWKHV\VWHPGHVFULSWLRQDQGUHTXLUHPHQWVDUHXSGDWHGEHIRUHWKH
SKDVHLWHUDWHV:KHQDOOUHPDLQLQJULVNVDUHFRQVLGHUHGDFFHSWDEOHWKHSKDVHFRPSOHWHV
 

)LJXUH7KH VXESKDVHVRI WKH ULVNPDQDJHPHQWSKDVH
>@
1.26.1 Identify Security threats 
,QVWHSRIWKHGHYHORSPHQWSURFHVVWKHVHFXULW\WKUHDWVWRWKHV\VWHPDUHLGHQWLILHG
XVLQJ D 6HFXULW\+D]2S >@ 7KH 6HFXULW\+D]2S LV EDVHG RQ WUDGLWLRQDO +D]2S EXW
DGMXVWHGWRKDQGOHVHFXULW\FRQFHUQVLQDVDIHW\FRQWH[W>@,WLVSHUIRUPHGDVDWUDGLWLRQDO
+D]2SXVLQJJXLGHZRUGVDQGDWWULEXWHVLQDEUDLQVWRUPDFWLYLW\+RZHYHUWKHJXLGHZRUGV
DUHDGDSWHGWRWKHVHFXULW\GRPDLQDQGGLYLGHGLQWRSUHJXLGHZRUGVDQGSRVWJXLGHZRUGV
7KXVWKHVWUXFWXUHRIDQH[SUHVVLRQLQD6HFXULW\+D]2SLV

´Pre-guideword AttributeRIComponentGXHWRPost-Guidewordµ

>@ SURSRVHV EDVLF JXLGHZRUGV DQG DWWULEXWHV WR LGHQWLI\ VHFXULW\WKUHDWV VKRZQ LQ
7DEOH7KHSURSRVHGDWWULEXWHVLQWKHVHFXULW\+D]2SDUHFRQILGHQWLDOLW\LQWHJULW\DQG
DYDLODELOLW\$V VKRZQ LQ7DEOH WKHSURSRVHGDWWULEXWHV DUHGLVFORVXUHPDQLSXODWLRQ
DQG GHQLDO ZKLFK LV WKH QHJDWLRQ RI WKH VHFXULW\ DWWULEXWHV FRQILGHQWLDOLW\ LQWHJULW\ DQG
DYDLODELOLW\
 
7DEOH%DVLFJXLGHZRUGVDQGDWWULEXWHVLQVHFXULW\+D]2S>@
3UHJXLGHZRUG $WWULEXWH  3RVWJXLGHZRUG
'HOLEHUDWH
8QLQWHQWLRQDO
'LVFORVXUH
0DQLSXODWLRQ
'HQLDO
RI
&20321(17
GXHWR
,QVLGHU
2XWVLGHU
7HFKQLFDOIDLOXUH

,Q >@ D VHFXULW\+D]2S RQ WKH SURWRW\SH ZDV FRQGXFWHG >@ LGHQWLILHG WKH WKUHH
VXEV\VWHPV WKH $,%2 WKH 5&; WKH FRQWURO DSSOLFDWLRQ DQG WKH FRPPXQLFDWLRQ OLQNV
:/$1DQG,5DVWKHPRVWVHFXULW\FULWLFDOFRPSRQHQWVRIWKHV\VWHP,QRXUZRUNZH
VHHN WR PDLQWDLQ DW OHDVW WKH VDPH OHYHO RI VHFXULW\ DQG ZH WKHUHIRUH XVH WKH VHW RI
JXLGHZRUGVDWWULEXWHVDQGFRPSRQHQWVDV>@VHH$SSHQGL[$:HIRXQGWKDWPRVWRI
WKHVHFXULW\WKUHDWVDQGWKHLUFRXQWHUPHDVXUHVDUHUHOHYDQWIRUWKHQHZSURWRW\SHDVZHOO
+RZHYHUVRPHVHFXULW\WKUHDWVDUHDOUHDG\GHDOWZLWKLQWKHUHTXLUHPHQWVDQGDIHZRWKHUV
DUHGHDOWZLWKE\GLIIHUHQWGHVLJQFKRLFHV7KHGLIIHUHQFHVDUHVKRZQLQ7DEOH
7DEOH*XLGHZRUGVFRPSRQHQWVDQGDWWULEXWHVXVHGLQWKHVHFXULW\+D]2S
3UHJXLGHZRUG $WWULEXWH  3RVWJXLGHZRUG
'HOLEHUDWH
8QLQWHQWLRQDO
'LVFORVXUH
0DQLSXODWLRQ
'HQLDO
)DEULFDWLRQ
'HOD\
$,%2
3&FRQWUROOHURU
&RQWURO$SSOLFDWLRQ
&RPPXQLFDWLRQOLQNV
:/$1DQG,5
/(*26\VWHP
,QVLGHU
2XWVLGHU
7HFKQLFDOIDLOXUH
9LUXV
3K\VLFDOEORFNLQJ

,Q7DEOHWKHDWWULEXWHV WKHJXLGHZRUGVDQGWKHFRPSRQHQWVXVHG LQWKHVHFXULW\
+D]2SDUHOLVWHG7KHSUHJXLGHZRUGVDUHXVHGWRFRYHUWKHWZRSRVVLELOLWLHVWKDWDQDWWDFN
FDQEHGHOLEHUDWHRIXQLQWHQWLRQDOZKLOH WKHSRVWJXLGHZRUGVGHVFULEHWKHYDULRXVDJHQWV
ZKRFDQEHUHVSRQVLEOHIRUDQDWWDFNRQWKHV\VWHP7KHOLVWRIDWWULEXWHVLVDQH[WHQGHGOLVW
RI WKH SURSRVHG OLVW IURP >@ 7KH DGGHG DWWULEXWHV IDEULFDWLRQ DQG PDVTXHUDGH DUH
QHJDWLRQVRIWKHVHFXULW\DWWULEXWHDXWKHQWLFLW\ZKLOHWKHGHOD\DWWULEXWHLVDQHJDWLRQRIWKH
VHFXULW\DWWULEXWHDYDLODELOLW\
7KH UHVXOWV IURP WKH VHFXULW\+D]2S LGHQWLILHGSRVVLEOHEUHDFKHV WR WKH IRXU VHFXULW\
DWWULEXWHVRIFRQFHUQ>@)LUVWEUHDFKHVWRFRQILGHQWLDOLW\LQFOXGHGWKDWSHUVRQVPD\JHW
 
XQDXWKRUL]HGDFFHVVWRPHVVDJHVWUDQVPLWWHGWKURXJKWKH:/$1DQGWKH,5WRWKHGDWD
DQGVHWWLQJVRIWKH$,%2WKH/(*2V\VWHPDQGWKHFRQWURODSSOLFDWLRQ6HFRQGWKUHDWV
WRLQWHJULW\LQFOXGHGPRGLILFDWLRQVLQWUDQVPLWWHGPHVVDJHVDQGPDQLSXODWLRQRI$,%2WKH
/(*2 V\VWHP DQG WKH FRQWURO DSSOLFDWLRQ LQ VXFK D ZD\ WKDW WKHVH LJQRUH LPSRUWDQW
PHVVDJHV RU IDLO WR VHQG LPSRUWDQW PHVVDJHV 7KLUG WKH DYDLODELOLW\ LV WKUHDWHQHG LI
PHVVDJHVEHWZHHQ$,%2DQGWKHFRQWURODSSOLFDWLRQRUEHWZHHQWKH5&;DQGWKHFRQWURO
DSSOLFDWLRQDUHORVWRUGHOD\HG)LQDOO\LIIDOVHPHVVDJHVDUHLQWURGXFHGLQWRWKHV\VWHPRU
DQDJHQWPDVTXHUDGHVDVWKH$,%2RUWKHFRQWURODSSOLFDWLRQWKHDXWKHQWLFLW\DWWULEXWHLV
FRPSURPLVHG 7KH UHVXOWV IURP VHFXULW\+D]2S LQ >@ ZLWK FRQVHTXHQFHV FDXVHV DQG
FRXQWHUPHDVXUHV FDQ EH IRXQG LQ DSSHQGL[ $:H IRXQG WKDW WKHVH UHVXOWV ODUJHO\ DOVR
DSSO\WRWKHQHZSURWRW\SH7KHGLIIHUHQFHVIRXQGDUHJLYHQLQ7DEOH
7DEOH'LYHUJHQFHIURPWKHUHVXOWVRIWKHVHFXULW\+D]2SLQ>@
([SUHVVLRQ 6HFXULW\WKUHDW &RQVHTXHQFHV &DXVHV 1HZ
&RXQWHUPHDVXUHV
'HOLEHUDWHGHOD\RI
DOHUWVPHVVDJHVIURP
$,%2)URPWDEOH&
'HQLDORIVHUYLFH
DWWDFN
8QLQWHQWLRQDOGHOD\RI
DOHUWVPHVVDJHVIURP
$,%2)URPWDEOH&
7KH&RQWURO
$SSOLFDWLRQ
UHFHLYHVWKHDOHUW
PHVVDJHVIURP
$,%2WRRODWH
7KHJDWHPD\
FORVHWRRODWHDQG
WKHFXWWLQJURERW
PD\VWRSWRRODWH
LIVRPHRQHHQWHUV
WKHVDIHW\]RQH
3RVVLEOHGHDWKRU
LQMXU\RISHUVRQ
7HFKQLFDOIDLOXUH
7KHJDWHLVDOZD\V
FORVHGXQOHVVWKH
$,%2QRWLILHVWKH
/(*2V\VWHPRIDQ
DXWKRUL]HGSHUVRQLQ
WKHHQWUDQFHDUHD
6HHUHTXLUHPHQW
1LL
$Q´,QWUXGHU
DOHUWµIURP
$,%2WRWKH
&RQWURO
$SSOLFDWLRQLV
ORVWRUGHOD\HG
7KHJDWHLVQRW
FORVHGRUFORVHVWR
ODWHZKHQDSHUVRQ
HQWHUVWKH
HQWUDQFHDUHD
3RVVLEOHLQMXU\WR
SHUVRQ
7KHJDWHLVDOZD\V
FORVHGXQOHVVWKH
$,%2QRWLILHVWKH
/(*2V\VWHPRIDQ
DXWKRUL]HGSHUVRQLQ
WKHHQWUDQFHDUHD
6HHUHTXLUHPHQW
1LL
$Q´HQWHUHG
VDIHW\]RQHµ
VLJQDOIURP
$,%2WRWKH
&RQWURO
$SSOLFDWLRQLV
ORVWRUGHOD\HG
7KHFXWWLQJURERW
LVQRWVWRSSHGRU
VWRSVWRRODWH
ZKHQDSHUVRQ
HQWHUVWKHVDIHW\
]RQH3RVVLEOH
GHDWKRULQMXU\RI
SHUVRQ
7KH/(*2V\VWHP
ZLOOVWRSWKHFXWWLQJ
URERWLIWKHJDWH
RSHQV6HH
UHTXLUHPHQW1LY
'HOLEHUDWHGHQLDOGHOD\
RIPHVVDJHVLQWKH
:/$1FRPPXQLFDWLRQ
FKDQQHO)URPWDEOH
&
7KH
FRPPXQLFDWLRQ
OLQNEHFRPHV
XQDYDLODEOH
7KHJDWHLVQRW
FORVHGRUFORVHVWR
ODWHZKHQDSHUVRQ
HQWHUVWKH
,QWHUUXSWLRQRI
VLJQDOV,QWHUIHUHQFH
RIUDGLRVLJQDOVE\
RWKHU
VHQGHUV7UDQVPLWWHG
GDWDGHVWUR\HGE\
RWKHUHOHFWULFDO
GHYLFH(UURUVLQ
FRQILJXUDWLRQ
VHWWLQJVRIQHWZRUN
VHWWLQJV:/$1
FDUGUHPRYHGIURP
3&RU$,%2
7KHJDWHLVDOZD\V
FORVHGXQOHVVWKH
$,%2QRWLILHVWKH
/(*2V\VWHPRIDQ
 
 HQWUDQFHDUHDRUFXWWLQJURERWLV
QRWVWRSSHGRU
VWRSVWRRODWH
ZKHQDSHUVRQ
HQWHUVWKHVDIHW\
]RQH3RVVLEOH
GHDWKRULQMXU\WR
SHUVRQ
 DXWKRUL]HGSHUVRQLQWKHHQWUDQFHDUHD
6HHUHTXLUHPHQW
1LL
7KH/(*2V\VWHP
ZLOOVWRSWKHFXWWLQJ
URERWLIWKHJDWH
RSHQV6HH
UHTXLUHPHQW1LY
'HOLEHUDWH
IDEULFDWLRQPDVTXHUDGH
RI$,%2)URPWDEOH
&
8QDXWKRUL]HG
XVHUFRPSRQHQW
DFWVDV$,%2
DQGIDEULFDWHV
PHVVDJHV
0DVTXHUDGH
$,%2VHQGV
PHVVDJHVWKDWVWDII
RULQWUXGHULVQRW
LQHQWUDQFHDUHDRU
VDIHW\]RQHDQ\
ORQJHUZKHQWKH\
VWLOODUHSUHVHQW
3RVVLEOHGHDWKRU
LQMXU\WRSHUVRQ
0DVTXHUDGH$,%2
KDVWDNHQWKHUROHDV
WKHRULJLQDO$,%2
7KHDGPLQLVWUDWRU
FRQQHFWVWKH
&RQWURO$SSOLFDWLRQ
WRWKH$,%2IURP
WKH&RQWURO
$SSOLFDWLRQ7KXV
WKHDGPLQLVWUDWRU
KDVFRQWURODQGWKH
UHVSRQVLELOLW\RYHU
WKHFRQQHFWLRQ6HH
VHFWLRQ
'HOLEHUDWH
IDEULFDWLRQPDVTXHUDGH
RI&RQWURO$SSOLFDWLRQ
)URPWDEOH&
8QDXWKRUL]HG
XVHUFRPSRQHQW
DFWVDV&RQWURO
$SSOLFDWLRQDQG
IDEULFDWHV
PHVVDJHV
0DVTXHUDGH
&RQWURO
$SSOLFDWLRQVHQGV
VWDUWFXWWLQJURERW
RURSHQJDWH
PHVVDJHWR
/(*2V\VWHP
3RVVLEOHGHDWKRU
LQMXU\WRSHUVRQ
0DVTXHUDGH&RQWURO
$SSOLFDWLRQKDV
WDNHQWKHUROHDVWKH
RULJLQDO&RQWURO
$SSOLFDWLRQ
7KH&RQWURO
$SSOLFDWLRQWKH
/(*2V\VWHPDQG
WKH&RPPXQLFDWLRQ
EHWZHHQWKHPDUH
SK\VLFDOVKLHOGHG
6HHWKH6HFXULW\YLHZ
VHFWLRQ
1.26.2 Analyze Risk 
7KH IRXUWK VWHS LQ WKH ULVNPDQDJHPHQWSKDVH LV VWHS$QDO\VH ULVN ,W FRQVLVWVRI
LGHQWLI\LQJ VDIHW\ FRQVHTXHQFHV  LGHQWLI\LQJ OLNHOLKRRG RI D ULVN  DQG
HVWLPDWLQJWKHOHYHORIULVN,QVWHSWKHVDIHW\FRQVHTXHQFHVDUHLGHQWLILHGIRU
HDFK VHFXULW\ WKUHDW IRXQG LQ WKH VHFXULW\+D]2S ZKLFK FDQ EH IRXQG LQ WKH VHFXULW\
+D]2S WDEOHV LQ DSSHQGL[ $ DQG LQ VHFWLRQ  )RU HDFK VDIHW\ FRQVHTXHQFH D
OLNHOLKRRGYDOXHLVHVWLPDWHGLQVWHS7KLV OLNHOLKRRGYDOXHLVDUHSUHVHQWDWLRQRIWKH
OLNHOLKRRGWKDWDVHFXULW\WKUHDWZLOOOHDGWRDVDIHW\FRQVHTXHQFH)RUWKHLGHQWLILFDWLRQRI
VDIHW\FRQVHTXHQFHVDQGOLNHOLKRRGYDOXHWDEOHVDGRSWHGIURPWKH8.0R'VWDQGDUG
>@ZKHUHXVHG7KHUHVXOWVIURPVWHSDQGDUHXVHGWRHVWLPDWHWKHOHYHORI
ULVN LQ VWHS  7KH FODVVLILFDWLRQ XVHG WR HVWLPDWH WKH OHYHO RI ULVN LV GHILQHG LQ ,62
 >@ >@GHILQHV IRXUFODVVHVRI ULVNDQGGHVFULEHV WKH UHODWLRQVKLSEHWZHHQ WKHVH
 
FODVVHV DQG WKH VHYHULW\ DQG IUHTXHQF\ RI WKH KD]DUGV 7KH VHFXULW\+D]2S WDEOHV ZLWK
FRQVHTXHQFHYDOXHOLNHOLKRRGDQGFODVVLILFDWLRQOHYHODUHIRXQGLQ$SSHQGL[%
1.26.3 Evaluate Risk 
$IWHU DVVLJQLQJ WKH VHFXULW\ WKUHDWV DQG WKHLU VDIHW\ FRQVHTXHQFHV WR DSSURSULDWH ULVN
FODVVHVWKHULVNVDUHHYDOXDWHGWRGHFLGHZKHWKHUWKHULVNVDUHDFFHSWDEOHRUQRW7KHULVNV
DUH HYDOXDWHG DJDLQVW DFFHSWDQFH FULWHULD ,Q WKLV SURWRW\SH V\VWHP ULVNV DVVLJQHG WR ULVN
FODVVHV,,,DQG,,,DUHFRQVLGHUHGXQDFFHSWDEOHDQGQHHGWREHKDQGOHGLQVWHS7UHDW
ULVN:KLOHWKHULVNVDVVLJQHGWRFODVV,9DUHFRQVLGHUHGDFFHSWDEOHDQGZLOOQRWEHWUHDWHG
:HKDYH LGHQWLILHGFRXQWHUPHDVXUHV IRUDOO ULVNVZLWKFODVVLILFDWLRQ, ,, ,,,:HKDYH
IRXQG DOWHUQDWLYH FRXQWHUPHDVXUHV IRU WKH VHFXULW\ WKUHDWV WKDW GLIIHUHQWLDWH IURP6¡UE\V
VHFXULW\+D]2SDQGZHWKHUHIRUHDUJXHWKDWZHKDYHPDLQWDLQHGWKHVDPHVHFXULW\OHYHODV
6¡UE\LQ>@
1.26.4 Treat Risk 
5LVNV QRW FRQVLGHUHG DFFHSWDEOH ULVN FODVVHV , ,, DQG ,,, QHHG WR EH WUHDWHG )RXU
WHFKQLTXHVFDQEHDSSOLHGWRUHGXFHULVNVLQRUGHUWRPHHWWKHDFFHSWDQFHFULWHULD>@7KH
ILUVW LV WR HOLPLQDWH WKH KD]DUG ZKLFK LV WKH OHDVW H[SHQVLYH DQG PRVW HIIHFWLYH ZD\ WR
UHGXFHULVNV,QWKHSURWRW\SHKD]DUGHOLPLQDWLRQFDQEHDFKLHYHGE\UHPRYLQJWKHFXWWLQJ
URERW IURP WKH V\VWHP 8QIRUWXQDWHO\ WKLV ZLOO DOVR UHPRYH WKH PDLQ SXUSRVH RI WKH
V\VWHP DV D FXWWLQJ IDFWRU\ $QRWKHU WHFKQLTXH LV KD]DUG UHGXFWLRQ 7KH V\VWHP FDQ EH
GHVLJQHGIRUFRQWUROODELOLW\EDUULHUVFDQEHLQFOXGHGLQWKHV\VWHPRUUHGXFLQJWKHIDLOXUH
UDWHVRIFRPSRQHQWV$QH[DPSOHRIKD]DUGUHGXFWLRQ LQRXUSURWRW\SHZDV WRSXWXSD
JDWH WR VHDO RI WKH VDIHW\ FULWLFDO ]RQH DURXQG WKH FXWWLQJ URERW$ WKLUG WHFKQLTXH LV WR
FRQWUROWKHKD]DUGVLQWKHV\VWHP7KLVFDQEHDFKLHYHGE\OLPLWLQJWKHH[SRVXUHWLPHRI
WKHKD]DUGE\LVRODWLQJWKHKD]DUGRXVHOHPHQWVRUWREXLOGDSURWHFWLRQV\VWHPWKDWWDNHV
WKHV\VWHPWRDVDIHVWDWHLIDKD]DUGRXVHYHQWRFFXUV2XUSURWRW\SHKDVVXFKDSURWHFWLRQ
V\VWHPWRUHGXFHULVN)LQDOO\ULVNFDQEHUHGXFHGE\PLQLPL]LQJWKHGDPDJHDKD]DUGFDQ
DIIOLFW ([DPSOHV RI GDPDJH PLQLPL]DWLRQ DUH WR SUHSDUH HPHUJHQF\ SODQV DQG HVFDSH
URXWHVRUGHYLVHVIRUOLPLWLQJGDPDJHWRHTXLSPHQWRUSHRSOH
 
0RVWRIWKHVHFXULW\WKUHDWVLGHQWLILHGLQWKHVHFXULW\+D]RSDUHDOUHDG\GHDOWZLWKLQWKH
UHTXLUHPHQWV WR WKH QHZ SURWRW\SH 7KH PDLQ UHDVRQ IRU WKLV LV WKDW >@ UHYLVHG WKH
UHTXLUHPHQWVDIWHUWKHVHFXULW\+D]2S7KHQHZSURWRW\SHLVEDVHGRQWKHVHUHTXLUHPHQWV
ZKLFKUHVXOWLQHOLPLQDWLQJVHYHUDOWKUHDWVDWDQHDUO\VWDJH7ZRVHFXULW\WKUHDWVQHHGHGD
QHZFRXQWHUPHDVXUHDWGHVLJQ OHYHO WKHGHOLEHUDWH IDEULFDWLRQPDVTXHUDGHRI$,%2DQG
RI FRQWURO DSSOLFDWLRQ DV VKRZQ LQ7DEOH  )RU WKHVH WZR VHFXULW\ WKUHDWV WKH GHVLJQ
FKRLFHVGHVFULEHG DV FRXQWHUPHDVXUHVZLOOPRUHRU OHVV HOLPLQDWH WKHSRVVLELOLW\RI WKHVH
WKUHDWV
1.27 System Architecture 
,Q RXU GHYHORSPHQW SURFHVV VWHS  ZH EXLOG WKH DUFKLWHFWXUH DQG GHVLJQ GHVLJQ LV
GHVFULEHG LQ VHFWLRQ  RI WKH V\VWHP 7KLV VHFWLRQ GHVFULEHV WKH DUFKLWHFWXUH RI WKH
V\VWHP7KHDUFKLWHFWXUHLVGHVFULEHGXVLQJIRXUYLHZVDGHFRPSRVLWLRQYLHZDVDIHW\YLHZ
D VHFXULW\ YLHZ DQG DGHSOR\PHQW YLHZ LQ DGGLWLRQ WR D VHWRI VFHQDULRV RUJDQL]HG LQ D
XWLOLW\ WUHH >@ 7KH VFHQDULRV LQ WKH XWLOLW\ WUHH UHIOHFW WKHPRVW LPSRUWDQW DUFKLWHFWXUDO
GULYHV RI WKH V\VWHP VHFXULW\ VDIHW\ DQGPRGLILDELOLW\:KHQ FUHDWLQJ WKHYLHZV IRU WKH
V\VWHPZHXVHWKH$WWULEXWH'ULYHQ'HVLJQ$''PHWKRGGHVFULEHGLQVHFWLRQZLWK
WKHVFHQDULRVIURPWKHXWLOLW\WUHHDVLQSXW
7KH GHFRPSRVLWLRQ YLHZ VKRZV KRZ WKH V\VWHP LV GHFRPSRVHG WR DFFRPSOLVK LWV
IXQFWLRQDO WDVNV 7KXV WKLV YLHZ LGHQWLILHV WKH ODUJHVFDOH SLHFHV RI WKH V\VWHP VXFK DV
VXEV\VWHPVDQGWKHLUFRPSRQHQWVDQGKRZWKH\GHSHQGRQHDFKRWKHU>@7KHIRFXVLQ
WKLVYLHZLV WRGHVLJQWKHDUFKLWHFWXUH LQRUGHUWRPHHWWKHUHTXLUHPHQWVWRPRGLILDELOLW\
7KHVDIHW\YLHZLVFRQFHUQHGZLWKKRZWKHV\VWHPREWDLQVWKHUHTXLUHGVDIHW\OHYHOGHILQHG
E\ WKHVDIHW\ UHTXLUHPHQWV7KLVYLHZGHVFULEHV WKHV\VWHPFRPSRQHQWV WKDWSURYLGH WKH
V\VWHPVDIHW\DQGKRZWKHLUORJLFDOO\UHODWHG$QRWKHULPSRUWDQWDVSHFWLQWKLVYLHZLVKRZ
WKHV\VWHPGHDOVZLWKV\VWHPIDLOXUHWKDWFDQDIIHFWWKHVDIHW\RIWKHV\VWHP>@7KHVHFXULW\
YLHZGHVFULEHV WKHV\VWHPFRPSRQHQWV WKDWDUHFRQFHUQHGZLWKVHFXULW\ LVVXHVDQGZKDW
PHDVXUHVDUH WDNHQ WRHQVXUH WKDW WKH UHTXLUHPHQWV WR VHFXULW\DUHPHW7KHGHSOR\PHQW
YLHZIRFXVRQKRZWKHVRIWZDUHDUFKLWHFWXUHPDSVRQWRWKHSK\VLFDOGHYLFHVRIWKHV\VWHP
7KH GHSOR\PHQW YLHZ LV RIWHQ XVHG WR GHVFULEH SHUIRUPDQFH DYDLODELOLW\ DQG VHFXULW\
FRQFHUQV>@,QWKHQHZSURWRW\SHSHUIRUPDQFHLVQRWDQLPSRUWDQWFRQFHUQDQGZHDUH
RQO\LQWHUHVWHGLQDYDLODELOLW\IURPDVHFXULW\SHUVSHFWLYHZKLFKLVLQFOXGHGLQWKHVHFXULW\
 
YLHZ&RQVHTXHQWO\ZHRQO\XVH WKHGHSOR\PHQWYLHZWRVKRZKRZWKH VXEV\VWHPVDUH
PDSSHG RQWR SURFHVVLQJ XQLWV DQG WKH FRPPXQLFDWLRQPHGLXPV WKDW DUH XVHG EHWZHHQ
WKHP7KHGHFRPSRVLWLRQYLHZLVWKHSULPDU\YLHZLQWKHDUFKLWHFWXUDOGHVFULSWLRQDQGWKH
RWKHU YLHZV DUH EDVHG RQ LW 7KH VDIHW\ YLHZ VKRZV KRZ WKH PRGXOHV IURP WKH
GHFRPSRVLWLRQ YLHZ FRQFHUQHG ZLWK VDIHW\ LQWHUDFW LQ RUGHU WR GHVFULEH KRZ VDIHW\ LV
SURYLGHG7KH VDPHDSSO\ IRU VHFXULW\ LQ WKH VHFXULW\YLHZ7KHGHSOR\PHQWYLHZVKRZV
KRZ WKH VXEV\VWHPV IURP WKH GHFRPSRVLWLRQ YLHZ DUH DOORFDWHG RQWR WKH KDUGZDUH
UHVRXUFHV
,QVHFWLRQWKHVFHQDULRVIURPWKHXWLOLW\WUHHDUHOLVWHG$OOWKHVFHQDULRVUHIHUWR
RQHRUPRUHRIWKHTXDOLW\UHTXLUHPHQWVLQRUGHUWRVKRZWKHWUDFLQJIURPUHTXLUHPHQWVWR
DUFKLWHFWXUDO GHVLJQ 7KH IROORZLQJ VHFWLRQV VHFWLRQ  WKURXJK  GHVFULEH WKH
VWUXFWXUHVRIWKHV\VWHPLQWKHIRXUGLIIHUHQWYLHZV7KHVHYLHZVZLOOUHIHUWRWKHVFHQDULRV
LQ WKH XWLOLW\ WUHH ZKHUH FKRLFHV DUH PDGH LQ RUGHU WR IXOILO D VFHQDULR %\ XVLQJ WKHVH
UHIHUHQFHVWKHDUFKLWHFWXUDOFKRLFHVFDQEHWUDFHGEDFNWRWKHTXDOLW\UHTXLUHPHQWVWKH\DUH
PHDQWWRDGGUHVV
1.27.1 Utility tree scenarios 
$XWLOLW\ WUHH WULHV WR FDSWXUH WKHPRVW LPSRUWDQW TXDOLW\ DWWULEXWHVRI WKH V\VWHPDQG
GHFRPSRVHVWKHVHGRZQWRWKHOHYHORIVFHQDULRV$OWKRXJKDXWLOLW\WUHHLVXVXDOO\XVHGWR
KHOS LQ DQDO\]LQJ VRIWZDUH DUFKLWHFWXUH DV LQ $7$0 VHH VHFWLRQ  ZH XVH LW IRU
KHOSLQJGHVLJQWKHDUFKLWHFWXUHWRRPHHWWKHTXDOLW\UHTXLUHPHQWVDQGWRKHOSWUDFHGHVLJQ
FKRLFHV WR WKH UHTXLUHPHQWV $ XWLOLW\ WUHH VFHQDULR LV GHILQHG DV D VKRUW VWDWHPHQW
GHVFULELQJ DQ LQWHUDFWLRQ RI RQH VWDNHKROGHUZLWK WKH V\VWHP >@  6FHQDULRV VKRXOG EH
FRQFUHWHDQGXQDPELJXRXV7KHVFHQDULRVDUHJLYHQDTXDOLWDWLYHUDWLQJRIWKHLULPSRUWDQFH
UHODWHG WR WKH VXFFHVV RI WKH V\VWHP DQG D TXDOLWDWLYH UDWLQJ GHVFULELQJ WKH GLIILFXOW\ RI
IXOILOOLQJWKHP7KLVUDWLQJLVVHWLQSDUHQWKHVLVEHIRUHWKHVFHQDULRGHVFULSWLRQ$UDWLQJRI
+0ZLOOVLJQLI\DVFHQDULRWKDWLVRIKLJKLPSRUWDQFHIRUWKHVXFFHVVRIWKHV\VWHPDQG
RIPHGLXPGLIILFXOW\%HORZZHKDYHOLVWHGWKHVFHQDULRVLQWKHXWLOLW\WUHH7KHURRWQRGH
RI WKH WKUHH LV WKH 8WLOLW\ RI WKH V\VWHP ,W KDV WKUHH FKLOG QRGHV VHFXULW\ VDIHW\ DQG
PRGLILDELOLW\ZKLFKDUHWKHPRVWLPSRUWDQWTXDOLW\DWWULEXWHVWRWKHV\VWHP7KHOHDIQRGHV
RIWKHWUHHDUHWKHVFHQDULRVGHVFULELQJWKHTXDOLW\UHTXLUHPHQWV
Security 
 

$YDLODELOLW\
8 +0 WKH FRQWURO DSSOLFDWLRQ VKDOO EH DYDLODEOH RI WKH WLPH WKH FXWWLQJ
URERWLVUXQQLQJ1L
8 +/PHVVDJHVVHQWIURPWKHDXWKHQWLFDWLRQPHFKDQLVPWRWKHFRQWURODSSOLFDWLRQ
VKDOOEHFRQILUPHGDWDUULYDO1LL
8 +/PHVVDJHVVHQWEHWZHHQWKHPHFKDQLVPFRQWUROOLQJWKHHQWUDQFHJDWHDQGWKH
FRQWURODSSOLFDWLRQVKDOOEHFRQILUPHGDWDUULYDO1LLL
8 + / PHVVDJHV VHQW EHWZHHQ WKH PHFKDQLVP FRQWUROOLQJ WKH FXWWLQJ DQG WKH
FRQWURODSSOLFDWLRQVKDOOEHFRQILUPHGDWDUULYDO1LY
,QWHJULW\
8 + + WKH GDWD VHQW EHWZHHQ WKH DXWKHQWLFDWLRQ PHFKDQLVP DQG WKH FRQWURO
DSSOLFDWLRQ DUULYHV LQWDFW DQG XQDOWHUHG  RI WKH WLPH WKH FXWWLQJ URERW LV
DFWLYH1L
8 ++WKHGDWDVHQWEHWZHHQWKHHQWUDQFHJDWHDQGWKHFRQWURODSSOLFDWLRQDUULYHV
LQWDFWDQGXQDOWHUHGRIWKHWLPHWKHFXWWLQJURERWLVDFWLYH1LL
8 ++WKHGDWDVHQWEHWZHHQWKHFXWWLQJURERWDQGWKHFRQWURODSSOLFDWLRQDUULYHV
LQWDFWDQGXQDOWHUHGRIWKHWLPHWKHFXWWLQJURERWLVDFWLYH1LLL
8 +/WKHVRIWZDUHRIWKHDXWKHQWLFDWLRQPHFKDQLVPLVXQDYDLODEOHWRFKDQJH
RIWKHWLPHWKHFXWWLQJURERWLVUXQQLQJ1LY
8 + / WKH VRIWZDUH RI WKH PHFKDQLVPV WKDW FRQWURO WKH HQWUDQFH JDWH DQG WKH
FXWWLQJ URERW LV XQDYDLODEOH WR FKDQJH  RI WKH WLPH WKH FXWWLQJ URERW LV
UXQQLQJ1Y
8 +/ WKH FRQWURO DSSOLFDWLRQ VKDOO UXQ RQ D FRPSXWHU V\VWHP DYDLODEOH RQO\ WR
V\VWHPDGPLQLVWUDWRU1YL
&RQILGHQWLDOLW\
8 00RQO\DGPLQLVWUDWRUVVKDOOEHDEOHWRRSHUDWHWKHFRQWURODSSOLFDWLRQRI
WKHWLPH1L
8 / / VRXUFH FRGH DQG FRQWURO SDUDPHWHUV VKDOO RQO\ EH DYDLODEOH WR V\VWHP
DGPLQLVWUDWRUVRIWKHWLPH1LL
$XWKHQWLFLW\
8 +/SHUVRQQHOVKDOOLGHQWLI\WKHPVHOYHVDVDXWKRUL]HGXVHUVEHIRUHRSHUDWLQJWKH
FRQWURODSSOLFDWLRQ1L
Safety 
7KHFXWWLQJURERWVKDOOQRWEHDEOHWRKDUPSHUVRQV
8 +/DQDXWKRUL]HGSHUVRQLVLQVLGHWKHVDIHW\]RQHDQGWKHFXWWLQJURERWGRHVQRW
RSHUDWH1L
8 +/ WKHFRQWURODSSOLFDWLRQ LVXQDYDLODEOHDQGWKHFXWWLQJ URERW LV LQDFWLYHDQG
FDQQRWEHVWDUWHG1LL
8 +/WKHDXWKRUL]DWLRQPHFKDQLVPLVXQDYDLODEOHDQGWKHFXWWLQJURERWLVLQDFWLYH
DQGFDQQRWEHVWDUWHG1LLL
8 +/ WKH JDWH LV RSHQ DQG WKH FXWWLQJ URERW LV LQDFWLYH DQG FDQ QRW EH VWDUWHG
1LY
 
8 +/WKHV\VWHPLVIRUVRPHUHDVRQXQVXUHLIWKHUHFDQEHSHUVRQVLQWKHVDIHW\
]RQHDQGWKHFRQWURODSSOLFDWLRQFDQQRWVWDUWWKHFXWWLQJURERW1L
7KHJDWHVKDOOUHVWULFWHQWUDQFHWRWKHVDIHW\]RQH
8 +0DQLQWUXGHULVLQWKHHQWUDQFHDUHDDQGWKHJDWHLVORFNHG1L
8 + / DQ DXWKRUL]HG SHUVRQ LV QRW LQ WKH HQWUDQFH DUHD DQG WKH JDWH LV ORFNHG
1LL
Modifiability 
$GGIXQFWLRQDOLW\
8 0 0 PRUH $,%2 WR PRQLWRU WKH HQWUDQFH JDWH DUH DGGHG DQG HQDEOHG WR
FRPPXQLFDWH ZLWK HDFK RWKHU &KDQJHV WR H[LVWLQJ HOHPHQWV LQ WKH$,%2 DUH
FRPSOHWHGLQOHVVWKDQSHUVRQZHHN1LDQG1LL
8 00DGGIXQFWLRQDOLW\IRUWKH$,%2WRIROORZLQWUXGHUVRUDXWKRUL]HGSHUVRQQHO
LQ WKH HQWUDQFH DUHD DQG WKH VDIHW\ ]RQH &KDQJHV WR H[LVWLQJ HOHPHQWV LQ WKH
$,%2DUHFRPSOHWHGLQOHVVWKDQSHUVRQZHHN1LL
,PSURYHXVDELOLW\
8 + / D QHZ XVHU LQWHUIDFH WR WKH FRQWURO DSSOLFDWLRQ UHSODFHV WKH ROG RQH QR
HOHPHQWVRWKHUWKDQWKHXVHULQWHUIDFHLVDIIHFWHG1
5HSODFHHOHPHQWV
8 ++WKHFRPPXQLFDWLRQLQWHUIDFHEHWZHHQWKHFRQWURODSSOLFDWLRQDQG$,%2LV
FKDQJHG IURP WHOQHW WR&25%$DQGHOHPHQWV UHVSRQVLEOH IRU IXQFWLRQDOLW\ DUH
QRWDIIHFWHG1
8 + 0 UHSODFH WKH $,%2 ZLWK D NH\ FDUG PHFKDQLVP IRU DXWKRUL]DWLRQ RI
SHUVRQQHO1LY
8 + + WKH FRPPXQLFDWLRQ LQWHUIDFH EHWZHHQ WKH FRQWURO DSSOLFDWLRQ DQG
PHFKDQLVP FRQWUROOLQJ WKH JDWH DQG WKH FXWWLQJ URERW LV FKDQJHG IURP ,5 WR
%OXHWRRWKDQGHOHPHQWVUHVSRQVLEOHIRUIXQFWLRQDOLW\DUHQRWDIIHFWHG1
1.27.2 Decomposition view  
7KHSULPDU\DUFKLWHFWXUDOGULYHLQWKLVYLHZLVPRGLILDELOLW\7KHV\VWHPLVGHFRPSRVHG
LQWR WKUHH VXEV\VWHPV WKH $XWKRUL]DWLRQ0HFKDQLVP WKH &RQWURO $SSOLFDWLRQ DQG WKH
)DFWRU\ 6\VWHP 7KH PRWLYDWLRQ RI WKLV GHFRPSRVLWLRQ LV WR VHSDUDWH WKH IXQFWLRQDOLW\
HQVXULQJ WKDW RQH VXEV\VWHP FDQ EH UHSODFHG DV ORQJ DV LW SURYLGHV WKH VDPH LQWHUIDFH
87KH VXEV\VWHPVDOVRHQFDSVXODWH LWV LQWHUQDOEHKDYLRXUVR WKDW LQWHUQDOFKDQJHV LQ
RQH VXEV\VWHP GR QRW UHTXLUH FKDQJHV LQ RWKHU VXEV\VWHPV 8 8 DQG 8 $V
VKRZQ LQ )LJXUH  WKH &RQWURO $SSOLFDWLRQ LV GHSHQGHQW RQ WKH $XWKRUL]DWLRQ
0HFKDQLVPDQGWKH)DFWRU\6\VWHPLQRUGHUWRUHDVRQDERXWWKHRYHUDOOV\VWHPVWDWHDQGWR
LQLWLDWH WKHQHFHVVDU\VWDWHFKDQJHVVHHVHFWLRQ7KH)DFWRU\6\VWHPLVGHSHQGHQW
RQWKH&RQWURO$SSOLFDWLRQEXWRQO\LQUHVSHFWWRUHFHLYHUHTXHVWVIRUVWDWHFKDQJHV
 
Authorization 
Mechanism
<<subsystem>>
Control 
Application
<<subsystem>>
Factory system
<<subsystem>>

)LJXUH  7KH V\VWHP GHFRPSRVLWLRQ LQWR VXEV\VWHPV
.H\80/
7KH UHVSRQVLELOLW\ RI WKH $XWKRUL]DWLRQ 0HFKDQLVP LV WR LGHQWLI\ SHUVRQQHO LQ WKH
HQWUDQFH DUHD DV DXWKRUL]HG RU XQDXWKRUL]HG DQG UHSRUW LWV ILQGLQJV WR WKH &RQWURO
$SSOLFDWLRQ 7KH $XWKRUL]DWLRQ 0HFKDQLVP ZLOO RQO\ LGHQWLI\ SHUVRQQHO LQ WHUPV RI
FDWHJRULHVLHJUHHQ/HJRPDQSLQNEDOOQRWPDNHDGHFLVLRQRIZKHWKHUSHUVRQQHODUH
DXWKRUL]HGRUXQDXWKRUL]HG WR HQWHU WKH VDIHW\ ]RQH 6LQFH WKH DXWKRUL]DWLRQPHFKDQLVP
GRHVQ·WQHHGWRUHDVRQDERXWZKLFKSHUVRQQHODUHDOORZHGWRHQWHU WKHVDIHW\]RQHUXOHV
IRUZKRDUHDXWKRUL]HGDQGZKRDUHQRWFDQEHPRGLILHGLQDVLQJOHPRGXOH WKH6\VWHP
6WDWHFRQWUROOHULQWKH&RQWURO$SSOLFDWLRQ%\VHSDUDWLQJWKHDXWKRUL]DWLRQUXOHVIURPWKH
IXQFWLRQDOLW\ RI LGHQWLI\LQJ SHUVRQQHOZH QHHG WRPRGLI\ ERWK WKH)LQG?6HDUFK?,GHQWLI\
PRGXOH DQG WKH &RQWURO $SSOLFDWLRQ·V 6\VWHP 6WDWH FRQWUROOHU WR PDNH XVH RI QHZ
FDWHJRULHVRISHUVRQQHO
7KH $XWKRUL]DWLRQ 0HFKDQLVP ZLOO KDYH QR GLUHFW NQRZOHGJH RI WKH &RQWURO
$SSOLFDWLRQ EXWZLOO SURYLGH DQ LQWHUIDFH WKDW UHVSRQG WR UHTXHVWV FDOOHG$XWKRUL]DWLRQ
,QWHUIDFH $V VKRZQ LQ )LJXUH  WKH $XWKRUL]DWLRQ ,QWHUIDFH FRPPXQLFDWHV ZLWK WKH
&RQWURO $SSOLFDWLRQ ZKLOH WKH )LQG?6HDUFK?,GHQWLI\ PRGXOH LV UHVSRQVLEOH IRU WKH
IXQFWLRQDOLW\6HSDUDWLQJWKHUHVSRQVLELOLW\IRUFRPPXQLFDWLRQIURPWKHIXQFWLRQDOLW\RIWKH
$XWKRUL]DWLRQ 0HFKDQLVP ZLOO HDVH WKH ZRUN UHODWHG WR FKDQJLQJ WKH $XWKRUL]DWLRQ
,QWHUIDFH
Authorization
Interface
Find\Search\Identify 
personnell
Control Application
<<subsystem>>
(from Logical View)

)LJXUH$XWKRUL]DWLRQ0HFKDQLVP.H\80/
 
7KH )DFWRU\ V\VWHP LV UHVSRQVLEOH IRU FRQWUROOLQJ WKH FXWWLQJ URERW WKH JDWH WR WKH
VDIHW\ ]RQH DQG WKH RQ DQG RII EXWWRQV SODFHG DW WKH HQWUDQFH JDWH 7KXV WKH )DFWRU\
V\VWHPLVUHVSRQVLEOHIRUHQVXULQJWKDWFXWWLQJURERWLVRQO\RSHUDWLQJZKHQLWLVVXSSRVHG
WRDQGWKDWWKHJDWHLVQRWRSHQHGZKHQQRWDOORZHG7KLVLVHQVXUHGE\KDYLQJDIDFWRU\
V\VWHPVWDWHFRQWUROOHUHTXLSSHGZLWKUXOHVIRUZKHQWKHFXWWLQJURERWLVDOORZHGWRRSHUDWH
DQG WKURXJK VWLPXOXV IURP WKH&RQWURO$SSOLFDWLRQ DQG WKH RQ DQG RII EXWWRQV ,I WKH
V\VWHPVWDWHUXOHVDUHFKDQJHGWKH)DFWRU\6WDWH&RQWUROOHUZLOOQHHGWREHPRGLILHG7KH
VWDWHRIWKHIDFWRU\LVUHSRUWHGWRWKH&RQWURO$SSOLFDWLRQDWHYHU\VWDWHFKDQJHHYHQLIWKH
&RQWURO $SSOLFDWLRQ LQLWLDWHG WKH VWDWH FKDQJH 7KH )DFWRU\ V\VWHP ZLOO KDYH QR GLUHFW
NQRZOHGJHRIWKH&RQWURO$SSOLFDWLRQEXWZLOOSURYLGHDQLQWHUIDFHWKH)DFWRU\,QWHUIDFH
WKDWUHVSRQGVWRUHTXHVWV7KH)DFWRU\LQWHUIDFHLVVHSDUDWHGIURPWKHIXQFWLRQDOLW\LQWKH
)DFWRU\ 6\VWHP HQVXULQJ WKDW WKH LQWHUIDFH FDQ EH UHSODFHG ZLWKRXW DIIHFWLQJ PRGXOHV
UHVSRQVLEOH IRU IXQFWLRQDOLW\ $V VKRZQ LQ )LJXUH  WKHUH DUH VHSDUDWH PRGXOHV WR
FRQWUROWKHFXWWLQJURERWWKHJDWHDQGWKHEXWWRQVHQVRUV7KLVHQVXUHVWKDWRQHXQLWFDQ
EHUHSODFHGZLWKRXWDIIHFWLQJWKHRWKHU
CuttingRobotController GateController
Factory State 
Controller
Control Application
<<subsystem>>
(from Logical View)
FactoryInterface
ButtonSensor

)LJXUH7KH)DFWRU\6\VWHP.H\80/
7KH&RQWURO$SSOLFDWLRQ LVUHVSRQVLEOHIRUWKHRYHUDOOV\VWHPVWDWH7KDW LV LWKDVWKH
UHVSRQVLELOLW\ IRU HQVXULQJ WKDW DXWKRUL]HG SHUVRQQHO DUH JLYHQ DFFHVV WR WKH VDIHW\ ]RQH
DQG WKDW WKH FXWWLQJ URERW LV QRW RSHUDWLQJ ZKHQ WKH\ DUH LQVLGH WKH VDIHW\ ]RQH
)XUWKHUPRUH LW LV UHVSRQVLEOH IRU QRW JUDQWLQJ DFFHVV WR XQDXWKRUL]HG SHUVRQQHO 7KH
&RQWURO$SSOLFDWLRQGHSHQGVRQLQIRUPDWLRQIURPWKH$XWKRUL]DWLRQ0HFKDQLVPWRJUDQW
DFFHVV WR DXWKRUL]HG SHUVRQQHO DQG LQIRUPV WKH )DFWRU\ 6\VWHP WR XQORFN WKH JDWH LI
DXWKRUL]HGSHUVRQQHODUHLQWKHHQWUDQFHDUHD,WKDVDV\VWHPVWDWHFRQWUROOHUZLWKUXOHVIRU
ZKDWGLIIHUHQWV\VWHPVWDWHVDUHOHJDODQGIRUZKLFKFDWHJRU\RISHUVRQQHOLVDXWKRUL]HGRU
 
XQDXWKRUL]HGWRHQWHUWKHVDIHW\]RQH$XVHULQWHUIDFHLVSURYLGHGWRV\VWHPDGPLQLVWUDWRU
ZKHUHV\VWHPVWDWHLQIRUPDWLRQLVVKRZQLH$XWKRUL]DWLRQ0HFKDQLVPDYDLODEOHFXWWLQJ
URERW UXQQLQJ JDWH ORFNHG 7KH XVHU LQWHUIDFH ZLOO DOVR JLYH WKH DGPLQLVWUDWRU WKH
RSSRUWXQLW\WRUHPRWHVWRSWKHFXWWLQJURERW
UserInterface
SystemState
Controller
Communication

)LJXUH7KH&RQWURO$SSOLFDWLRQ.H\80/
1.27.3 Safety view 
6DIHW\LVWKHSULPDU\DUFKLWHFWXUHGULYHLQWKLVYLHZ7KHV\VWHPVVKDOOSURYLGHVDIHW\IRU
SHUVRQQHOLQWKHIDFWRU\DQGDOOWKHWKUHHVXEV\VWHPVGHVFULEHGLQWKHGHFRPSRVLWLRQYLHZ
SDUWLFLSDWH WR SURYLGH WKLV VDIHW\ 7KH V\VWHP LV FRQVLGHUHG D VXFFHVV LI RQO\ DXWKRUL]HG
SHUVRQQHO JDLQ DFFHVV WR WKH FXWWLQJ URERW DQG LI WKH FXWWLQJ URERW LV QRW UXQQLQJZKHQ
DXWKRUL]HGSHUVRQQHODUHLQWKHVDIHW\]RQH:KHQWKHFXWWLQJURERWLVRIIDQGWKHJDWHLV
ORFNHG WKH V\VWHP LVGHILQHG WREH LQ D IDLO VDIH VWDWH ,W LV LPSRUWDQW WRHQVXUH WKDW WKH
V\VWHP JHWV LQWR WKLV IDLO VDIH VWDWH LQ FDVH RI D V\VWHP IDLOXUH VXFK DV ORVV RI
FRPPXQLFDWLRQEHWZHHQWKHVXEV\VWHPV
8QGHUQRUPDOFRQGLWLRQVDOOWKUHHVXEV\VWHPVDUHRSHUDWLRQDODQGDYDLODEOH WKHUHDUH
GHILQHGDVHWRIOHJDOVWDWHVVHHVHFWLRQ7KHVHUXOHVVD\WKDWLWLVRQO\LQWKH´V\VWHP
DYDLODEOHVWDWHµWKHFXWWLQJURERWLVDOORZHGWRRSHUDWHDQGWKHJDWHFDQEHXQORFNHG
7ZRPRGXOHV DUH UHVSRQVLEOH IRU HQVXULQJ WKDW WKHVH UXOHV DUH IROORZHG WKH 6\VWHP
6WDWH &RQWUROOHU DQG WKH )DFWRU\ 6WDWH &RQWUROOHU 7KH 6\VWHP 6WDWH &RQWUROOHU LQ WKH
&RQWURO$SSOLFDWLRQZLOOHQVXUHWKDWWKHRYHUDOOV\VWHPDWDOOWLPHVLVLQDOHJDOVWDWH8
888DQG8$VVKRZQLQ)LJXUHWKH6\VWHP6WDWHFRQWUROOHUXVHVWKH
)LQG?6HDUFK?,GHQWLI\ SHUVRQQHO PRGXOH LQ WKH $XWKRUL]DWLRQ 0HFKDQLVP WR JHW
LQIRUPDWLRQRISHUVRQQHODW WKHHQWUDQFHJDWH ,W LV WKH6\VWHP6WDWH&RQWUROOHUPRGXOH·V
 
UHVSRQVLELOLW\WRGHFLGHLIWKHLGHQWLILHGSHUVRQQHODUHDXWKRUL]HGRUQRW7KH6\VWHP6WDWH
&RQWUROOHUZLOODOVRUHFHLYHLQIRUPDWLRQRIVWDWHFKDQJHVDQGWKXVKDYHVWDWHVWDWXVLQWKH
FXWWLQJ URERW DQG WKH HQWUDQFH JDWH IURP WKH )DFWRU\ 6WDWH &RQWUROOHU %DVHG RQ WKLV
LQIRUPDWLRQDQGWKHVHWRIUXOHVJLYHQWKH6\VWHP6WDWH&RQWUROOHUFDQLQLWLDWHVWDWHFKDQJHV
LQWKH)DFWRU\6WDWH&RQWUROOHUDVQHFHVVDU\VXFKDVXQORFNJDWHIRUDXWKRUL]HGSHUVRQQHO
RUVWRSFXWWLQJURERW LI WKH$XWKRUL]DWLRQ0HFKDQLVPLVQR ORQJHUDYDLODEOH7KH6\VWHP
6WDWH&RQWUROOHUGRHVQRW FRPPXQLFDWHGLUHFWO\ZLWK WKH)LQG?6HDUFK?,GHQWLI\SHUVRQQHO
RUWKH)DFWRU\6WDWH&RQWUROOHUPRGXOHVDVLQGLFDWHGLQWKHILJXUHEXWUDWKHUWKURXJKWKH
FRPPXQLFDWLRQ LQWHUIDFHV$XWKRULVDWLRQ ,QWHUIDFHDQG)DFWRU\ ,QWHUIDFHDV VKRZQ LQ WKH
GHFRPSRVLWLRQYLHZ
Find\Search\Identify 
personnell
(from Authorization Mechanism)
SystemStateController
(from  Control  Application)
GateController
(from Factory system)
Factory State Controller
(from Factory system)
CuttingRobotController
(from Factory system)
ButtonSensor
(from Factory system)

)LJXUH  6DIHW\ YLHZ 7KH 6\VWHP 6WDWH FRQWUROOHU
GRHVQ·WLQWHUDFWGLUHFWO\ZLWKWKH)DFWRU\6WDWH&RQWUROOHURUWKH
)LQG?6HDUFK?,GHQWLI\PRGXOHVEXWXVHVLQWHUIDFHVGHVFULEHGLQ
WKHGHFRPSRVLWLRQYLHZ7KH LQWHUIDFHPRGXOHV DUH OHIWRXW WR
VLPSOLI\WKHPRGHO.H\80/
7KH)DFWRU\6WDWH&RQWUROOHULQWKH)DFWRU\6\VWHPLVWKHVHFRQGPRGXOHUHVSRQVLEOH
IRUXSKROGLQJWKHVWDWHUXOHV0RUHSUHFLVHO\LWLVUHVSRQVLEOHIRUHQVXULQJWKDWWKH)DFWRU\
6\VWHPDQGLWVSK\VLFDOXQLWVFRPSO\ZLWKWKHVWDWHUXOHV88DQG8VXFKDVQRW
DOORZLQJWKHFXWWLQJURERWWRRSHUDWHZKHQWKHJDWHLVRSHQDQGWRUHDFWFRUUHFWO\WRVWLPXOL
IURPWKHVWDUWDQGVWRSEXWWRQVDW WKHHQWUDQFH ,QDGGLWLRQ WKH)DFWRU\6WDWH&RQWUROOHU
UHFHLYHVUHTXHVWVWRPRYHIURPRQHVWDWHWRDQRWKHUIURPWKH6\VWHP6WDWH&RQWUROOHULH
WRXQORFNWKHJDWHRUVWRSWKHFXWWLQJURERWDQGLVUHVSRQVLEOHIRUFDUU\LQJRXWWKHVWDWH
FKDQJH
7KH*DWH&RQWUROOHUDQGWKH&XWWLQJ5RERW&RQWUROOHUDUHWKHPRGXOHVFRQWUROOLQJWKH
JDWHDQGWKHFXWWLQJURERWUHVSHFWLYHO\7KHVHWZRPRGXOHVDQGWKH%XWWRQ6HQVRUPRGXOH
IXQFWLRQDVGULYHUVIRUWKHJDWHWKHFXWWLQJURERWDQGWKHVWDUWDQGVWRSEXWWRQV
 
1.27.4 Deployment view 
7KH WKUHH VXE V\VWHPV GHVFULEHG LQ WKH GHFRPSRVLWLRQ YLHZ DUHPDSSHG RQWR WKUHH
GLIIHUHQWGHYLFHV$VVKRZQLQ)LJXUHWKH$XWKRUL]DWLRQ0HFKDQLVPPRGXOHLVUXQRQ
D6RQ\$,%2WKH&RQWURO$SSOLFDWLRQLVUXQRQD3&DQGWKH)DFWRU\V\VWHPLVUXQRQD
/(*20LQGVWRUP5&;URERWXQLW
7KHWKUHHSURFHVVLQJXQLWVWKH$,%2WKH3&DQGWKH5&;DUHSURFHVVLQJLQSDUDOOHO
7KLV PHDQV WKDW WKH WKUHH VXEV\VWHPV GHVFULEHG LQ WKH GHFRPSRVLWLRQ YLHZ FDQ UXQ
LQGHSHQGHQWO\ DQG SURFHVVLQJ WKHLU RZQ GDWD DQG FRPPXQLFDWH ZLWK HDFK RWKHU ZKHQ
QHFHVVDU\
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Factory 
system
Wireless 
LAN
IR link
Communicati
on medium
Communicati
on medium

)LJXUH'HSOR\PHQWYLHZ.H\80/
1.27.5 Security view 
7KHSULPDU\DUFKLWHFWXUDOGULYHLQWKLVYLHZLVVHFXULW\7KHVHFXULW\LVVXHVRILPSRUWDQFH
LQWKLVV\VWHPDUHWKRVHWKDWFDQDIIHFWVDIHW\6DIHW\FRQVHTXHQFHVRIVHFXULW\EUHDFKHVDQG
VHFXULW\WKUHDWVDUHIXUWKHUGLVFXVVHGLQVHFWLRQ5LVN0DQDJHPHQW7KHUHTXLUHPHQWV
WRVHFXULW\DUHGLYLGHGLQWRDYDLODELOLW\LQWHJULW\FRQILGHQWLDOLW\DQGDXWKHQWLFLW\
%\DYDLODELOLW\ZHPHDQWKHSURSHUW\WKDWHQVXUHVWKDWDXWKRUL]HGXVHUVKDYHDFFHVVWR
LQIRUPDWLRQDQGDVVRFLDWHGDVVHWVZKHQUHTXLUHG>@$VGHILQHG LQVHFXULW\ UHTXLUHPHQW
1L WKH&RQWURO$SSOLFDWLRQVKDOOEHDYDLODEOHZKHQWKHFXWWLQJ URERW LV UXQQLQJ8
 
7KLV LV QRW DFFRPSOLVKHG WKURXJK UHGXQGDQF\ RU IDXOW WROHUDQFH EXW UDWKHU E\ VKXWWLQJ
GRZQWKHFXWWLQJURERWZKHQWKHFRQWURODSSOLFDWLRQLVQRWDYDLODEOHVHDOVR87KHUH
DUHWZRUHDVRQVIRUQRWDGGLQJUHGXQGDQF\LQWKLVV\VWHP)LUVWE\LQWURGXFLQJUHGXQGDQF\
ZH DOVR LQFUHDVH WKH VHFXULW\ DWWDFNSRLQWV ERWK WKH FRPPXQLFDWLRQEHWZHHQ UHGXQGDQW
XQLWV DQG WKH UHGXQGDQW XQLWV WKHPVHOYHV 6HFRQG ZH GR QRW KDYH WKH UHFRXUVHV IRU
UHGXQGDQF\ DQG WKH ORVV RI SURGXFWLYLW\ RI WKLV SURWRW\SH LV QRW SULRULWL]HG LQ WKH QHZ
SURWRW\SH
0HVVDJHVVHQWIURPRQHPRGXOHWRDQRWKHUVKDOOEHFRQILUPHGWRHQVXUHWKDWWKH\DUULYH
88DQG8$VVKRZQLQ)LJXUHWKH&RQWURO$SSOLFDWLRQZLOOKDYHDVSHFLDOL]HG
VXEPRGXOH RI WKH FRPPXQLFDWLRQPRGXOH IRU HDFK FRPPXQLFDWLRQ LQWHUIDFH 7KLVZLOO
HDVHWKHH[FKDQJHRUFKDQJHRIRQHFRPPXQLFDWLRQLQWHUIDFHZLWKRXWDIIHFWLQJWKHRWKHU
8 DQG 8 DQG LW ZLOO DOVR RSHQ IRU WDNLQJ H[WUD VHFXULW\ PHDVXUHV IRU VRPH
FRPPXQLFDWLRQLQWHUIDFHZKHUHQHHGHG2QHVXFKPHDVXUHLVWRDGGPHDVXUHVWRNHHSWKH
LQWHJULW\RIPHVVDJHVEHWZHHQWKH&RQWURO$SSOLFDWLRQDQGWKH$XWKRUL]DWLRQ0HFKDQLVP
8
Communicatoin
(from Control  Applicati on)
AIBO communicate
(from Control  Applicati on)
AuthorizationInterface
(from Authori zation Mechanism )
Lego Communicate
(from  Control  Appl ication)
FactoryInterface
(from Factory system )

)LJXUH6HFXULW\YLHZ.H\80/
'DWD VHQW EHWZHHQ WKH &RQWURO $SSOLFDWLRQ RQH VLGH DQG WKH FXWWLQJ URERW DQG WKH
HQWUDQFHJDWHRQWKHRWKHUVLGHLVVHQWWKURXJKDQ,5FRPPXQLFDWLRQFKDQQHOVHH)LJXUH
 7R SUHYHQW DQ\RQH WR DFFHVV DQG DOWHU WKHVHPHVVDJHV RU SUHYHQWPHVVDJHV IURP
DUULYLQJ LQWDFW WKH ,5 FRPPXQLFDWLRQ OLQN LV SODFHG LQ D URRP RQO\ DFFHVVHG E\
DGPLQLVWUDWRUV 8DQG87KLVZLOO DOVRSUHYHQW WKHFDVHZKHUHDQRWKHU5&; WULHV WR
SDVVIRUWKHRULJLQDO5&;DQGVHQGIDOVHPHVVDJHV$VGHVFULEHGLQWKHGHSOR\PHQWYLHZ
WKHVRIWZDUHIRUFRQWUROOLQJWKHFXWWLQJURERWDQGWKHHQWUDQFHJDWHUHVLGHRQWKH/(*2
0LQGVWURPV 5&; XQLW D SURJUDPPHG 6RQ\ $,%2 UHSUHVHQW WKH $XWKRUL]DWLRQ
0HFKDQLVPDQGWKH&RQWURO$SSOLFDWLRQ LVUXQRQD3&7RSUHYHQWDQ\RQHWRDOWHU WKH
VRIWZDUHRQWKHVHXQLWV888DQG8WKH5&;WKH$,%2DQGWKH3&ZLOOEH
 
SODFHG VXFK DV WRRQO\ DOORZ DGPLQLVWUDWRUV DFFHVV WR WKH VRIWZDUH LH5&;SODFHG LQD
ORFNHGURRP)XUWKHUPRUHWKH3&ZKHUHWKH&RQWURO$SSOLFDWLRQUHVLGHVZLOOKDYHDFFHVV
FRQWURO WRR HQVXUH WKDW RQO\ SHUVRQQHO LGHQWLILHG DV DXWKRUL]HG FDQ RSHUDWH WKH&RQWURO
$SSOLFDWLRQ8DQG8
1.28 Design of the system 
6\VWHP GHVLJQ LV SUHIRUPHG WRJHWKHU ZLWK DUFKLWHFWXUDO GHVLJQ LQ VWHS  LQ WKH
GHYHORSPHQWSURFHVV:HGHVFULEHWKHGHVLJQLQDVHSDUDWHVHFWLRQWRSURPRWHUHDGDELOLW\
RI WKLV UHSRUW ,Q FRQWUDVW WR WKH DUFKLWHFWXUH ZKLFK LV FRQFHUQHG ZLWK WKH V\VWHPV
VWUXFWXUHVDQGHOHPHQWVWKDWDUHYLVLEOHWRWKHHQYLURQPHQWWKHGHVLJQLVFRQFHUQHGZLWKDOO
V\VWHPHOHPHQWVDQGWKHLULQWHUDFWLRQ7KHV\VWHPGHVLJQEXLOGVRQWKHFKRLFHVPDGHLQWKH
DUFKLWHFWXUDOGHVLJQ,WGHVFULEHVWKHFRPSRQHQWVWKHDUFKLWHFWXUDOHOHPHQWVFRQVLVWRIDQG
WKHLQWHUQDOLQWHUDFWLRQEHWZHHQWKHVHFRPSRQHQWV
7KLV VHFWLRQ GHVFULEHV WKH GHVLJQ FKRLFHV LQ WKH QHZSURWRW\SH7KH VRIWZDUH FODVVHV
DQGWKHLUUHVSRQVLELOLWLHVDQGWKHLULQWHUDFWLRQDUHGHVFULEHG'HVLJQFKRLFHVWKDWDUHPDGH
LQRUGHUWRIXOILOTXDOLW\UHTXLUHPHQWVDUHGHVFULEHGZLWKUHIHUHQFHWRVFHQDULRVWKHGHVLJQ
FKRLFHVDGGUHVV7KHUHDGHULVDOVRUHIHUUHGWRVHFWLRQIRUDUFKLWHFWXUDOFKRLFHV
1.28.1 Authorization mechanism 
Moving HeadImpl
MovingLegsImpl
MovingLegs
Identify 
ObjectMovingHead
StartupSearch for Object
PlayLostFund
Sound
NotifyLost
Found
Authorization
Interface

)LJXUH  &ODVV GLDJUDP IRU $XWKRULVDWLRQ 0HFKDQLVP
VXEV\VWHP.H\80/
 
$6RQ\$,%2LVXVHGDVWKH$XWKRUL]DWLRQPHFKDQLVPLQWKLVV\VWHPVHH7KLV
VXEV\VWHPZLOOEHLPSOHPHQWHGXVLQJWKH23(156'.GHYHORSPHQWHQYLURQPHQW7KH
FODVVHVGHVFULEHG LQ)LJXUHZLOOXVHWKH23(15OLEUDULHV WRDFFRPSOLVKWKHLU WDVNV
)RUVLPSOLFLW\WKH23(15FODVVHVDUHQRWGHVFULEHGKHUHEXWWKHUHDGHULVUHIHUUHGWR>@
IRUIXUWKHULQIRUPDWLRQRQ23(156'.
$V GHVFULEHG LQ WKH GHFRPSRVLWLRQ YLHZ LQ VHFWLRQ  WKH $XWKRUL]DWLRQ
0HFKDQLVPIURPQRZ$,%2LVUHVSRQVLEOHIRULGHQWLI\LQJSHUVRQQHODWWKHHQWUDQFHDUHD
7KLVVHFWLRQZLOOGHVFULEHKRZWKHVRIWZDUHHOHPHQWVRIWKH$,%2ZLOOVROYHWKLVWDVN
• 7KH6WDUWXSFODVVLVUHVSRQVLEOHIRULQLWLDOLVLQJWKH$,%2,WLQLWLDOLVHVDQREMHFW
LPSOHPHQWLQJ D0RYLQJ/HJV LQWHUIDFH DQG UHTXHVWV WKDW WKH OHJV DUH VHW LQ D
VWDUWSRVLWLRQ7KHUHDUHQRUHTXLUHPHQWVIRUWKH$,%2WRPRYHWKXVWKHOHJV
ZLOOEHVHWVRWKDWWKH$,%2LVHLWKHUVWDQGLQJRUVLWWLQJ7KH0RYLQJ/HJV,PSO
FODVV LV WKH FODVV UHVSRQVLEOH IRU VHWWLQJ WKH OHJV LQ D VWDUW SRVLWLRQ$IWHU WKH
$,%2 LV LQLWLDOL]HG WKH6WDUWXSFODVVJLYHV WKHFRQWURO WR WKH6HDUFKIRU2EMHFW
FODVV
• 6HDUFK)RU2EMHFW LV GHVLJQHG DV D WDVN FRQWUROOHU IRU WKH VHDUFK DQG LGHQWLI\
SHUVRQQHO WDVN:KLFKPHDQ WKDW WKH6HDUFK)RU2EMHFW LV WKHFODVV UHVSRQVLEOH
IRU DVVLJQLQJ VXEWDVNV WR RWKHU FODVVHV LQRUGHU WR LGHQWLI\ DQ\SHUVRQQHO WKDW
PLJKW FRPH LQWR WKH HQWUDQFH DUHD ,W ZLOO XVH D FODVV LPSOHPHQWLQJ WKH
0RYLQJ+HDG LQWHUIDFH WRPRYH WKH$,%2·V KHDGZKHQ VHDUFKLQJ IRU REMHFWV
SHUVRQQHO 7KH LQSXW IURP WKH FDPHUD LQ $,%2·V KHDG LV VHQW WR
,GHQWLI\2EMHFWFODVVWRPDWFKZLWKNQRZQREMHFWV,IDQREMHFWLVUHFRJQLVHGWKH
6HDUFK)RU2EMHFW FODVV VHQGV WKH LGHQWLILFDWLRQ RI WKH REMHFW WR WKH
1RWLI\/RVW)RXQGFODVV,IDQLGHQWLILHGREMHFWOHDYHVWKHHQWUDQFHDUHDDQGWKH
YLHZRIWKH$,%26HDUFK)RU2EMHFWLQIRUPVWKH1RWLI\/RVW)RXQGRIWKLV
• 7KH1RWLI\/RVW)RQGFODVV LV UHVSRQVLEOHIRU LQIRUPLQJXVHUVRURWKHUV\VWHPV
ZKHQWKH$,%2ILQGVDQLGHQWLILHGREMHFWDQGZKHQLWORVHVDQLGHQWLILHGREMHFW
IURPVLJKW,QWKLVYHUVLRQRIWKHV\VWHPWZRWKLQJVKDSSHQZKHQDQLGHQWLILHG
REMHFWLHDXWKRUL]HGXQDXWKRUL]HGSHUVRQQHOLVIRXQGRUORVW)LUVWDVRXQGLV
SOD\HG E\ WKH 3OD\/RVW)RXQG6RXQG FODVV RQ UHTXHVW IURP1RWLI\/RVW)RXQG
 
6HFRQGWKH$XWKRUL]DWLRQ,QWHUIDFHLVXVHGWRFRPPXQLFDWHRIWKHORVWRUIRXQG
HYHQW
• 7KH $XWKRUL]DWLRQ,QWHUIDFH LV WKH FODVV UHVSRQVLEOH IRU FRPPXQLFDWLQJ ZLWK
RWKHUVXEV\VWHPV,QWKLVYHUVLRQRIWKHV\VWHPWKH$,%2RQO\FRPPXQLFDWHV
ZLWK WKH&RQWURO$SSOLFDWLRQ VXEV\VWHP DOWKRXJK FRPPXQLFDWLRQZLWK RWKHU
V\VWHPV VXFK DV DQRWKHU $,%2 ZLOO LQ WKH VDPH ZD\ 8 7KH
$XWKRUL]DWLRQ,QWHUIDFH FODVV SURYLGHV DQ RSSRUWXQLW\ IRU WKH &RQWURO
$SSOLFDWLRQDQGRWKHUV\VWHPVWRUHJLVWHUWKHLU´FRQWDFWLQIRUPDWLRQµDQGWKH
$,%2ZLOO QRWLI\ WKH UHJLVWHUHG V\VWHPVZKHQREMHFWV VXFK DVSHUVRQQHO DUH
HLWKHUORVWRUIRXQG7KHFRPPXQLFDWLRQSURWRFROLPSOHPHQWHGZLOOFRQILUPDOO
PHVVDJHVUHFHLYHGE\WKH$,%2DQGLWZLOOUHVHQGPHVVDJHVLIQRFRQILUPDWLRQ
LVUHFHLYHGRQPHVVDJHVWKH$,%2VHQGV8)XUWKHUPRUH WKHSURWRFROZLOO
HQVXUHDVHFXUHWUDQVPLVVLRQE\SURYLGLQJDFKHFNVXPZLWKDOOPHVVDJHV7KLV
ZLOO HQVXUH WKDW WKH UHFHLYHU RI DPHVVDJH NQRZV LI WKHPHVVDJH LV LQWDFW DQG
XQDOWHUHG 8 ,I WKH FRPPXQLFDWLRQ SURWRFRO LV FKDQJHG RU WKH
FRPPXQLFDWLRQFKDQQHOLVUHSODFHGWKH$XWKRUL]DWLRQ,QWHUIDFHLVWKHRQO\FODVV
LQ WKH $,%2 ZKLFK LV DIIHFWHG 8 7KH $XWKRUL]DWLRQ,QWHUIDFH ZLOO XVH
FODVVHVIURPWKH23(156'.LQRUGHUWRVHQGDQGUHFHLYHPHVVDJHV
• 7KLV VXEV\VWHP LV GHVLJQHG IRU KLJK FRKHVLRQ 7KDW LV WKH FODVVHV LQ WKLV
VXEV\VWHP KDYH RQO\ RQH OLPLWHG WDVN ,I QHZ IXQFWLRQDOLW\ LV DGGHG VXFK DV
JHWWLQJWKH$,%2WRIROORZDQLGHQWLILHGREMHFW8DQHZFODVVLVDGGHGIRU
FRQWUROOLQJWKLVWDVN7KLVQHZFODVVZLOOXVHWKHDOUHDG\H[LVWLQJFODVVHVVXFKDV
,GHQWLI\2EMHFW DQG 0RYLQJ/HJV LQ RUGHU WR DFFRPSOLVK LWV WDVN 7KH RQO\
FKDQJH WR H[LVWLQJ FODVVHVZLOO EH WRSDVV FRQWURORYHU WR WKH FODVVZKLFKZLOO
LPSOHPHQWWKHQHZWDVN,QWKHFDVHRIDGGLQJWKHIXQFWLRQDOLW\IRUIROORZLQJDQ
LGHQWLILHGREMHFWWKH1RWLI\/RVW)RXQGFODVVSDVVHVFRQWUROWRWKHQHZ´IROORZµ
FODVVZKHQDQLGHQWLILHGREMHFWKDVEHHQIRXQG
 
1.28.2 Control Application 
AIBO communicate Lego Communicate
Communication
SystemStateController
UserInterface

)LJXUH'HVLJQRIWKHFRQWURODSSOLFDWLRQ.H\80/
7KH PDLQ UHVSRQVLELOLW\ RI WKH &RQWURO $SSOLFDWLRQ LV WR HQVXUH WKDW DXWKRUL]HG
SHUVRQQHODUHJLYHQDFFHVV WR WKHVDIHW\]RQHDQG WKDW WKHFXWWLQJ URERW LVQRWRSHUDWLQJ
ZKHQ WKH\ DUH LQVLGH WKH VDIHW\ ]RQH ,W LV DOVR UHVSRQVLEOH IRU QRW JUDWLQJ DFFHVV WR
XQDXWKRUL]HGSHUVRQQHO 7KH VRIWZDUHFODVVHVRI WKH&RQWURO$SSOLFDWLRQ VXEV\VWHPDUH
GHVFULEHGEHORZ
• 6\VWHP6WDWH&RQWUROOHULVUHVSRQVLEOHIRUHQVXULQJWKDWWKHV\VWHPDWDOOWLPHVLV
LQ D OHJDO VWDWH DFFRUGLQJ WR VHFWLRQ  7KH 6\VWHP6WDWH&RQWUROOHU JHWV
LQIRUPDWLRQ RI WKH V\VWHP VWDWH WKURXJK WKH FRPPXQLFDWLRQ LQWHUIDFHV$,%2
FRPPXQLFDWH DQG/(*2FRPPXQLFDWH DQGGHWHUPLQHV WKHFRUUHFWPHDVXUHV
WRPRYHWKHV\VWHPLQWRDOHJDOVWDWH7KH6\VWHP6WDWH&RQWUROOHUVHQGVPHVVDJHV
WRWKHIDFWRU\VXEV\VWHPLQRUGHUWRREWDLQDOHJDOV\VWHPVWDWH
• 7KH&RQWURO$SSOLFDWLRQSURYLGHVDVLPSOHXVHULQWHUIDFHWRWKHDGPLQLVWUDWRURI
WKHV\VWHP%\XVLQJWKH8VHU,QWHUIDFHWKHDGPLQLVWUDWRULVDEOHWRFRQQHFWWKH
&RQWURO$SSOLFDWLRQWRWKH$,%2$XWKRUL]DWLRQ0HFKDQLVP,WZLOOEHKDUGWR
IRUDQDWWDFNHUWRPDVTXHUDGHDVWKHRULJLQDO$,%2VLQFHDQDGPLQLVWUDWRUZLOO
EHDEOHWRFRQWUROZKHQWRFRQQHFWWRWKH$,%27KH8VHU,QWHUIDFHZLOOVKRZ
WKH V\VWHP VWDWH LQIRUPDWLRQ WR WKH DGPLQLVWUDWRU DQG LW ZLOO SURYLGH WKH
 
DGPLQLVWUDWRUZLWKDQRSSRUWXQLW\WRVWRSWKHFXWWLQJURERW,IWKHDGPLQLVWUDWRU
FKRRVHV WR VWRS WKHFXWWLQJ URERW WKH LQWHUIDFHFUHDWHV D´VWRSFXWWLQJ URERWµ
HYHQWZKLFKZLOOEHSLFNHGXSE\WKH6\VWHP6WDWH&RQWUROOHU7KH8VHU,QWHUIDFH
ZLOO VXEVFULEH WR HYHQWV FRQFHUQLQJ VWDWH FKDQJHV LQ FUHDWHG E\ WKH
6\VWHP6WDWH&RQWUROOHULQRUGHUWRXSGDWHV\VWHPVWDWHLQIRUPDWLRQVKRZQWRWKH
DGPLQLVWUDWRU
• $VLQGLFDWHGDERYHWKHFRPPXQLFDWLRQEHWZHHQWKH6\VWHP6WDWH&RQWUROOHUDQG
WKH8VHU,QWHUIDFHE\FUHDWLQJHYHQWVDQGXVLQJLPSOLFLW LQYRFDWLRQPHFKDQLVP
,QWKLVZD\WKH6\VWHP6WDWH&RQWUROOHUDQGWKH8VHU,QWHUIDFHGRHVQRWQHHGWR
KDYH GLUHFW NQRZOHGJH RI WKH RWKHU ZKLFK ZLOO PDNH LW HDVLHU WR UHSODFH WKH
8VHU,QWHUIDFH8
• 7RFRPPXQLFDWHZLWKWKH$,%2DQGWKH/(*2V\VWHP)DFWRU\6XEV\VWHP
WKH &RQWURO $SSOLFDWLRQ XVHV D FRPPXQLFDWLRQ LQWHUIDFH 7KLV LQWHUIDFH
JHQHUDOL]HG LQ WKH&RPPXQLFDWLRQFODVVDQGKDVD VSHFLDOL]HGFRPPXQLFDWLRQ
FODVVIRUWKH$,%2DQWWKH/(*2V\VWHPGHVFULEHGEHORZ%\VXEFODVVLQJWKH
JHQHUDO &RPPXQLFDWLRQ FODVV WKH VSHFLILF FRPPXQLFDWLRQ LQWHUIDFHV DUH HDVLO\
UHSODFHG 8 DQG 8 7KH FRPPXQLFDWLRQ SURWRFRO XVHG ZLOO EH
LPSOHPHQWHGLQWKH&RPPXQLFDWHFODVVZKLOHFRPPXQLFDWLRQFRQFHUQVUHODWHG
WRWKHSDUWLFXODUVXEV\VWHPZLOOEHLPSOHPHQWHGLQWKHVXEFODVVHV$OOPHVVDJHV
VHQWWRDQGIURPWKH&RQWURO$SSOLFDWLRQZLOOEHFRQILUPHG,IPHVVDJHVDUHQRW
FRQILUPHGWKHPHVVDJHVZLOOEHUHVHQWXQWLODJLYHQQXPEHURIWLPHVEHIRUHWKH
XQLW QRW UHVSRQGLQJ ZLOO EH DVVXPHG XQDYDLODEOH 8 8 DQG 8 :KHQ D
PHVVDJHDUULYHVWKH&RPPXQLFDWLRQFUHDWHVDPHVVDJHUHFHLYHGHYHQWZKLFKWKH
6\VWHP6WDWH&RQWUROOHUZLOOVXEVFULEHRQ
• $,%2 &RPPXQLFDWH LV D VXEFODVV RI WKH &RPPXQLFDWH FODVV ,W SURYLGHV D
FRPPXQLFDWLRQ LQWHUIDFH WR WKH$,%2$OOPHVVDJHV VHQW EHWZHHQ WKH$,%2
DQG WKH&RQWURO$SSOLFDWLRQZLOOSURYLGHDFKHFNVXPDORQJZLWK WKHPHVVDJH
7KLVZLOO HQVXUH WKDW WKH UHFHLYHURI DPHVVDJHNQRZV LI WKHPHVVDJH LV LQWDFW
DQGXQDOWHUHG87KH&RQWURO$SSOLFDWLRQZLOO VHQG LGOHPHVVDJHVSLQJ WR
WKH$,%2DWUHJXODULQWHUYDOVLQRUGHUWRFKHFNLIWKH$,%2LVDYDLODEOH7HOQHW
RYHUDZLUHOHVV/$1ZLOOEHXVHGWRFRPPXQLFDWHZLWKWKH$,%2
 
• /(*2FRPPXQLFDWH LV D VXEFODVV RI WKH&RPPXQLFDWH FODVV DQG SURYLGHV D
FRPPXQLFDWLRQLQWHUIDFHWRWKH/(*2V\VWHP7KH/(*2FRPPXQLFDWHZLOO
VHQGDQGUHFHLYHPHVVDJHVWKURXJKDQ,5OLQN$VIRUWKH$,%2&RPPXQLFDWH
WKH/(*2&RPPXQLFDWHZLOOSURYLGHDFKHFNVXPDORQJZLWKPHVVDJHVWKDWDUH
VHQW 8DQG8)XUWKHUPRUH WKH,5 OLQNZLOOEHSK\VLFDO VKLHOGHG WRDYRLG
GHOLEHUDWHLQWHUIHUHQFHZLWKWKHFRPPXQLFDWLRQ
1.28.3 Factory subsystem 
ButtonSensor CuttingRobotController GateController
Factory State ControllerFactoryInterface

)LJXUH'HVLJQRIWKH)DFWRU\VXEV\VWHP.H\80/
7KH )DFWRU\ VXEV\VWHP IURP QRZ RQ /(*2 V\VWHP LV EXLOW LQ /(*2 DQG WKH
SK\VLFDO /(*2 XQLWV LQ WKH V\VWHP DUH FRQWUROOHG E\ VRIWZDUH UXQ RQ D /(*2
0LQGVWRUPVURERW5&;7KHVRIWZDUHFODVVHVRIWKH/(*2V\VWHPDQGWKHLUUHODWLRQVWR
HDFKRWKHUDUHVKRZQLQ)LJXUHDQGDUHGHVFULEHGEHORZ
• 7KH)DFWRU\,QWHUIDFHLVWKHFRPPXQLFDWLRQLQWHUIDFHXVHGWRFRPPXQLFDWHZLWK
WKH/(*2V\VWHP$OOPHVVDJHV VHQW WR DQG IURP WKH/(*2V\VWHPZLOO EH
FRQILUPHGDWDUULYDO8DQG8,IPHVVDJHVDUHQRWFRQILUPHGWKH\DUHUHVHQW
DJLYHQQXPEHURIWLPHVEHIRUHWKHV\VWHPWKHPHVVDJHLVVHQWWRLVDVVXPHG
XQDYDLODEOH7KHFRPPXQLFDWLRQPHGLXPXVHGE\WKH)DFWRU\,QWHUIDFHLVDQ,5
OLQN7RHQVXUH WKDWPHVVDJHVDUULYH LQWDFWDQGXQDOWHUHG WKH)DFWRU\,QWHUIDFH
ZLOOSURYLGHDFKHFNVXPZLWKDOOPHVVDJHV WKDWDUHVHQW 8DQG87KH ,5
OLQN ZLOO DOVR EH SK\VLFDO VKLHOGHG WR DYRLG GHOLEHUDWH LQWHUIHUHQFH ZLWK WKH
FRPPXQLFDWLRQ
 
• 7KH)DFWRU\6WDWH&RQWUROOHU LV UHVSRQVLEOH IRU NHHSLQJ WKH/(*2 V\VWHP LQ D
OHJDO VWDWH7KDW LV LW LV UHVSRQVLEOH IRUHQVXULQJ WKDW WKHFXWWLQJ URERWRQO\ LV
RSHUDWLQJZKHQ LW LV VXSSRVHG WR VHH VHFWLRQ DQG WKDW WKH JDWH LV QRW
RSHQHGZKHQQRWDOORZHG,WUHFHLYHVLQIRUPDWLRQIURPWKH&RQWURO$SSOLFDWLRQ
WKURXJKWKH)DFWRU\,QWHUIDFHIRUZKHQWKHJDWHLVDOORZHGWRRSHQDQGIRUZKHQ
WKH FXWWLQJ URERW LV QRW DOORZHG WR RSHUDWH )XUWKHUPRUH WKH
)DFWRU\6WDWH&RQWUROOHUZLOO UHFHLYH VWLPXOL IURPWKHRQDQGRIIEXWWRQVDW WKH
HQWUDQFHJDWHWKURXJKWKH%XWWRQ6HQVRUFODVV7KH)DFWRU\6WDWH&RQWUROOHUZLOO
XVH WKH&XWWLQJ5RERW&RQWUROOHUDQG WKH*DWH&RQWUROOHU LQRUGHU WR VWDUWVWRS
WKHFXWWLQJURERWDQGWRRSHQFORVHRUORFNXQORFNWKHJDWH
• 7KHUHZLOOEHVHQWLGOHPHVVDJHVVLPLODUWRSLQJEHWZHHQWKH)DFWRU\,QWHUIDFH
DQGWKH&RQWURODSSOLFDWLRQZKHQHYHUWKHUHDUHQRRWKHUPHVVDJHVWREHVHQW
7KH UHDVRQ IRU WKLV LV WKDW ZKHQ WKH /(*2 V\VWHP GRHV QR ORQJHU UHFHLYH
PHVVDJHV IURP WKH &RQWURO $SSOLFDWLRQ WKH /(*2 V\VWHP DVVXPHV WKDW WKH
&RQWURO $SSOLFDWLRQ LV XQDYDLODEOH 8 DQG 8 7KH )DFWRU\,QWHUIDFH ZLOO
QRWLI\WKH)DFWRU\6WDWH&RQWUROOHUDQGWKHFXWWLQJURERWZLOOEHVKXWGRZQXQWLO
WKH&RQWURO$SSOLFDWLRQLVDYDLODEOH
• 7KH %XWWRQ6HQVRU FODVV WKH &XWWLQJ5RERW&RQWUROOHU FODVV DQG WKH
*DWH&RQWUROOHUFODVVDUHXVHGDVGULYHUFODVVHVWRWKHEXWWRQVFXWWLQJURERWDQG
WKHJDWHUHVSHFWLYHO\
 
EVALUATION 
1.29 Evaluation strategy 
$FFRUGLQJWR>@WKHUHDUHIRXUPDLQUHVHDUFKDSSURDFKHV
• 6FLHQWLILFPHWKRG6FLHQWLVWVGHYHORSDWKHRU\WRH[SODLQDSKHQRPHQRQLQ
RUGHUWRGRVRSURSRVHDK\SRWKHVLVDQGWKHQWHVWDOWHUQDWLYHYDULDWLRQVRIWKH
K\SRWKHVLV$VWKH\FROOHFWGDWDWRYHULI\RUUHIXVHWKHFODLPVRIWKHK\SRWKHVLV
• (QJLQHHULQJPHWKRG(QJLQHHUVGHYHORSDQGWHVWDVROXWLRQWRDK\SRWKHVLV
%DVHGXSRQWKHUHVXOWVRIWKHWHVWWKH\LPSURYHWKHVROXWLRQXQWLOLWUHTXLUHVQR
IXUWKHULPSURYHPHQW
• (PSLULFDOPHWKRG$VWDWLVWLFDOPHWKRGLVSURSRVHGDVDPHDQVWRYDOLGDWHD
JLYHQK\SRWKHVLV8QOLNHVFLHQWLILFPHWKRGWKHUHPD\QRWEHDIRUPDOPRGHORW
WKHRU\GHVFULELQJWKHK\SRWKHVLV'DWDLVFROOHFWHGWRYHULI\WKHK\SRWKHVLV
• $QDO\WLFDOPHWKRG$IRUPDOWKHRU\LVGHYHORSHGDQGUHVXOWVGHULYHGIURPWKDW
WKHRU\FDQEHFRPSDUHGZLWKHPSLULFDOREVHUYDWLRQV

7KHVH DSSURDFKHV DSSO\ WR VFLHQFH LQ JHQHUDO EXW LQ VRIWZDUH HQJLQHHULQJ ZH QHHG
PHWKRGV WKDW WDNH WKH VSHFLILF FKDUDFWHULVWLFV RI VRIWZDUH LQWR FRQVLGHUDWLRQ ,Q >@
=HOONRZLW] HW DO KDYH ORRNHG H[SHULPHQWDO DSSURDFKHV WKDW DUH XVHG LQ WKH ILHOG RI
FRPSXWHU VFLHQFH 7KH\ KDYH GHYHORSHG D WD[RQRP\ FRQVLVWLQJ RI  GLIIHUHQW
H[SHULPHQWDO DSSURDFKHV JURXSHG LQWR PRGHO FDWHJRULHV REVHUYDWLRQDO KLVWRULFDO DQG
FRQWUROOHG,QREVHUYDWLRQDOPHWKRGVWKHUHLVUHODWLYHO\OLWWOHFRQWURORYHUWKHGHYHORSPHQW
SURFHVV EHVLGHV XVLQJ WKH WHFKQRORJ\ VWXGLHG7KLVPHWKRG FROOHFWV GDWD WKURXJKRXW WKH
GHYHORSPHQW SURFHVV ,Q KLVWRULFDO PHWKRGV WKH GDWD DOUHDG\ H[LVWV LQ IRUP RI
GRFXPHQWDWLRQ RI SUHYLRXV SURMHFWV DQG LW LV RQO\ QHFHVVDU\ WR DQDO\VH WKH GDWD DOUHDG\
FROOHFWHG7KHFRQWUROOHGPHWKRGVSURYLGHIRUVWDWLVWLFDOYDOLGLW\RIWKHUHVXOWE\SURYLGLQJ
IRUPXOWLSOHLQVWDQFHVRIDQREVHUYDWLRQ
%HORZZHJLYHDVKRUWGHVFULSWLRQRIWKHH[SHULPHQWDOPHWKRGVIURP>@
2EVHUYDWLRQDOPHWKRGV
• 3URMHFWPRQLWRULQJFROOHFWVGDWDDYDLODEOHGDWDGXULQJDGHYHORSPHQWSURFHVV
ZLWKRXWWU\LQJWRLQIOXHQFHLWRUUHGLUHFWWKHSURFHVVRUWKHPHWKRGVXVHG
6WUHQJWKV3URYLGHVDEDVHOLQHIRUIXWXUHZRUNDQGLWLVLQH[SHQVLYH
:HDNQHVV1RVSHFLILFJRDOV
• ,Q&DVHVWXG\DSDUWLFXODUDWWULEXWHLVPRQLWRUHGRYHUWLPHLQDSURMHFW
5HVHDUFKHUVFROOHFWGDWDIRUWKHFDVHVWXG\GHULYHGIURPDVSHFLILFSURMHFWJRDO
DQGPHDVXUHWKHGDWDUHODWHGWRWKHSDUWLFXODUDWWULEXWH
 
6WUHQJWKV&DQFRQVWUDLQRQHIDFWRUDWORZFRVW
:HDNQHVV3RRUFRQWUROVIRUODWHUUHSOLFDWLRQ
• $VVHUWLRQLVDPHWKRGZKHUHWKHGHYHORSHUVDUHERWKH[SHULPHQWHUVDQGVXEMHFW
RIWKHVWXG\7KLVPHWKRGFDQEHXVHGDVDSUHOLPLQDU\WHVWEHIRUHIRUPDO
YDOLGDWLRQRIDWHFKQRORJ\·VHIIHFWLYHQHVV
6WUHQJWKV6HUYHVDVDEDVLVIRUIXWXUHH[SHULPHQWV
:HDNQHVV,QVXIILFLHQWYDOLGDWLRQ
• $)LHOGVWXG\PD\FROOHFWGDWDIURPVHYHUDOSURMHFWVVLPXOWDQHRXVO\DQGH[DPLQH
WKHP,QWKLVPHWKRGLWLVGLIILFXOWWRFROOHFWDOOUHOHYDQWGDWDVLQFHWKHSULPDU\
JRDOLVRIWHQQRWWRLQIOXHQFHWKHVXEMHFWV
6WUHQJWKV,QH[SHQVLYHIRUPIRUUHSOLFDWLRQ
:HDNQHVV7UHDWPHQWVGLIIHUDFURVVSURMHFWV


+LVWRULFDOPHWKRGV
• ,QD/LWHUDWXUHVHDUFKWKHLQYHVWLJDWRUDQDO\VHUHVXOWIURPSXEOLFO\DYDLODEOHSDSHUV
DQGGRFXPHQWV7KLVPHWKRGFDQEHXVHGWRFRQILUPH[LVWLQJK\SRWKHVLVRUWR
HQKDQFHGDWDFROOHFWHGRQRQHSURMHFWZLWKGDWDWKDWKDVEHHQFROOHFWHGE\D
SUHYLRXVO\SURMHFW
6WUHQJWKV/DUJHDYDLODEOHGDWDEDVHLQH[SHQVLYH
:HDNQHVV6HOHFWLRQELDVWUHDWPHQWVGLIIHU
• /HJDF\GDWD+HUHH[LVWLQJILOHVDUHH[DPLQHGWRGHWHUPLQHWUHQGVDQGWR
XQGHUVWDQGSUHYLRXVO\FRPSOHWHGSURMHFWVLQRUGHUWRXVHWKLVLQIRUPDWLRQLQD
QHZSURMHFW
6WUHQJWKV&RPELQHVPXOWLSOHVWXGLHVLQH[SHQVLYH
:HDNQHVV&DQQRWFRQVWUDLQIDFWRUVGDWDLVOLPLWHG
• ,Q/HVVRQVOHDUQHGVWXGLHVDUHVWXGLHVRIOHVVRQVOHDUQHGGRFXPHQWVUHVHDUFKHUV
KDYHSURGXFHGDIWHUFRPSOHWLQJODUJHLQGXVWULDOSURMHFWV7KHJRDORIWKHVH
VWXGLHVLVWRILQGTXDOLWDWLYHDVSHFWVWKDWFDQLPSURYHIXWXUHGHYHORSPHQWV
6WUHQJWKV'HWHUPLQHVWUHQGVLQH[SHQVLYH
:HDNQHVV1RTXDQWLWDWLYHGDWDFDQQRWFRQVWUDLQIDFWRUV
• 6WDWLFDQDO\VLVIRFXVRQVWXG\LQJFRPSOHWHGSURGXFWV7RGHWHUPLQHWKHSURGXFWV
FKDUDFWHUUHVHDUFKHUVDQDO\VHLWVVWUXFWXUH
6WUHQJWKV&DQEHDXWRPDWHGDSSOLHVWRWRROV
:HDNQHVV1RWUHODWHGWRGHYHORSPHQWPHWKRG

&RQWUROOHGPHWKRGV
• 5HSOLFDWHGH[SHULPHQWLVDPHWKRGZKHUHVHYHUDOSURMHFWVDUHVWDIIHGWRSHUIRUPD
WDVNLQPXOWLSOHZD\VDQGWKHIDFWRUVRILQWHUHVWHGDUHFRQWUROOHGIRUWKHVH
DSSURDFKHV'DWDLVFROOHFWHGDQGFRPSDUHGIRUWKHGLIIHUHQWUHSOLFDWLRQV
6WUHQJWKV&DQFRQWUROIDFWRUVIRUDOOWUHDWPHQWV
:HDNQHVV9HU\H[SHQVLYH+DZWKRUQHHIIHFW
• 6\QWKHWLFHQYLURQPHQWH[SHULPHQWVDUHUHSOLFDWLRQH[SHULPHQWVSHUIRUPHGLQVPDOOHU
DQGFRQWUROOHGHQYLURQPHQWV$UHODWLYHVPDOOREMHFWLYHLVLGHQWLILHGDQGDOO
 
YDULDEOHVH[FHSWWKHFRQWUROPHWKRGEHLQJPRGLILHGDUHIL[HG
6WUHQJWKV&DQFRQWUROLQGLYLGXDOIDFWRUVPRGHUDWHFRVW
:HDNQHVV'LIILFXOWWRVFDOHXSLQWHUDFWLRQDPRQJPXOWLSOHIDFWRUV
• '\QDPLFDQDO\VLVLVDPHWKRGWKDWDQDO\VHWKHSURGXFWLWVHOI,QVWUXPHQWVFDQWHVW
WKHSURGXFWE\DGGLQJGHEXJJLQJRUWHVWLQJFRGHLQVXFKDZD\WKDWWKH
SURGXFWVIHDWXUHVFDQEHGHPRQVWUDWHGDQGHYDOXDWHGZKLOHLWH[HFXWHV
6WUHQJWKV&DQEHDXWRPDWHGDSSOLHVWRWRROV
:HDNQHVV1RWUHODWHGWRGHYHORSPHQWPHWKRG
• ,Q6LPXODWLRQPHWKRGVUHVHDUFKHUVHYDOXDWHWHFKQRORJ\E\H[HFXWLQJWKH
SURGXFW7KH\PDNHDVVXPSWLRQVRQKRZWKHUHDOHQYLURQPHQWZLOOLQWHUDFW
ZLWKWKHSURGXFWDQGPDNHDPRGHORIWKHUHDOHQYLURQPHQWLQZKLFKWKH
SURGXFWLVH[HFXWHG
6WUHQJWKV&DQEHDXWRPDWHGDSSOLHVWRWRROVHYDOXDWLRQLQVDIHHQYLURQPHQW
:HDNQHVV'DWDPD\QRWUHSUHVHQWUHDOLW\QRWUHODWHGWRGHYHORSPHQWPHWKRG
1.30 Evaluation 
,QWKLVVHFWLRQZHZLOOSUHVHQWWKHUHVXOWVRIDQGGLVFXVVWKHHYDOXDWLRQEHWZHHQWKHQHZ
DQGWKHRULJLQDOSURWRW\SH7KHJRDORIWKLVHYDOXDWLRQLVWRYDOLGDWHWKDWWKHGHYHORSPHQW
SURFHVVXVHGWRGHYHORSWKHQHZSURWRW\SHVXSSRUWVGHVLJQIRUPRGLILDELOLW\LQDVHFXULW\
VDIHW\ FULWLFDO V\VWHP :H GR WKLV E\ HYDOXDWLQJ WKH QHZ SURWRW\SH DFFRUGLQJ WR WKUHH
VXFFHVV FULWHULD)LUVW WKHQHZSURWRW\SHPXVWSURYLGH WKH IXQFWLRQDOLW\GHVFULEHG LQ WKH
UHTXLUHPHQWV7KHUHTXLUHPHQWVIRUWKHQHZSURWRW\SHDUHEDVHGRQWKHUHTXLUHPHQWVIURP
>@ DQGZHZLOO WKHUHIRUH VKRZ WKDW WKH IXQFWLRQDO UHTXLUHPHQWV IRU WKHQHZSURWRW\SH
SURYLGHDWOHDVWWKHVDPHIXQFWLRQDOLW\6HFRQGZHUHTXLUHWKDWWKHQHZSURWRW\SHSURYLGH
DWVDPHVDIHW\OHYHODVWKHRULJLQDOSURWRW\SHVLQFHWKHSURWRW\SHLVDVDIHW\FULWLFDOV\VWHP
7KLUGZHUHTXLUHWKDWWKHQHZSURWRW\SHSURYLGHDKLJKHUOHYHORIPRGLILDELOLW\ZKLFKZLOO
IDYRXUV\VWHPHYROXWLRQ
6LQFH WKH GHYHORSHU RI WKH QHZ SURWRW\SH V\VWHP LV ERWK WKH H[SHULPHQWHU DQG WKH
VXEMHFW RI VWXG\ ZH KDYH XVHG DVVHUWLRQ DV UHVHDUFKPHWKRG 7KLV LV D ZHDN YDOLGDWLRQ
PHWKRGZKLFKPD\EHELDVHG+RZHYHU WKHPDLQJRDORI WKHHYDOXDWLRQ LV WRSURYLGHD
TXDOLWDWLYHDQGSUHOLPLQDU\HYDOXDWLRQDVDSUHVWXG\%\XVLQJDVVHUWLRQDVUHVHDUFKPHWKRG
ZHNHHSWKHFRVWVRIWKLVSUHVWXG\DWDPLQLPXP
1.30.1 Comparing the functionality 
,QWKLVVHFWLRQZHZLOOVKRZWKDWWKHIXQFWLRQDOUHTXLUHPHQWVDQGWKHFRQVWUDLQWVWRWKH
QHZSURWRW\SHFRYHUWKHIXQFWLRQDOUHTXLUHPHQWVDVGHVFULEHGLQ>@,Q7DEOHZHKDYH
 
OLVWHG WKH IXQFWLRQDO UHTXLUHPHQWV IRU WKH RULJLQDO SURWRW\SH LQ WKH OHIW FROXPQZLWK WKH
HTXLYDOHQWIXQFWLRQDOUHTXLUHPHQWRUFRQVWUDLQWIRUWKHQHZSURWRW\SHLQWKHULJKWFROXPQ
7KH UHTXLUHPHQWV )LL DQG ) IRU WKH RULJLQDO SURWRW\SH VWDWH WKDW LW VKDOO EH
SRVVLEOHWRVWDUWWKHFXWWLQJURERWIURPWKHXVHULQWHUIDFHLQWKHFRQWURODSSOLFDWLRQ,QWKH
3UHOLPLQDU\+D]DUG$QDO\VLVVHHVHFWLRQWKLVLVLGHQWLILHGDVDVDIHW\ULVN7KLVLVDOVR
LGHQWLILHG LQWKH3UHOLPLQDU\+D]DUG$QDO\VLVIRU WKHRULJLQDOSURWRW\SH LQ >@$OWKRXJK
WKH UHTXLUHPHQWV IRU WKH RULJLQDO SURWRW\SH ZKHUH QRW PRGLILHG DFFRUGLQJO\ LW ZDV
DFFRXQWHGIRULQWKHLPSOHPHQWDWLRQ7KHUHVWRIWKHIXQFWLRQDOUHTXLUHPHQWVDUHFRYHUHG
E\WKHIXQFWLRQDOUHTXLUHPHQWVDQGFRQVWUDLQWVIRUWKHQHZSURWRW\SH
7DEOH)XQFWLRQDOUHTXLUHPHQWVRIWKHWZRSURWRW\SHV7KHSUHIL[)VWDQGVIRUIXQFWLRQDO
UHTXLUHPHQWDQGWKHSUHIL[&VWDQGVIRUFRQVWUDLQW
The original prototype The new prototype 
)7KH/(*2FXWWLQJURERWVKDOO )7KHFXWWLQJURERWVKDOO
&7KHFXWWLQJURERWVKDOOEHEXLOWLQ/(*2
)VWRSRSHUDWLQJLI )VWRSRSHUDWLQJLI
LWKH2IIEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHG LWKH2IIEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHG
LLWKH´VWRSFXWWLQJEXWWRQLQWKHFRQWUROZLQGRZ
RQWKH3&FRQWUROOHULVSUHVVHG
LLWKHFRQWURODSSOLFDWLRQVHQGVD´VWRSFXWWLQJµ
VLJQDO
LLLWKHFRQQHFWLRQEHWZHHQWKH$,%2DQGWKH3&
FRQWUROOHULVORVW
LLLWKHFRPPXQLFDWLRQEHWZHHQWKHDXWKRUL]DWLRQ
PHFKDQLVPDQGWKHFRQWUROOHUDSSOLFDWLRQLVORVW
UHSOLFDWHGLQ)LL
LYWKHFRQQHFWLRQEHWZHHQWKH3&FRQWUROOHUDQG
WKH/(*2V\VWHPLVORVW
LYWKHFRPPXQLFDWLRQEHWZHHQWKHFRQWURO
DSSOLFDWLRQDQGWKHFXWWLQJURERWLVORVW
YWKHJDWHLVRSHQHG YWKHJDWHLVRSHQHG
)VWDUWRSHUDWLQJLI )VWDUWRSHUDWLQJLI
LWKH2QEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHGE\
DQDXWKRUL]HGSHUVRQ
LWKH2QEXWWRQLQWKHHQWUDQFHDUHDLVSUHVVHGE\
DQDXWKRUL]HGSHUVRQ
LLWKH´6WDUWFXWWLQJEXWWRQLQWKHFRQWURO
ZLQGRZRQWKH3&FRQWUROOHULVSUHVVHG
7KLVUHTXLUHPHQWLVUHPRYHGIRUVDIHW\UHDVRQV
)7KH5&;RIWKH/(*2V\VWHPVKDOO 
)FRPPXQLFDWHZLWKWKH3&FRQWUROOHUWKURXJK
,5VLJQDOV
&7KHFRPPXQLFDWLRQEHWZHHQWKHFRQWURO
DSSOLFDWLRQDQGWKH5&;VKDOOEHWKURXJKLQIUDUHG
VLJQDOV
 

)FRQWURO
LWKHOLJKWV
LLWKHFXWWLQJURERW
LLLWKHJDWH
LYWKHJDWHORFN
)LQWHUSUHWGDWDIURP
LWKH2QDQG2IIEXWWRQV
LLWKHVHQVRUVRQWKHJDWHWRXFKVHQVRUVZKLFKDUH
XVHGWRGHWHUPLQHZKHQWKHJDWHLVRSHQHGRU
FORVHG
&$/(*20LQGVWRUP5&;VKDOOFRQWUROWKH
FXWWLQJURERWVWDUWVWRSWKHJDWHRSHQFORVHDQG
ORFNXQORFNDQGLQWHUSUHWWKHVLJQDOVIURPWKHRQ
DQGRIIEXWWRQV

)LQIRUPWKH3&FRQWUROOHUDERXWVWDWHFKDQJHV
RI
LWKHFXWWLQJURERWVWDUWHGVWRSSHG
LLWKHJDWHRSHQHGFORVHG
)7KHFRQWURODSSOLFDWLRQVKDOOGLVSOD\VWDWXV
LQIRUPDWLRQZKHQ
LLL7KHFXWWLQJURERWKDVVWDUWHG
LY7KHFXWWLQJURERWKDVVWRSSHG
YLLL7KHJDWHLVRSHQHG
L[7KHJDWHLVFORVHG
)7KH$,%2VKDOO )7KHDXWKRUL]DWLRQPHFKDQLVPVKDOO
&7KHDXWKRUL]DWLRQPHFKDQLVPVKDOOEHD6RQ\
$,%2
)FRPPXQLFDWHZLWKWKH3&FRQWUROOHUWKURXJK
ZLUHOHVV/$1
&7KHFRPPXQLFDWLRQEHWZHHQWKHFRQWURO
DSSOLFDWLRQDQGWKH$,%2VKDOOEHWKURXJKD
ZLUHOHVV/$1
)VHDUFKIRUJUHHQPDQDQGSLQNEDOO )PRQLWRUWKHHQWUDQFHDUHDIRUSHUVRQQHO
VHDUFKIRUJUHHQPDQDQGSLQNEDOO
)VHDUFKIRUJUHHQ/(*2PHQDXWKRUL]HG
SHUVRQQHORUSLQNEDOOXQDXWKRUL]HG
)QRWLI\WKH3&FRQWUROOHULI )QRWLI\WKHFRQWURODSSOLFDWLRQLI
LLWGHWHFWVDQDXWKRUL]HGSHUVRQJUHHQ/(*2
PDQRUDQLQWUXGHUSLQNEDOOHQWHULQJWKH
HQWUDQFHDUHD
LLWGHWHFWVDQDXWKRUL]HGSHUVRQJUHHQ/(*2
PDQRUDQXQDXWKRUL]HGSHUVRQSLQNEDOOHQWHULQJ
WKHHQWUDQFHDUHD
LLLWGHWHFWVDQDXWKRUL]HGSHUVRQRUDQLQWUXGHU
OHDYLQJWKHHQWUDQFHDUHD
LLLWGHWHFWVDQDXWKRUL]HGSHUVRQRULQWUXGHUOHDYLQJ
WKHHQWUDQFHDUHD
)7KH3&FRQWUROOHUVKDOO )7KHFRQWURODSSOLFDWLRQVKDOO
)FRPPXQLFDWHZLWKWKH/(*2V\VWHP
WKURXJK,5VLJQDOV
&7KHFRPPXQLFDWLRQEHWZHHQWKHFRQWURO
DSSOLFDWLRQDQGWKH5&;VKDOOEHWKURXJKLQIUDUHG
VLJQDOV
)FRPPXQLFDWHZLWK$,%2WKURXJKZLUHOHVV
/$1
&7KHFRPPXQLFDWLRQEHWZHHQWKHFRQWURO
DSSOLFDWLRQDQGWKH$,%2VKDOOEHWKURXJKD
ZLUHOHVV/$1
)VHQGDVWDUWVLJQDOWRWKH/(*2V\VWHPZKHQ
WKHVWDUWEXWWRQLQWKHFRQWUROZLQGRZLVSUHVVHG
7KLVUHTXLUHPHQWLVUHPRYHGIRUVDIHW\UHDVRQV
 
)VHQGDVWRSVLJQDOWRWKH/(*2V\VWHPZKHQ )VHQGDVWRSVLJQDOWRWKHFXWWLQJURERW
LWKHVWRSEXWWRQLQWKHFRQWUROZLQGRZLV
SUHVVHG
LRQXVHUUHTXHVW
LLWKHFRQQHFWLRQWRWKH$,%2LVORVW LLWKHFRPPXQLFDWLRQEHWZHHQWKHDXWKRUL]DWLRQ
PHFKDQLVPDQGWKHFRQWUROOHUDSSOLFDWLRQLVORVW
LLLWKH$,%2EHFRPHVXQDYDLODEOH LLLWKHDXWKRUL]DWLRQPHFKDQLVPEHFRPHV
XQDYDLODEOH
)VHQGD´FORVHJDWHVLJQDOWRWKH/(*2
V\VWHPZKHQ
LWKHFRQQHFWLRQWRWKH$,%2LVORVW
)VHQGD´FORVHGDQGORFNJDWHµVLJQDOWRWKH
JDWHZKHQWKHFRPPXQLFDWLRQZLWKWKHLV
DXWKRUL]DWLRQPHFKDQLVPORVW
)GLVSOD\VWDWXVLQIRUPDWLRQZKHQ )GLVSOD\VWDWXVLQIRUPDWLRQZKHQ
LFRPPXQLFDWLRQWR$,%2LVORVW LFRPPXQLFDWLRQZLWKDXWKRUL]DWLRQPHFKDQLVPLV
ORVW
LLFRPPXQLFDWLRQWR/(*2V\VWHPLVORVW LLFRPPXQLFDWLRQWRIDFWRU\V\VWHPLVORVW
LLLWKHFXWWLQJURERWKDVVWDUWHG LLL7KHFXWWLQJURERWKDVVWDUWHG
LYWKHFXWWLQJURERWKDVVWRSSHG LY7KHFXWWLQJURERWKDVVWRSSHG
YLQWUXGHULVGHWHFWHGLQWKHHQWUDQFHDUHD Y,QWUXGHULVGHWHFWHGLQWKHHQWUDQFHDUHD
YLDXWKRUL]HGSHUVRQLVGHWHFWHGLQWKHHQWUDQFH
DUHD
YL$XWKRUL]HGSHUVRQLVGHWHFWHGLQHQWUDQFHDUHD
YLLWKHFXWWLQJURERWFDQQRWEHVWDUWHG YLL7KHFXWWLQJURERWFDQQRWEHVWDUWHG
)7KHJDWHVKDOO )7KHJDWHVKDOO
)XQORFNLIDQDXWKRUL]HGSHUVRQJUHHQ/(*2
PDQHQWHUVWKHHQWUDQFHDUHD
)XQORFNLIDQDXWKRUL]HGSHUVRQJUHHQ/(*2
PDQHQWHUVWKHHQWUDQFHDUHD
)RSHQLIWKHJDWHZKHHOLQWKHHQWUDQFHDUHDLV
WXUQHG
)RSHQLIWKHJDWHZKHHOLQWKHHQWUDQFHDUHDLV
WXUQHG
)FORVHLIWKHDXWKRUL]HGSHUVRQOHDYHVWKH
HQWUDQFHDUHDZLWKRXWFORVLQJWKHJDWH
)FORVHLIWKHDXWKRUL]HGSHUVRQOHDYHVWKH
HQWUDQFHDUHDZLWKRXWFORVLQJWKHJDWH
)ORFNLIWKHDXWKRUL]HGSHUVRQOHDYHVWKH
HQWUDQFHDUHD
)ORFNLILWDXWKRUL]HGSHUVRQOHDYHVWKH
HQWUDQFHDUHD
)FORVHLILWLVRSHQDQGWKH2QEXWWRQLQWKH
HQWUDQFHDUHDLVSUHVVHG
)FORVHLILWLVRSHQDQGWKH2QEXWWRQLQWKH
HQWUDQFHDUHDLVSUHVVHG
)FORVHDQGORFNLIWKHFRQQHFWLRQEHWZHHQWKH
$,%2DQGWKH3&FRQWUROOHULVORVW
)FORVHDQGORFNLIWKHFRPPXQLFDWLRQEHWZHHQ
WKHDXWKRUL]DWLRQPHFKDQLVPDQGWKHFRQWURO
DSSOLFDWLRQLVORVW
)FORVHDQGORFNLIWKHFRQQHFWLRQEHWZHHQWKH
3&FRQWUROOHUDQGWKH/(*2V\VWHPLVORVW
)FORVHDQGORFNLIWKHFRPPXQLFDWLRQEHWZHHQ
WKHFRQWURODSSOLFDWLRQDQGWKHJDWHLVORVW
 
1.30.2 Comparing the safety level 
7RVKRZWKDWWKHQHZSURWRW\SHSURYLGHVWKHVDPHVDIHW\OHYHODVWKHRULJLQDOSURWRW\SH
ZHSHUIRUPHG D3UHOLPLQDU\+D]DUG$QDO\VLV 3+$ DQG D 6HFXULW\+D]2S IRU WKHQHZ
SURWRW\SHEDVHGRQWKH3+$DQG6HFXULW\+D]2SSHUIRUPHGIRUWKHRULJLQDOSURWRW\SHLQ
>@
,QWKH3+$GRFXPHQWHGLQVHFWLRQZHXVHGWKHVDPHKD]DUGVFRQVHTXHQFHVDQG
FDXVHVDVZDVXVHGIRUWKH3+$IRUWKHRULJLQDOSURWRW\SH:HIRXQGWKDWWKHUHVXOWVIURP
WKH3+$LQ >@DOVRDSSOLHG IRU WKHQHZSURWRW\SH6RPHRI WKHKD]DUGVZKHUHDOUHDG\
GHDOW ZLWK LQ WKH UHTXLUHPHQWV VSHFLILFDWLRQ VHH 7DEOH  ,Q WKH 6HFXULW\+D]2SZH
SHUIRUPHG LQ VHFWLRQZHXVHG WKH VDPHH[SUHVVLRQV VHFXULW\ WKUHDWV FRQVHTXHQFHV
DQG FDXVHV DV XVHG LQ WKH 6HFXULW\+D]2S IRU WKH RULJLQDO SURWRW\SH ,QPRVW FDVHV WKH
FRXQWHUPHDVXUHVLGHQWLILHGLQ>@DOVRDSSOLHGIRUWKHQHZSURWRW\SH7KHUHVXOWVIURPWKH
6HFXULW\+D]2S IRU WKHRULJLQDOSURWRW\SHDUHJLYHQ LQDSSHQGL[$ZKLOH DOO UHVXOWV WKDW
GLIIHU DUH JLYHQ LQ 7DEOH  ,Q >@ WKH DFFHSWDQFH OHYHO IRU ULVN ZDV ,9 WKXV ULVNV
FDWHJRUL]HGDVOHYHO,,,RU,,,ZKHUHQRWDFFHSWHGDQGQHHGHGWREHWUHDWHG7RSURYLGH
WKH VDPH VDIHW\ OHYHO IRU WKH QHZ SURWRW\SH ZH XVHG WKH VDPH VWUDWHJ\ 7KXV WKH
FRXQWHUPHDVXUHVLGHQWLILHGLQDSSHQGL[$DQGLQ7DEOHZKHUHWDNHQLQWRDFFRXQWLQWKH
DUFKLWHFWXUHDQGGHVLJQ
1.30.3 Evaluating modifiability 
:KHQHYDOXDWLQJ WKHFRQIRUPDQFH WRPRGLILDELOLW\ZHDQDO\]HG WKHRULJLQDOSURWRW\SH
>@LQWKLVVHFWLRQSURWRW\SHDQGWKHSURWRW\SHLQRXUZRUNLQWKLVVHFWLRQSURWRW\SH
DFFRUGLQJWRWKHLUGHJUHHRIIXOILOPHQWRIWKHUHTXLUHPHQWVWRPRGLILDELOLW\2XUJRDOLVWR
VKRZWKDWZHKDYHJDLQHGDQLQFUHDVHGOHYHORIPRGLILDELOLW\LQWKHQHZSURWRW\SH7RDVVHV
WKLVZHZLOOXVHDQHYDOXDWLRQWHFKQLTXHEDVHGRQ$7$0VHVHFWLRQ:HGRQRWXVH
$7$0 LQ IXOO VFDOH VLQFH WKHSURWRW\SHKDV IHZ VWDNHKROGHUV7KH VFHQDULRVXVHG LQ WKH
HYDOXDWLRQDUHWKHVFHQDULRVIRUPRGLILDELOLW\LGHQWLILHGDQGGHVFULEHGLQVHFWLRQ7KH
VFHQDULRVDUHEDVHGRQWKHUHTXLUHPHQWVWRPRGLILDELOLW\IRUSURWRW\SH
)RUHDFKPRGLILDELOLW\VFHQDULRZHGHVFULEHZKDWFKDQJHVQHHGVWREHGRQHWRIXOILOWKH
VFHQDULRIRUERWKSURWRW\SHVDQGZKLFKHOHPHQWVWKDWDUHDIIHFWHGE\WKHFKDQJH$VSDUW
RIWKHHYDOXDWLRQZHZLOOSUHVHQWWKHVFHQDULRVWKHDUFKLWHFWXUHDQGGHVLJQGHVFULSWLRQRI
 
ERWKSURWRW\SHVVHHVHFWLRQDQGVHFWLRQDQGWKHFKDQJHGHVFULSWLRQJLYHQEHORZWR
H[SHUWV IRU H[SHUW MXGJHPHQW 7KH H[SHUW ZLOO FODVVLI\ WKH GLIILFXOW\ OHYHO DQG WLPH RI
LPSRVLQJ FKDQJHV GHVFULEHG LQ WKH VFHQDULRV IRU ERWK SURWRW\SHV :H DOVR SUHVHQW DQ
DVVXPSWLRQRIZKLFKSURWRW\SHZHWKLQNZLOOEHHDVLHVWWRFKDQJHDFFRUGLQJWRWKHVFHQDULR
JLYHQ7KHVHDVVXPSWLRQZKHUHQRWJLYHQWRWKHH[SHUWVEXWDUHDGGHGLQWKHUHSRUWWRHDVH
WKHUHDGLQJ
Scenario U21 
0RUH$,%2WRPRQLWRUWKHHQWUDQFHJDWHDUHDGGHGDQGHQDEOHGWRFRPPXQLFDWHZLWK
HDFKRWKHU&KDQJHVWRH[LVWLQJHOHPHQWVLQWKH$,%2DUHFRPSOHWHGLQOHVVWKDQSHUVRQ
ZHHN1LDQG1LL
3URWRW\SH
,QRUGHUWRJHWWZR$,%2WRFRPPXQLFDWHZLWKHDFKRWKHUWKH%DOO7UDFNLQJ+HDGFODVV
ZLOOQHHGWREHPRGLILHG(LWKHUWKH%DOO7UDFNLQJ+HDGZLOOQHHGWRLQFOXGHDPHWKRGIRU
FRPPXQLFDWLQJZLWK WKH RWKHU$,%2RU LW QHHGV WRXVH DQRWKHU FODVV DQHZFODVV WKDW
LPSOHPHQW WKLV IXQFWLRQDOLW\ 7KLV PHDQV WKDW WKH FODVV UHVSRQVLEOH IRU WKH RYHUDOO
IXQFWLRQDOLW\ RI WKH $,%2 WKH %DOO7UDFNQLJ+HDG FODVV QHHGV WR EH PRGLILHG DQG
UHFRPSLOHG
3URWRW\SH
7KH$XWKRUL]DWLRQ,QWHUIDFHLQWKH$,%2FRPPXQLFDWHVZLWKH[WHUQDOV\VWHPVE\FDOO
EDFN IXQFWLRQDOLW\ ,Q RWKHU ZRUGV WKH $XWKRUL]DWLRQ ,QWHUIDFH SURYLGHV D PHWKRG IRU
RWKHUV\VWHPVWRUHJLVWHUWKHLUFRQWDFWLQIRUPDWLRQ7KH$XWKRUL]DWLRQ,QWHUIDFHWKHQXVHV
WKLV LQIRUPDWLRQ ZKHQ VHQGLQJ PHVVDJHV ,I WZR $,%2 VKDOO LV WR FRPPXQLFDWH WKH
$XWKRUL]DWLRQ ,QWHUIDFH QHHGV WR LPSOHPHQW DPHWKRG WKDW LV UHVSRQVLEOH IRU UHJLVWHULQJ
FRQWDFWLQIRUPDWLRQWRWKHRWKHU$,%27KH$XWKRUL]DWLRQ,QWHUIDFHFODVVZLOODOVRKDYHWR
LPSOHPHQWDPHWKRGIRUSURFHVVLQJWKHPHVVDJHVVHQWIURPWKHRWKHU$,%2
$VVXPSWLRQ,WLVHDVLHUWRDGGWKHFRPPXQLFDWLRQEHWZHHQWZR$,%2·VE\DGGLQJWZR
PHWKRGVLQDFODVVWKH$XWKRUL]DWLRQ,QWHUIDFHLQSURWRW\SHWKDWLVRQO\FRQFHUQHGZLWK
FRPPXQLFDWLRQWKDQWRPRGLI\WKHFODVVWKDWLVDOVRUHVSRQVLEOHIRUWKHPDLQIXQFWLRQDOLW\
 
%DOO7UDFNLQJ+HDGLQSURWRW\SHRIWKH$,%27KHUHDVRQIRUWKLVLVZKHQPRGLI\LQJWKH
FODVVUHVSRQVLEOHIRUPDLQIXQFWLRQDOLW\WKHGHYHORSHUUHVSRQVLEOHIRUPDNLQJWKHQHFHVVDU\
FKDQJHVPD\QRWEHDZDUHRIKLGGHQGHSHQGHQFLHVLQVLGHWKHFODVV
([SHUWMXGJHPHQW
6FHQDULR8 (DVH RI LPSRVLQJ FKDQJH HDV\
PHGLXPKDUG
7LPH RI LPSRVLQJ FKDQJH
VKRUWPHGLXPKLJK
3URWRW\SH KDUG PHGLXP
3URWRW\SH 0HGLXP PHGLXP
 
Scenario U22 
$GG IXQFWLRQDOLW\ IRU WKH $,%2 WR IROORZ LQWUXGHUV RU DXWKRUL]HG SHUVRQQHO LQ WKH
HQWUDQFHDUHDDQGWKHVDIHW\]RQH&KDQJHVWRH[LVWLQJHOHPHQWVLQWKH$,%2DUHFRPSOHWHG
LQOHVVWKDQSHUVRQZHHN1LL
3URWRW\SH
,Q RUGHU WR DGG WKH IXQFWLRQDOLW\ RI JHWWLQJ WKH $,%2 WR IROORZ DQ LQWUXGHU RU DQ
DXWKRUL]HGSHUVRQWKH%DOO7UDFNLQJ+HDGFODVVZLOOKDYHWREHPRGLILHGVRWKDWLQVWHDGRI
MXVWVHDUFKLQJIRUDQREMHFWLWZLOODOVRIROORZLWZLWKLWVKHDGDQGPRYHDIWHULW:HZRXOG
QRWLQWURGXFHDQHZFODVVWRIXOILOWKLVQHZIXQFWLRQDOLW\VLQFHWKLVZRXOGUHTXLUHWKHQHZ
FODVV WR UHSOLFDWH PXFK RI WKH IXQFWLRQDOLW\ RI WKH %DOO7UDFNLQJ+HDG VXFK DV WKH
LGHQWLILFDWLRQRIDQREMHFWSHUVRQ
3URWRW\SH
,QRUGHUWRPDNHWKH$,%2IROORZLQWUXGHUVRUDXWKRUL]HGSHUVRQQHOWKHUHZLOOKDYHWR
EHDGGHGDFODVVWKDWLPSOHPHQWWKHRYHUDOOIXQFWLRQDOLW\IRUIROORZLQJWKHLGHQWLILHGREMHFW
7KLV FODVVZLOO UHFHLYHFRQWURO IORZ IURP WKH1RWLI\/RVW)RXQGFODVVZKHQDQREMHFWKDV
EHHQ LGHQWLILHG DQG LW ZLOO SDVV FRQWURO EDFN WR WKH 6HDUFK)RU2EMHFW FODVV WKURXJK
1RWLI\/RVW)RXQGZKHQWKH$,%2ORRVHVWKHREMHFWRXWRIVLJKW7KHQHZIROORZFODVVZLOO
XVH 0RYLQJ+HDG DQG 0RYLQJ/HJV LQ RUGHU WR IROORZ WKH REMHFW DQG LW ZLOO XVH WKH
 
,GHQWLI\2EMHFW FODVV WR FRQILUP WKDW LW VWLOO VHHV WKH REMHFW LQ WKH VDPH ZD\ DV WKH
6HDUFK)RU2EMHFWXVHVWKLVFODVV$FODVVGLDJUDPLVJLYHQLQ)LJXUHWRVKRZWKHDGGHG
FODVVDQGLWVUHODWLRQV
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)LJXUH  &ODVV GLDJUDP DIWHU DGGLQJ WKH )ROORZ2EMHFW
FODVV.H\80/
$VVXPSWLRQ 7KH WZR DSSURDFKHV ZLOO EH RI WKH VDPH GLIILFXOW\ WR DFKLHYH %XW
FRPSOH[LW\RIWKHPRGXOHVLVKHOGDWDPLQLPXPE\LQWURGXFLQJDQHZPRGXOH7KLVZLOO
HDVHIXUWKHUPRGLILFDWLRQVDWDODWHUWLPHDQGHDVHWKHXQGHUVWDQGDELOLW\UHDGDELOLW\
([SHUWMXGJHPHQW
6FHQDULR8 (DVH RI LPSRVLQJ FKDQJH HDV\
PHGLXPKDUG
7LPH RI LPSRVLQJ FKDQJH
VKRUWPHGLXPKLJK
3URWRW\SH (DV\ 6KRUW
3URWRW\SH (DV\ 6KRUW

Scenario U23  
$QHZXVHULQWHUIDFHWRWKHFRQWURODSSOLFDWLRQUHSODFHVWKHROGRQHQRHOHPHQWVRWKHU
WKDQWKHXVHULQWHUIDFHLVDIIHFWHG1
 
3URWRW\SH
$VORQJDVWKHQHZXVHULQWHUIDFHLVJLYHQWKHVDPHQDPHDVWKHROGRQHDQGLWSURYLGHV
DW OHDVW WKH VDPH LQWHUIDFH WR WKH 7DONLQJ FODVV DQG WKH &%DOO$SS QR FODVVHV ZLOO EH
DIIHFWHGE\WKHUHSODFHPHQW
3URWRW\SH
$VORQJDVWKHQHZ8VHU,QWHUIDFHLVJLYHQWKHVDPHQDPHDVWKHROGRQHDQGLWSURYLGHV
DWOHDVWWKHVDPHLQWHUIDFHWRWKH6\VWHP6WDWH&RQWUROOHUQRFODVVHVZLOOEHDIIHFWHGE\WKH
UHSODFHPHQW
$VVXPSWLRQ7KLVFKDQJHZLOOEHRIWKHVDPHGLIILFXOW\IRUERWKV\VWHPV

([SHUWMXGJHPHQW
6FHQDULR8 (DVH RI LPSRVLQJ FKDQJH HDV\
PHGLXPKDUG
7LPH RI LPSRVLQJ FKDQJH
VKRUWPHGLXPKLJK
3URWRW\SH (DV\ 6KRUW
3URWRW\SH (DV\ 6KRUW


Scenario U24 
7KH FRPPXQLFDWLRQ LQWHUIDFH EHWZHHQ WKH FRQWURO DSSOLFDWLRQ DQG$,%2 LV FKDQJHG
IURPWHOQHWWR&25%$DQGHOHPHQWVUHVSRQVLEOHIRUIXQFWLRQDOLW\DUHQRWDIIHFWHG1
3URWRW\SH
,Q RUGHU WR UHSODFH WKH FRPPXQLFDWLRQ LQWHUIDFH IURP WHOQHW WR &25%$ ERWK WKH
%DOO7UDFNLQJ+HDGFODVVLQWKH$,%2DQGWKH7DONLQJFODVVLQWKH3&FRQWUROOHUQHHGVWREH
PRGLILHG7KH%DOO7UDFNLQJ+HDGFODVVLVUHVSRQVLEOHIRUILQGLQJDQGLGHQWLI\LQJSHUVRQQHO
LQDGGLWLRQWRFRPPXQLFDWLQJZLWKWKH3&FRQWUROOHUDQGWKH7DONLQJFODVVLVUHVSRQVLEOH
IRUFRPPXQLFDWLQJZLWKWKH/(*2V\VWHPDQGWKDWWKHXVHULQWHUIDFH%DOO'OJFODVVJHWV
LQIRUPDWLRQRIV\VWHPHYHQWV
 
3URWRW\SH
7R UHSODFH WKH FRPPXQLFDWLRQ LQWHUIDFH EHWZHHQ WKH &RQWURO $SSOLFDWLRQ DQG WKH
$,%2WKH$XWKRUL]DWLRQ,QWHUIDFHLQWKH$,%2DQGWKH$,%2&RPPXQLFDWHLQWKH&RQWURO
$SSOLFDWLRQ 7KHVH WZR FODVVHV DUH RQO\ UHVSRQVLEOH IRU FRPPXQLFDWLRQ EHWZHHQ WKH
&RQWURO$SSOLFDWLRQDQGWKH$,%2
$VVXPSWLRQ ,W LV HDVLHU WR RQO\ PRGLI\ WKH $XWKRUL]DWLRQ,QWHUIDFH DQG WKH
$,%2&RPPXQLFDWH FODVVHV VLQFH WKHVH DUH RQO\ FRQFHUQHG ZLWK FRPPXQLFDWLRQ WKDQ
PRGLI\LQJWKH%DOO7UDFNLQJ+HDGDQGWKH7DONLQJFODVVHV
([SHUWMXGJHPHQW
6FHQDULR8 (DVH RI LPSRVLQJ FKDQJH HDV\
PHGLXPKDUG
7LPH RI LPSRVLQJ FKDQJH
VKRUWPHGLXPORQJ
3URWRW\SH +DUG 0HGLXP
3URWRW\SH (DV\ 6KRUW

Scenario U25 
5HSODFHWKH$,%2ZLWKDNH\FDUGPHFKDQLVPIRUDXWKRUL]DWLRQRISHUVRQQHO1LY
3URWRW\SH
7KH7DONLQJFODVVRIWKH3&FRQWUROOHUZLOOKDYHWREHPRGLILHGLQRUGHUWRUHSODFHWKH
$,%2ZLWKDNH\FDUGPHFKDQLVP7KLVFODVV LVDOVRUHVSRQVLEOHIRUFRPPXQLFDWLQJZLWK
WKH/(*2V\VWHPDQGWKDWWKHXVHULQWHUIDFH%DOO'OJFODVVJHWVLQIRUPDWLRQRIV\VWHP
HYHQWV $OWKRXJK QR FKDQJHV WR WKH FRPPXQLFDWLRQ ZLWK WKH /(*2 V\VWHP RU WKH
IXQFWLRQDOLW\WKDWLQIRUPVWKHXVHULQWHUIDFHDERXWV\VWHPHYHQWVWKHZKROHFODVVPXVWEH
UHFRPSLOHG
3URWRW\SH
 
,Q RUGHU WR UHSODFH WKH $,%2 ZLWK D NH\ FDUG PHFKDQLVP WR LGHQWLI\ SHUVRQQHO DV
DXWKRUL]HG RU XQDXWKRUL]HG D QHZ VXEFODVV RI WKH &RPPXQLFDWLRQ FODVV LQ WKH &RQWURO
$SSOLFDWLRQZLOOKDYHWREHDGGHG1RRWKHUFKDQJHVDUHQHFHVVDU\
$VVXPSWLRQ ,W LV HDVLHU WR DGG D VXEFODVV RI WKH &RPPXQLFDWH FODVV LQ WKH &RQWURO
$SSOLFDWLRQWKDQWRPRGLI\WKH7DONLQJFODVVLQRUGHUWRUHSODFHWKH$,%2ZLWKDNH\FDUG
PHFKDQLVP
([SHUWMXGJHPHQW
6FHQDULR8 (DVH RI LPSRVLQJ FKDQJH HDV\
PHGLXPKDUG
7LPH RI LPSRVLQJ FKDQJH
VKRUWPHGLXPKLJK
3URWRW\SH 0HGLXP 0HGLXP
3URWRW\SH (DV\ 6KRUW

Scenario U26 
7KH FRPPXQLFDWLRQ LQWHUIDFH EHWZHHQ WKH FRQWURO DSSOLFDWLRQ DQG PHFKDQLVP
FRQWUROOLQJWKHJDWHDQGWKHFXWWLQJURERWLVFKDQJHGIURP,5WR%OXHWRRWKDQGHOHPHQWV
UHVSRQVLEOHIRUIXQFWLRQDOLW\DUHQRWDIIHFWHG1
3URWRW\SH
,Q RUGHU WR UHSODFH WKH FRPPXQLFDWLRQ LQWHUIDFH IURP ,5 WR %OXHWRRWK ERWK WKH
3RVW2IILFHPRGXOHLQWKH/(*2V\VWHPDQGWKH7DONLQJFODVVLQWKH3&FRQWUROOHUQHHGV
WREHPRGLILHG7KH7DONLQJFODVV LV UHVSRQVLEOH IRU FRPPXQLFDWLQJZLWK WKH$,%2DQG
WKDW WKH XVHU LQWHUIDFH %DOO'OJ FODVV JHWV LQIRUPDWLRQ RI V\VWHP HYHQWV ZKLOH WKH
3RVW2IILFHPRGXOHLVRQO\UHVSRQVLEOHRIFRPPXQLFDWLQJZLWKWKH3&FRQWUROOHU
3URWRW\SH
7R UHSODFH WKH FRPPXQLFDWLRQ LQWHUIDFH EHWZHHQ WKH &RQWURO $SSOLFDWLRQ DQG WKH
/(*2V\VWHPWKH)DFWRU\,QWHUIDFHLQWKH/(*2V\VWHPDQGWKH/(*2&RPPXQLFDWHLQ
 
WKH &RQWURO $SSOLFDWLRQ 7KHVH WZR FODVVHV DUH RQO\ UHVSRQVLEOH IRU FRPPXQLFDWLRQ
EHWZHHQWKH&RQWURO$SSOLFDWLRQDQGWKH/(*2V\VWHP
$VVXPSWLRQ ,W LV HDVLHU WR PRGLI\ WKH )DFWRU\,QWHUIDFH DQG WKH /(*2&RPPXQLFDWH
FODVVHVVLQFHWKHVHDUHRQO\FRQFHUQHGZLWKFRPPXQLFDWLRQWKDQPRGLI\LQJWKH3RVW2IILFH
PRGXOHDQGWKH7DONLQJFODVVVLQFHWKH7DONLQJFODVVDOVRLVUHVSRQVLEOHIRUFRPPXQLFDWLRQ
ZLWKWKHXVHULQWHUIDFHDQGWKH$,%2
([SHUWMXGJHPHQW
6FHQDULR8 (DVH RI LPSRVLQJ FKDQJH HDV\
PHGLXPKDUG
7LPH RI LPSRVLQJ FKDQJH
VKRUWPHGLXPKLJK
3URWRW\SH 0HGLXP 0HGLXP
3URWRW\SH (DV\ 6KRUW

1.30.4 Summary of evaluation 
7KHHYDOXDWLRQKDVVKRZQWKDWWKHQHZSURWRW\SHKDVERWKWKHVDPHIXQFWLRQDOLW\DQG
VDIHW\ OHYHO DV WKH RULJLQDO SURWRW\SH $V IRU WKH HYDOXDWLRQ RI PRGLILDELOLW\ WKH H[SHUW
MXGJPHQW VKRZV WKDW WKH QHZ SURWRW\SH KDV D KLJKHU OHYHO RI PRGLILDELOLW\ JLYHQ WKH
UHTXLUHPHQWVWKDWZHKDYHLPSRVHGWRWKHRULJLQDOSURWRW\SH
 
DISCUSSION AND CONCLUSION 
7RGD\PRVW VRIWZDUH V\VWHPVQHHG WR HYROYH WRPHHW QHZXVHU UHTXLUHPHQWV DQG WR
DGDSWWRFKDQJLQJHQYLURQPHQW5HVHDUFKKDVVKRZQWKDWXSWRRIWKHWRWDOOLIHF\FOH
FRVWIRUVRIWZDUHV\VWHPVDUHVSHQWRQHYROYHPHQWRIWKHV\VWHP>@,WZRXOGWKHUHIRUH
EH DGYLVDEOH WR GHVLJQ V\VWHPV LQ RUGHU WR ORZHU WKH GLIILFXOW\ DQG WLPH QHHGHG IRU
PRGLI\LQJWKHV\VWHPV$VZLWKRWKHUTXDOLW\DWWULEXWHVRQHFDQQRWDGGPRGLILDELOLW\DVDQ
DIWHUWKRXJKWLWKDVWREHEXLOWLQWRWKHV\VWHPIURPHDUO\LQWKHGHYHORSPHQWSURFHVV
1.31 Development process 
,QRXUZRUNZHKDYHWULHGWRVKRZWKDWPRGLILDELOLW\QHHGVWREHDQLQWHJUDWHGSDUWRI
WKHGHYHORSPHQWSURFHVVLQRUGHUWRVXSSRUWV\VWHPHYROXWLRQ7KHPDLQFRQWULEXWLRQRI
RXUZRUNLVDGUDIWYHUVLRQRIDGHYHORSPHQWSURFHVVWKDWIRFXVHVRQV\VWHPHYROXWLRQLQ
VHFXULW\VDIHW\FULWLFDOV\VWHPV:HKDYHSHUIRUPHGDOLWHUDWXUHVWXG\WRDVVHVDQGLGHQWLI\
DSSURSULDWH PHWKRGV WR LQWHJUDWH PRGLILDELOLW\ DV D SDUW RI D GHYHORSPHQW SURFHVV IRU
VHFXULW\VDIHW\ FULWLFDO V\VWHPV $V D EDVLV IRU RXU SURFHVV ZH KDYH XVHG D GHYHORSPHQW
SURFHVVIRUVHFXULW\VDIHW\FULWLFDOV\VWHPVGHYHORSHGE\6¡UE\LQKHUPDVWHUWKHVLV>@,Q
KHU ZRUN VKH IRFXVHG PDLQO\ RQ WKH UHODWLRQVKLS EHWZHHQ VHFXULW\ DQG VDIHW\ DQG
SDUWLFXODUO\ RQ VDIHW\ FRQVHTXHQFHV RI VHFXULW\ WKUHDWV 7KLV GHYHORSPHQW SURFHVV ZDV
SDUWO\ EDVHG RQ WKH ,(&  VWDQGDUG >@ ZKLFK GHVFULEHV D OLIH F\FOH SURFHVV IRU
GHYHORSLQJ VDIH V\VWHPV 7KH OLIHF\FOHPRGHO RI ,(&  LV D YHU\ GHWDLOHG DQG VWULFW
SURFHVV WKDW IRFXVHV RQ VDIHW\ UHTXLUHPHQWV LGHQWLILFDWLRQ DQG DOORFDWLRQ WR HQVXUH WKH
FRQIRUPDQFHVDIHW\GHPDQGVLQWKHPRGXOHVLQWKHV\VWHP,WKDVQRIRFXVRQDUFKLWHFWXUDO
GHVLJQ RU V\VWHP HYROXWLRQ ZKLFK DUH WKH PDLQ FRQFHUQ RI WKLV UHSRUW 7R GHDO ZLWK
VHFXULW\ WKUHDWV WKH GHYHORSPHQWSURFHVV LQ >@ XVHG WKH6HFXULW\+D]2SPHWKRG IURP
WKH&25$6IUDPHZRUN>@
:H H[WHQGHG WKH GHYHORSPHQW SURFHVV LQ >@ WR LQFOXGH D WKRURXJK DUFKLWHFWXUDO
GHVFULSWLRQ7KHDUFKLWHFWXUDOGHVFULSWLRQFRQVLVWVRIDGHFRPSRVLWLRQYLHZDVHFXULW\YLHZ
DVDIHW\YLHZDGHSOR\PHQWYLHZDQGDVHWRIVFHQDULRVEDVHGRQWKHTXDOLW\UHTXLUHPHQWV
WR WKH V\VWHP 7KH VFHQDULRV DUH RUJDQL]HG LQ D XWLOLW\ WUHH ZKHUH WKH URRW QRGH LV WKH
RYHUDOO XWLOLW\ RI WKH V\VWHP7KH FKLOG QRGHV UHSUHVHQW WKHPRVW LPSRUWDQW DUFKLWHFWXUDO
GULYHVTXDOLW\JRDOVRIWKHV\VWHP7KHOHDIQRGHVRIWKHWUHHDUHVFHQDULRVWKDWGHVFULEH
WKHTXDOLW\JRDOVRI WKHV\VWHPLQGHWDLO:HKDYHWDNHQWKH LGHDRIXVLQJDXWLOLW\ WUHHWR
 
GHVFULEHWKHTXDOLW\JRDOVIURPWKH$UFKLWHFWXUH7UDGHRII$QDO\VLV0HWKRG$7$0>@
,Q$7$0WKHXWLOLW\WUHHLVXVHGWRHYDOXDWHWKHXWLOLW\RIWKHDUFKLWHFWXUHJLYHQWKHPRVW
LPSRUWDQW DUFKLWHFWXUDO GULYHV ,Q RXU ZRUN ZH KDYH DGRSWHG WKH XWLOLW\ WUHH ZKHQ
FRQVWUXFWLQJ WKH DUFKLWHFWXUH DQGGHVLJQ LQRUGHU WREH VXLWDEOH DFFRUGLQJ WRRXUTXDOLW\
JRDOVVHFXULW\VDIHW\DQGPRGLILDELOLW\)XUWKHUPRUHWKHVFHQDULRVDUHXVHGWRWUDFHTXDOLW\
UHTXLUHPHQWV DQGDUH UHIHUUHG WR LQ WKHDUFKLWHFWXUDOYLHZVZKHUHFKRLFHV DUHPDGH WKDW
DGGUHVVWKHP
7RGHVLJQ WKHDUFKLWHFWXUHRI WKH V\VWHPZHXVH WKH$WWULEXWH'ULYHQ'HVLJQ $''
PHWKRG>@$''GHFRPSRVHWKHV\VWHPE\DSSO\LQJWDFWLFVDQGDUFKLWHFWXUDOSDWWHUQVWR
IXOILO WKH VFHQDULRV WKDW GHVFULEH WKH DUFKLWHFWXUDO GULYHV 7KH ILUVW DUFKLWHFWXUDO GULYHZH
FRQVLGHUHG ZDV PRGLILDELOLW\ ZKLFK LV GHVFULEHG LQ WKH GHFRPSRVLWLRQ YLHZ 7KLV YLHZ
VKRZV DOORFDWLRQ RI WKH IXQFWLRQDOLW\ LQWR PRGXOHV DQG VXEV\VWHPV DQG GHVFULEHV KRZ
UHTXLUHPHQWV WR PRGLILDELOLW\ FDQ EH PHW 6LQFH WKH GHYHORSPHQW SURFHVV LV DLPHG DW
VHFXULW\VDIHW\FULWLFDOV\VWHPVLWLVQDWXUDOWRDGGDVHFXULW\YLHZDQGDVDIHW\YLHZWRVKRZ
KRZWKHV\VWHPSURYLGHVWKHUHTXLUHGOHYHORIVHFXULW\DQGVDIHW\%\H[WUDFWLQJVHFXULW\DQG
VDIHW\LVVXHVLQWRVHSDUDWHYLHZVZHPDNHLWWUDFWDEOHWRGHWHUPLQHWKHVHFXULW\DQGVDIHW\
OHYHOVXFKDV(YDOXDWLRQ$VVXUDQFH/HYHO($/LQWKH&RPPRQ&ULWHULD>@IRUVHFXULW\
DQG6DIHW\LQWHJULW\OHYHOV6,/LQ,(&>@IRUVDIHW\
,QWKHVDIHW\YLHZZHXVHWKHPRGXOHVUHODWHGWRVDIHW\IURPWKHGHFRPSRVLWLRQYLHZWR
GHVFULEH KRZ VDIHW\ LV HQVXUHG (TXLYDOHQWO\ LQ WKH VHFXULW\ YLHZ ZH XVH WKH PRGXOHV
UHODWHGWRVHFXULW\IURPWKHGHFRPSRVLWLRQYLHZWRGHVFULEHKRZVHFXULW\LVHQVXUHG7KH
GHSOR\PHQW YLHZ VKRZKRZ WKH VXEV\VWHPV IURP WKH GHFRPSRVLWLRQ YLHZ DUHPDSSHG
RQWRWKHSURFHVVLQJXQLWVDQGKRZWKHVHLQWHUDFW6LQFHWKHVHFXULW\VDIHW\DQGGHSOR\PHQW
YLHZXVHVPRGXOHVIURPWKHGHFRPSRVLWLRQYLHZWKH\DUHDOVREDVHGRQWKHGHFRPSRVLWLRQ
YLHZDVVKRZQLQ)LJXUH7KXVPRGLILDELOLW\EHFRPHVWKHSULPDU\DUFKLWHFWXUDOGULYH
IRU WKH V\VWHP 7KLV PDNHV VHQVH VLQFH WKH GHFRPSRVLWLRQ YLHZ IRFXV RQ VHSDUDWLQJ
FRQFHUQVDQGDOORFDWLQJIXQFWLRQDOLW\7KHUDWLRQDOEHKLQGWKLVLVWKDWZKHQZHGHFRPSRVHG
DFFRUGLQJ WR WKH PRGLILDELOLW\ UHTXLUHPHQWV ZH HQVXUH WKH V\VWHP PRGLILDELOLW\
)XUWKHUPRUHZH DVVLJQ UHVSRQVLELOLWLHV UHODWHG WR VDIHW\ WR WKH DSSURSULDWHPRGXOHV DQG
GHVFULEH WKHLU LQWHUDFWLRQ WR HQVXUH VDIHW\ LQ WKH VDIHW\ YLHZ DQG VHFXULW\ LQ WKH VHFXULW\
YLHZ7KHGHSOR\PHQWYLHZRIWKHDUFKLWHFWXUHLVDGGHGWRVKRZKRZWKHPDSSLQJRIWKH
VXEV\VWHPVRQWRWKHSURFHVVLQJXQLWVDQGWRGRFXPHQWFRPPXQLFDWLRQPHGLDXVHG
 

)LJXUH 5HODWLRQVKLSEHWZHHQ WKHGHFRPSRVLWLRQ YLHZ
WKHVHFXULW\YLHZWKHVDIHW\YLHZDQGWKHGHSOR\PHQWYLHZ
1.32 Aspect Oriented Software Development 
,Q WKH GHFRPSRVLWLRQ RI WKH SURWRW\SH ZH KDYH IRFXVHG RQ VHSDUDWLQJ FRQFHUQV WR
SURPRWH PRGLILDELOLW\ RI WKH V\VWHP $OWKRXJK WKH FRQFHUQV KDYH EHHQ VHSDUDWHG LQWR
GLIIHUHQWPRGXOHV WKHPRGXOHV WKDW HQFDSVXODWH VWLOO LQWHUDFW WKXV UHODWLQJ WKH FRQFHUQV
LQGLUHFWO\,Q$VSHFW2ULHQWHG6RIWZDUH'HYHORSPHQW$26'WKHGLIIHUHQWFRQFHUQVRU
DVSHFW DV WKH\ DUH FDOOHG DUH QRW UHODWHG 8VLQJ$VSHFW2ULHQWHG0RGHOOLQJ $20 WKH
V\VWHP LVGHFRPSRVHGDFFRUGLQJ WR WKH IXQFWLRQDOLW\ZKLFK LV FDOOHG WKHSULPDU\ V\VWHP
PRGXODUL]DWLRQ 7KHQ WKH GLIIHUHQW DVSHFWV DUH ZHDYHG LQWR WKH SULPDU\ V\VWHP
PRGXODUL]DWLRQ WKURXJKSRLQWFXWV7KHVHSRLQWFXWV DUHD VHWRI UXOHVGHVFULELQJZKHUH LQ
WKHGHVLJQDSDUWLFXODUDVSHFWZLOOLQWHUDFW7KXVQHLWKHUWKHSULPDU\V\VWHPPRGXODUL]DWLRQ
QRURWKHUDVSHFWVKDYHDQ\NQRZOHGJHDERXWWKHSDUWLFXODUDVSHFW7KLVZLOODLGLQV\VWHP
HYROXWLRQVLQFHWKHGHYHORSHUFDQIRFXVRQUHDOL]LQJDVLQJOHFRQFHUQDWWKHWLPHZLWKRXW
ZRUU\LQJDERXWWKHLQWHUDFWLRQZLWKRWKHUFRQFHUQV
7KHUHDVRQZK\ZHKDYHQRWXVHGWKLVDSSURDFKLQRXUZRUNLVWZRIROG)LUVW$26'LV
DQHPHUJLQJGLVFLSOLQHZLWKIHZSURYHGPHWKRGVDQGOLWWOHVXSSRUWIRUGHYHORSLQJV\VWHPV
LQ$206HFRQGWKHIUDPHZRUNZHKDYHDYDLODEOHIRUGHYHORSLQJVRIWZDUHIRUWKH$,%2
DQGWKH/(*20LQGVWRUPGRQRWVXSSRUWDVSHFWRULHQWHGSURJUDPPLQJ
 
1.33 Evaluation 
:HHYDOXDWHG WKHHIIHFWLYHQHVVRIRXUGHYHORSPHQWSURFHVV WKURXJK WKHGHYHORSPHQW
RI D QHZ SURWRW\SH IRU DQ DOUHDG\ H[LVWLQJ VHFXULW\VDIHW\ V\VWHP 7KH V\VWHP XVHGZDV
FKRVHQVLQFHLWLVDUHODWLYHO\VPDOOVL]HDQGORZFRPSOH[LW\V\VWHPDQGVLQFHZHKDGOLPLWHG
WLPH WKLV VHHPHG WUDFWDEOH0RGLILDELOLW\ FRQFHUQVZKHUH QRW FRQVLGHUHG IRU WKH RULJLQDO
SURWRW\SH LQ >@ :H WKHUHIRUH LPSRVHG UHTXLUHPHQWV WR PRGLILDELOLW\ WR WKH RULJLQDO
SURWRW\SHDQGUHGHVLJQHGWKHV\VWHPDFFRUGLQJWRWKLVGHYHORSPHQWSURFHVV
7KH HYDOXDWLRQ VWUDWHJ\ XVHGZKHUH DVVHUWLRQPHDQLQJ WKDW WKH GHYHORSHU SOD\HG WKH
UROHDVERWKH[SHULPHQWHUDQGVXEMHFWRIWKHVWXG\7KHUHDVRQIRUFKRRVLQJWKLVUHVHDUFK
PHWKRGZDVWKHWLPH OLPLWDQGWKH OLPLWHGDPRXQWRIUHVRXUFHV,QDGGLWLRQ WKHZRUN LV
PHDQW DV D SUHOLPLQDU\ WHVW RI WKH GHYHORSPHQW SURFHVV 7KH PDLQ GUDZEDFN RI XVLQJ
DVVHUWLRQ DV UHVHDUFK PHWKRG LV WKH DVSHFW RI SUREOHPDWLF YDOLGLW\ 7KH IDFW WKDW WKH
H[SHULPHQWHU LV DOVR WKH VXEMHFW RI VWXG\ KDV VHYHUDO LPSOLFDWLRQV )LUVW WKHUHPD\ EH D
WKUHDWWRH[WHUQDOYDOLGLW\VLQFHZHXVHDVWXGHQWDVVXEMHFWDQGWKHSRSXODWLRQRIVXEMHFWV
PD\WKHUHIRUHQRWEHUHSUHVHQWDWLYHIRUWKHSRSXODWLRQLQDUHDOOLIHVHWWLQJ)XUWKHUPRUH
WKH V\VWHP GHYHORSHG LV D WR\ V\VWHP DQG QRW UHSUHVHQWDWLYH IRU WKH FRPSOH[LW\ RI UHDO
LQGXVWU\V\VWHPV&RQVHTXHQWO\RXUDELOLW\WRJHQHUDOL]HWKHILQGLQJVLVVRPHZKDWOLPLWHG
6HFRQGWKHUHPD\EHVHYHUDOFDXVHVWRZK\ZHREWDLQDKLJKHUOHYHORIPRGLILDELOLW\WKHQ
XVLQJ RXU GHYHORSPHQW SURFHVV LQIOLFWLQJ LQWHUQDO YDOLGLW\ 7KH VXEMHFW GHYHORSLQJ WKH
SURWRW\SH LV DOVR WKH H[SHULPHQWHU ZKLFK LQIOXHQFHV WKH IRFXV GXULQJ WKH GHYHORSPHQW
SURFHVV)XUWKHUPRUHWKHVFHQDULRVXVHGZKHQHYDOXDWLQJWKHOHYHORIPRGLILDELOLW\ZKHUH
GHVLJQHG EDVHG RQ WKH QHZ SURWRW\SH 7KLV PD\ UHVXOW LQ DQ DSSDUHQW KLJKHU OHYHO RI
PRGLILDELOLW\WKDQLIZHKDGXVHGDFRPSOHWHO\GLIIHUHQWVHWRIVFHQDULRVIRUWKHHYDOXDWLRQ
7KLUG ZH KDYH QR TXDQWLWDWLYH PHDVXUHV RU VWDWLVWLFDO WHVWV WR EDVH RXU FRQFOXVLRQ RQ
ZKLFKLVDWKUHDWWRYDOLGLW\
7KHUHVXOWVIURPWKHHYDOXDWLRQGHVFULEHGLQVHFWLRQVKRZWKDWWKHQHZSURWRW\SHKDV
WKHVDPHIXQFWLRQDOLW\DQGVDIHW\OHYHODVWKHRULJLQDO,QDGGLWLRQWKHQHZSURWRW\SHKDVD
KLJKHUOHYHORIPRGLILDELOLW\7KLVIXOILOVWKHVXFFHVVFULWHULDZHKDYHVHWIRUWKHHYDOXDWLRQ
LQGLFDWLQJWKDWRXUGHYHORSPHQWSURFHVVSURYHGVXFFHVVIXOIRUHPSKDVLVLQJPRGLILDELOLW\LQ
WKHGHYHORSPHQWRIVHFXULW\VDIHW\V\VWHPV
 
1.34 Modifiability in critical systems 

$V ZLWK RWKHU VRIWZDUH V\VWHPV VHFXULW\ FULWLFDO DQG VDIHW\ FULWLFDO V\VWHPV QHHGV WR
HYROYH1HZDQGEHWWHUVHFXULW\DQGVDIHW\PHFKDQLVPVZLOOUHSODFHRXWGDWHGPHFKDQLVPV
RUFRPSRQHQWV$V\VWHPGHYHORSHGIRUPRGLILDELOLW\ZLOOQRWRQO\UHGXFHWLPHDQGFRVWRI
SHUIRUPLQJWKHFKDQJHLWZLOODOVRUHGXFHWKHULVNRILPSRVLQJIODZV7KHUHDVRQIRUWKLVLV
WKDWPRGLILDEOHV\VWHPVDUHXVXDOO\PRUHVWUXFWXUHGWKDQRWKHUV\VWHPVDQGWKH\KDYHIHZ
RUQRKLGGHQGHSHQGHQFLHVEHWZHHQGLIIHUHQWFRQFHUQV+RZHYHUFDXWLRQLVDGYLVHGZKHQ
PRGLI\LQJ FULWLFDO VRIWZDUH V\VWHPV DQG DSSURSULDWH YDOLGDWLRQ WHFKQLTXHV VKRXOG EH
DSSOLHG ZKHQ FKDQJHV DUH LPSOHPHQWHG (YHQ WKRXJK D V\VWHP LV GHVLJQHG LQ RUGHU WR
HYROYHLQDSDUWLFXODUPDQQHUWKHGHVLJQRIWKHV\VWHPPD\LQFOXGHDVVXPSWLRQVWKDWDUH
LOOHJLWLPDWH ,Q WKH UHODWHG ILHOGRI VRIWZDUHFRPSRQHQW UHXVH/HYHVRQ >@SLQSRLQW WKDW
RQH RI WKH PRVW FRPPRQ IDFWRUV LQ VRIWZDUHUHODWHG DFFLGHQWV LV GXH WR VRIWZDUH
FRPSRQHQW UHXVH 7KHVH DFFLGHQWV RFFXU ZKHQ WKH DVVXPSWLRQ RI WKH VRIWZDUH·V
HQYLURQPHQWLVLQFRUUHFW
 
FURTHER WORK 
6RIWZDUH V\VWHPVSOD\ DQ LQFUHDVLQJO\ ODUJHU UROH LQRXUHYHU FKDQJLQJ VRFLHW\$V WKH
HQYLURQPHQW WR VRIWZDUH V\VWHPV FKDQJH WKH QHHG IRU GHVLJQLQJ V\VWHPV WR VXSSRUW
HYROXWLRQLQFUHDVH%HWWHUXQGHUVWDQGLQJRIKRZVXSSRUWIRUVRIWZDUHV\VWHPHYROXWLRQLV
DFTXLUHG VKRXOG EH LQYHVWLJDWHG IXUWKHU 7KH QHZ VRIWZDUH GHYHORSPHQW SDUDGLJP RI
$VSHFW2ULHQWHG6RIWZDUH'HYHORSPHQWORRNVSURPLVLQJIRUHQVXULQJV\VWHPPRGLILDELOLW\
SURYLGLQJVXSSRUWIRUV\VWHPHYROXWLRQ
,QRXUZRUNZHKDYHSURSRVHG DGUDIW IRU DGHYHORSPHQW SURFHVV IRU VHFXULW\VDIHW\
V\VWHPVZKLFKIRFXVHVRQPRGLILDELOLW\$VDSUHVWXG\ZHFRQGXFWHGDQHYDOXDWLRQRIWKH
SURFHVV XVLQJ DVVHUWLRQ DV HYDOXDWLRQ PHWKRG DQG VXJJHVW WKDW PRUH IRUPDO HYDOXDWLRQ
PHWKRGV DUH XVHG LQ RUGHU WR YDOLGDWH WKH HIIHFWLYHQHVV RI WKH SURFHVV 3HUIRUPLQJ DQ
HYDOXDWLRQRIWKHGHYHORSPHQWSURFHVVWKURXJKDFDVHVWXG\LQDUHDOOLIHVHWWLQJZRXOGEH
EHQHILFLDO,QDFDVHVWXG\ZHZRXOGEHDEOHWRPHDVXUHWKHWLPHDQGFRVWRIWKLVSURFHVV
FRPSDUHG WR VLPLODU SURMHFWV ,Q DGGLWLRQ V\VWHP PRGLILDELOLW\ FRXOG EH H[WHQVLYHO\
PHDVXUHG XVLQJ G\QDPLFDOO\ DQDO\VLV PHWKRGV RQ WKH FRPSOHWH V\VWHP RU E\ LPSRVLQJ
FKDQJHVWRWKHV\VWHPDQGPHDVXUHWKHWLPHDQGFRVWIRULPSOHPHQWLQJWKHP
 
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